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Copyright © 2002-2016 KEMP Technologies, Inc..  All rights reserved.. KEMP Technologies and the KEMP
Technologies logo are registered trademarks of KEMP Technologies, Inc..

KEMP Technologies, Inc. reserves all ownership rights for the LoadMaster product line including software
and documentation. The use of the LoadMaster Exchange appliance is subject to the license agreement.
Information in this guide may be modified at any time without prior notice.

Microsoft Windows is a registered trademarks of Microsoft Corporation in the United States and other
countries. All other trademarks and service marks are the property of their respective owners.

Limitations: This document and all of its contents are provided as-is. KEMP Technologies has made efforts
to ensure that the information presented herein are correct, but makes no warranty, express or implied,
about the accuracy of this information. If any material errors or inaccuracies should occur in this document,
KEMP Technologies will, if feasible, furnish appropriate correctional notices which Users will accept as the
sole and exclusive remedy at law or in equity. Users of the information in this document acknowledge that
KEMP Technologies cannot be held liable for any loss, injury or damage of any kind, present or prospective,
including without limitation any direct, special, incidental or consequential damages (including without
limitation lost profits and loss of damage to goodwill) whether suffered by recipient or third party or from
any action or inaction whether or not negligent, in the compiling or in delivering or communicating or
publishing this document.

Any Internet Protocol (IP) addresses, phone numbers or other data that may resemble actual contact
information used in this document are not intended to be actual addresses, phone numbers or contact
information. Any examples, command display output, network topology diagrams, and other figures
included in this document are shown for illustrative purposes only. Any use of actual addressing or contact
information in illustrative content is unintentional and coincidental.

Portions of this software are; copyright (c) 2004-2006 Frank Denis. All rights reserved; copyright (c) 2002
Michael Shalayeff. All rights reserved; copyright (c) 2003 Ryan McBride. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of  conditions and the
following disclaimer

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE ABOVE COPYRIGHT HOLDERS ''AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE ABOVE COPYRIGHT
HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

The views and conclusions contained in the software and documentation are those of the authors and
should not be interpreted as representing official policies, either expressed or implied, of the above
copyright holders..

Portions of the LoadMaster software are copyright  (C) 1989, 1991 Free Software Foundation, Inc. -51
Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA- and KEMP Technologies Inc. is in full compliance
of the GNU license requirements, Version 2, June 1991. Everyone is permitted to copy and distribute
verbatim copies of this license document, but changing it is not allowed.

Portions of this software are Copyright (C) 1988,  Regents of the University of California.  All rights reserved.
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Redistribution and use in source and binary forms are permitted provided that the above copyright notice
and this paragraph are duplicated in all such forms and that any documentation, advertising materials, and
other materials related to such distribution and use acknowledge that the software was developed by the
University of California, Berkeley.  The name of the University may not be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED ``AS IS'' AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.

Portions of this software are Copyright (C)  1998,  Massachusetts Institute of Technology

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without
limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the
Software, and to permit persons to whom the Software is furnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions
of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Portions of this software are Copyright (C)  1995-2004,  Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty.  In no event will the authors be
held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose,   including commercial applications,
and to alter it and redistribute it   freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the original
software. If you use this software in a product, an acknowledgment in the product documentation would
be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being the
original software.

3. This notice may not be removed or altered from any source distribution.

Portions of this software are Copyright (C)  2003,  Internet Systems Consortium

Permission to use, copy, modify, and/or distribute this software for any purpose with or without fee is
hereby granted, provided that the above copyright notice and this permission notice appear in all copies.
THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING
ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT,
INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE
USE OR PERFORMANCE OF THIS SOFTWARE.

Used, under license, U.S. Patent Nos. 6,473,802, 6,374,300, 8,392,563, 8,103,770, 7,831,712, 7,606,912, 7,346,695, 7,287,084 and
6,970,933
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1 Introduction
While Microsoft’s Azure cloud might be thought of as a single entity, it is actually implemented
in multiple regions across the globe. This opens up many possibilities to build a business at
global scale while ensuring service availability and compliance with country-specific regulations.

Fig. 1

The ability to balance utilization on a global basis allows for optimal allocation of resources,
which can help control costs, while also ensuring availability pf services.

.

1.1 Document Purpose
This document discusses how LoadMaster can ensure worldwide, uninterrupted access to
application in a global business environment.

1.2 Intended Audience
This document applies to:

 Cloud and Network Architects
 System and Security Administrators.
 Line-of-Business Management
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2 LoadMaster GEO capabilities

Virtual LoadMaster for Azure includes KEMP’s “GEO” Global Server Load Balancing feature. This
can interoperate with GEO running on premises to extend GSLB capabilities across multiple
cloud services in multiple regions. This seamless operation opens the way to many operational
benefits.

Perhaps the simplest example is to provide high availability for services in the event a site should
become unavailable. This could form the basis of a Disaster Recovery (DR) strategy as shown in
the diagram below:

Fig. 2

In this example, an unexpected outage at the primary data center causes failover to the cloud.

Failover can occur at a site level or a per-application level depending on selected policy. By using
appropriate policy settings and causing a manual failover, a new application – or even a new site
– could be put in place for testing, with a fallback path should the new site not operate as
expected. This technique would work well in the bringup and test of a new site during a
migration to the cloud.

GEO can also ensure the best and most responsive user experience when apps are deployed
across multiple regions. Server health and load can be monitored along with overall site
response such that users are connected to the set of resources that will provide the best
experience.

Scalability and optimal use of resources are also a concern when deploying complex global
environments. With GEO, LoadMaster extends the traditional single site capabilities of load
balancing to the cloud, enabling “bursting” by allowing extra resources to be provisioned where
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they can be used most effectively. This behaviour can reduce risk to the business by keeping
those services on line while dynamically extending them as needed. In turn this can help
minimize overprovisioning of any particular site, server or service and ensure smooth, cost-
effective operation at global scale.

When it comes to balancing across multiple sites, a choice of algorithms is available including
round robin, weighted round robin, fixed weighting, real server load, location based and
proximity. “Round Robin” load balancing can be used for all active data center and this includes
support for weights and a chained failover option for disaster recovery.

As the name implies, GEO policies can be set using knowledge of a site or user’s whereabouts.
Location Based load balancing allows GEO to direct a client to a data center based on the client's
country, continent or IP address range as defined by the created policies. If there is more than
one site with the same country code, requests will be distributed in a round robin fashion to
each of the sites.

Proximity takes Location Based one step further and allows for longitude and latitude granularity
for definition of proximity. GEO securely and seamlessly integrates with core LoadMaster
functionality and is managed through the same simple to use interface, reducing the complexity
of deploying across multiple environments.
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References
Additional supporting documents can be found at http://kemptechnologies.com/loadmaster-
documentation. The following items in the GEO section address the example above and also
provide additional configuration information.

 LoadMaster GEO Release Notes
 LoadMaster GEO Product Overview
 Sticky DNS
 Feature Description
 GEO IP Database
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