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1 Overview

1.1 Platforms Supported

The application delivery fabric consists of two components - the Kemp 360 Central instance for
licensing/management and the individual ADC instances. Licenses may be issued to ADC instances
on any supported platform from a single Kemp 360 Central.

Platform Kemp 360 Central LoadMaster
Hyper-V Y Y
VMware (OVF) Y Y
KVM Y Y
XEN Y Y
Oracle VirtualBox Y Y
Microsoft Azure Y Y
Azure Government Y Y
Amazon Web Services (AWS) Y Y
AWS GovCloud Y Y

1.2 Requirements

A Kemp 360 Central instance is required to license LoadMaster Metered or Pooled ADCs and to
provide monitoring and management and can be deployed on any supported platform.

To permanently license Kemp 360 Central for Metered or Pooled Licensing, you need a Kemp ID and
an Order or Contract ID. If you do not have an Order or Contract ID, you will get a trial license.

LoadMaster instances may be deployed on any platform that can communicate with the Kemp 360
Central instance.

Operational Requirements
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o To license Kemp 360 Central for Metered or Pooled Licensing, you need a Kemp ID and an
Order or Contract ID.

Technical Requirements
o A supported hypervisor or cloud platform

o Bi-directional communication between Kemp 360 Central and managed LoadMaster instances
over TCP/443 (TCP/8443 for Azure/AWS)

o Syslog traffic from LoadMaster to Kemp 360 Central over UDP/514 (optional)

o Kemp 360 Central to have Simple Mail Transfer Protocol (SMTP) communication to a local
SMTP server over TCP/25. This is optional if no notifications are required and Metered
Licensing reporting is through HTTPs to ALSI (Kemp licensing and reporting services)

o Kemp 360 Central to have access to a DNS resolver over TCP/UDP/53
o Kemp 360 Central to have access to ALSI through TCP/443
« LoadMaster instances can be accessed through a routable network or through a network

address translation (NAT) device
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For the best Ul performance, we recommend using the Chrome
browser. If you experience any Ul rendering issues with Kemp
360 Central and you are using a browser add-on, check the
documentation for the add-on you have installed to see if they
are recommended for use with frames. If not, disable the add-
on when using the Kemp 360 Central Ul.

1.3 Check the Virtual Machine Settings

Note that since Version 1.25.2, the default minimum Virtual Machine provisioning requirements for
new installs have been updated as follows:

Resource V1.24 and earlier firmware V1.25.2 and later firmware
CPU Two cores Four cores
RAM 4 GB 8 GB
Disk Storage 40 GB 250 GB

Upgrades to Version 1.25.2 and later releases will not update existing Virtual Machine resources. To
modify your current Virtual Machine configuration to conform to the above minimum values,
contact Kemp Support.
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2.1 Overview

The following steps should be followed to deploy an operational Metered or Pooled Licensing
environment.

Configure LoadMaster

Register for a Kemp 1D — | Get an Order 1D - Deploy Kemp 360 Central =1 Deploy LoadMaster instances  — Application Delivery Controller
(ADC)
A Kemp ID enables product For trials, the Order ID is the Install Kemp 360 Central and Install the LoadMaster Configure the ADC to load
licensing and access to product key. For subscriptions  license using the Kemp ID and locally license it using balance your application.
support resources. use the provided Contract ID.  and Order ID. Kemp 360 Central.

2.2 Obtain the Software

Kemp 360 Central and LoadMaster are delivered as Virtual Machine (VM) images for hypervisor
platforms and are available in the cloud marketplaces for Amazon Web Services (AWS) and Azure.

Local licensing requires a special build of LoadMaster. If you are deploying a LoadMaster for local
licensing from cloud marketplaces (AWS/Azure), select the Metered Licensing options. For all other
platforms, the images can be downloaded from the following locations:

o https://kemptechnologies.com/metered-licensing-download
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3 Deploy Kemp 360 Central

3.1 Installation

The platform-specific deployment guides for Kemp 360 Central are available on the Kemp Support
site. The only deviation from these guides for Metered Licensing is as follows:

o When you encounter the licensing screen, enter the Order ID, which is either the Contract ID
provided by Kemp or the Product Key provided during trial registration

The following Kemp 360 Central Deployment Guides are available on the Kemp Support site:

« Amazon Web Services

o Microsoft Azure

o Microsoft Hyper-V

o VMware vSphere (OVF)

When presented with the licensing screen during installation, enter the Order or Contract ID along
with your Kemp ID credentials. This licenses the Kemp 360 Central instance as a Metered Licensing
and reporting server.

If you have no Order or Contract ID, the only option available to
you is to download a trial version of the product. During the
trial period, you can license and manage up to five Metered
Licensed LoadMasters and monitor up to 25 pre-licensed
LoadMasters. You can switch to a permanent license at any
stage during the trial period by re-licensing Kemp 360 Central
with a valid Order or Contract ID.
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License Activation

Online  Offline  Manual

Activate Kemp 360 Central by entering a valid Kemp 1D

There are three options for licensing: online, offline, and manual. For more information, refer to the
Activation and Initial Login section of the Feature Description Kemp 360 Central on the Kemp
Documentation page.

After licensing, set the password for the admin user. The admin user is the default user on Kemp
360 Central and has all privileges. Additional user entities can be created with role-based access.

3.2 Initial Configuration of Kemp 360 Central

Once licensed, you are requested to input details on LoadMasters to be added. As no Metered
Licensing LoadMasters are deployed, this stage can be skipped.

You are also prompted for an SMTP relay to deliver alerts by email. This can be configured at this
stage or skipped for later configuration.

There are a number of system settings on Kemp 360 Central that are optional. Full details on
configuration is available in the Kemp 360 Central Feature Description document on the Kemp
Support site.

System Setting Comment

An NTP server is not mandatory. Using an external time server
ensures that the system time on Kemp 360 Central (and
LoadMaster instances) is correct and synchronized with the
wider infrastructure.

NTP Time Server
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An SMTP relay is not mandatory. If configured, notifications
SMTP Relay may be set by email and email may be used to deliver usage
data to Kemp.

In addition to the default admin user, other users and groups

Role Based Access
can be added and configured for role-based access.

The system can autogenerate reports and deliver them by

Scheduled R ti
cheduled Reporting email. An SMTP relay is required for this feature.

Your Kemp 360 Central system is now ready to license metered LoadMaster instances.

Please observe the following restrictions when upgrading from
Version 1.x to Version 2:
To upgrade to Version 2.0, you must re-accept the End User

License Agreement (EULA)
To upgrade to Version 2.3, you must be running Version 2.0.
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4 Deploy Locally Licensed
LoadMaster ADC Instances

4.1 Installation

LoadMaster instances can be deployed on Hyper-V, VMware, XEN, KVM, and VirtualBox hypervisors
and on the Azure and AWS public clouds. A Kemp 360 Central Licensing server can license
LoadMasters on any platform as long as there is IP connectivity between the LoadMaster and Kemp
360 Central.

The hypervisor versions can be downloaded from https://kemptechnologies.com/spla-download and
the Azure and AWS versions are available in the respective marketplaces as License Agreement
Based LoadMaster (MELA).

LoadMaster Load Balancer ADC Content Switch

Kemp Technologies
* %K K50 (3)
B Preferred salution

Overview Plans + Pricing Reviews

The cost of running this product is a combination of the selected software plan charges plus the Azure infrastructure costs for the virtual machines en which you will be running this software.
Your Azure infrastructure price might vary if you have enterprise agreements or other discounts.

To view pricing in a different currency, change the billing country/region. Costs might vary by deployment region.

Select a software plan

License Agreement Based LoadMaster (MELA/SPLA) BYOL

This Load Balancer may only be licensed by customers with a valid MELA or SPLA agreement

In the Azure MarketPlace, select License Agreement Based LoadMaster (MELA/SPLA) from the
dropdown list under Plans + Pricing.

License Agreement Based LoadMaster for AWS Continue to Subscribe
(MeterEd/SP LA) Save to List
~ By: KEMP Technologies  Latest Version: 7.2.46.0
P 3 . . Typical Total Price
km Optimized for the Amazon Web Services cloud, MELA for AWS delivers fully elastic and scalable $0.100/h
p L4-7 load balancing, SSL off-load and application delivery services ) / r
Total pricing per instance for services
Linux/Unix (0) hosted on md.large in US East (N.

Virginia). View Details

Overview Pricing Usage Support Reviews
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In the AWS Marketplace, select License Agreement Based LoadMaster for AWS (MELA).

Guidelines on how to deploy LoadMaster for each platform are available in the Kemp Resource
Library.

o LoadMaster Installation Guide for Hyper-V

o LoadMaster Installation Guide for VMware (ESX, ESXi, and vSphere)

o LoadMaster Installation Guide for KVM

o LoadMaster Installation Guide for XEN

o LoadMaster Installation Guide for Oracle VirtualBox

« LoadMaster for Azure Feature Description

o LoadMaster for AWS Feature Description

4.2 License the LoadMaster ADCs

For metered licensing, the LoadMaster license is provided by Kemp 360 Central.

License Required To Continue

Please select License Method to proceed: |KEMP 360 Central Licensing v |

KEMP 360 Central Licensing: WA IERN 01

Ensure you select Kemp 360 Central Licensing as the license
method (select Local Activation for pre 7.2.43 releases).
Selection of any other licensing method may result in a non-
metered license being assigned.

You are now prompted for the Host and Port of the Kemp 360 Central instance deployed earlier.
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KEMP 360 Central Activation Settings

Activation Required To Continue

<-Back

KEMP 360 Central Credentials
Host: | |
Port: | |

When Kemp 360 Central Licensing is selected, a screen (similar to the one above) appears. If this
screen does not appear, you are not using the correct version of the LoadMaster. Contact a Kemp
representative if this is the case.

1. Type the IP address or FQDN of Kemp 360 Central in the Host text box.
2. Type the Port to access Kemp 360 Central on in the Port text box.
3. Click Activate.

The LoadMaster contacts the Kemp 360 Central server on the IP address and port specified and
requests a license.

The LoadMaster is now licensed against Kemp 360 Central, thus using one of the available licenses.
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5 Manage the LoadMaster
ADCs with Kemp 360 Central

5.1 Add the Licensed LoadMaster Instances

In addition to providing licensing, LoadMaster instances can be managed by Kemp 360 Central.
Newly licensed LoadMasters are added to the management domain automatically after you enter
your Kemp 360 credentials.

Newly licensed LoadMasters are listed in the Kemp 360 Central Ul in the networks list and can be
identified by the icon below.

=P
To add the LoadMaster for management, select the LoadMaster and click the edit icon in the bottom

left of the screen.

+ - @

This prompts for the LoadMaster credentials and optionally allows a nickname to be assigned.
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Edit LoadMaster
Metwork |10_35.44.0,#24 -
IP Address : Port | 10.35.44.8 - |443
Mickname

Username I
Password I
Alternate WU Access - | 443
Authentication (@ Certificate

Basic

Discard Changes Apply

When deploying on cloud platforms, the LoadMaster instance is behind a network address
translation (NAT) and has a public IP and a private IP. Use the Public IP when adding the LoadMaster
instance to Kemp 360 Central.

For Azure and AWS LoadMasters, the port must be set to 8443.

Once added, the Kemp 360 Central system can monitor and manage the LoadMaster.
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6 Configure Application
Delivery on LoadMaster

Client traffic is decrypted/encrypted on the LoadMaster and passed unencrypted to the application
servers on port 80. It is assumed that the LoadMaster is configured with a single IP address in the

guidelines below.

1. Login to the LoadMaster Ul by opening a https session (port 443 default/8443 on
Azure/AWS) on the LoadMaster IP address. The default username is bal and the password is
what was set earlier when the LoadMaster was provisioned.

2. In the navigation menu, select Virtual Services and the Add New option.

Please Specify the Parameters for the Virtual Service.

Virtual Address I |

Service Name (Optional) ! |

Protocol

Add this Virtual Service

3. Set the Virtual Address to the |P address of the LoadMaster instance.
4, Set the port to 443 because you want to handle SSL traffic.

5. Type a service name (optional) and click Add this Virtual Service.
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SSL Properties

SSL Acceleration Enabled: Reencrypt: O

Supported Protocols [ Jssty3 (JTisto Eristt Erisis Erisis
Require SNI hostname D

Self Signed Certificate in use.
Available Certificates Assigned Certificates
None Available « None Assigned -

Ed N
Certificates Set Cerfificates

- -

Manage Ceriificates

Cipher Set [ Default v]
Assigned Ciphers
ECDHE-ECDSA-AES256-GCM-SHA3E4
Ciphers ECDHE-RSA-AES256-GCM-SHA3S4
DHE-DSS-AES GCM-SHA384
DHE-RSA-AES GCM-SHA384

ECDHE-

A-CHACHA20-POLY 1305
ECDHE-RSA-CHACHAZ0-POLY1305

Client Certificates | No Client Certificates required

Strict Transport Security Header | Don't add the Strict Transport Security Header v]

Available Certificates

Using all installed Intermediate certificates
All Certificates

MNone Available «
Intermediate Certificates
<

A

None Assigned «

Set Intermediate Certificates

6. Expand the SSL Properties section.

7. Select the SSL Acceleration Enabled check box. The LoadMaster generates a self-signed
certificate for the SSL service that can be replaced with a trusted certificate if required.

8. Add the web application servers. With LoadMaster, the application servers are referred to

as Real Servers.

9. In the Real Servers section, select Add New.

Please Specify the Parameters for the Real Server

Real Server Address

Port
Forwarding method
Weight

Connection Limit

Lzl

Add This Real Server

10. Specify the Real Server IP address and port. The other settings may be left as default.

11. Repeat for each Real Server you want to add.
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You should now be able to send traffic through the load balancer on port 443, which is then
forwarded to the Real Servers. For further guidance on configuring service options, consult the
Kemp guide to configuring an SSL virtual service. Detailed documentation on LoadMaster
configuration and features is available from the Kemp Resource Library.
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7 Making the Most of Kemp
360 Central

7.1 About Metered Licensing

Kemp Metered Licensing allows the creation of an application delivery fabric that contains
LoadMaster Application Delivery Controller (ADC) instances that are licensed for metered usage. If
you are deploying a trial, the number of Metered Licenses available is limited to five and they will
only stay active for a limited time period. Full support is available during the trial period.

If you are deploying a metered licensing subscription, Metered Licensing licenses as many
LoadMaster instances as required and charges monthly in arrears based on measured usage.

7.2 Scaling for High-Volume Environments

The LoadMaster instances licensed under Metered Licensing have no license limits on performance
and are only limited by the underlying infrastructure. This provides the capability to scale within a
single instance, which may be sufficient for many environments. LoadMaster instances may also be
clustered to provide scale-out capability. With clustering, multiple LoadMaster instances operate in
parallel to deliver virtual services with individual instances being able to scale to the maximum
capability of the underlying infrastructure. Additional cluster members may be added or removed on
demand to provide the desired capacity.

To evaluate scaling using clustering, consult the LoadMaster Clustering documentation.

7.3 Multi-Platform ADC Deployment

Within the Kemp 360 application delivery fabric, ADC instances may be deployed, managed, and
licensed across multiple hypervisors and clouds from a single Kemp 360 Central providing a single
unified view of all ADC resources regardless of location.

A quick way to evaluate this multi-platform support is to deploy a LoadMaster instance on desktop-
based hypervisor or on a public cloud such as Azure or AWS.

Within Kemp 360 Central, all ADC resources, across all platforms, are available and may be
monitored and managed.
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7.4 Service Monitoring and Analysis

Kemp 360 Central is Kemp’s management and monitoring platform, which also acts as the licensing
and metering service for Metered Licensing. LoadMaster ADCs under Metered Licensing may be
monitored and managed from Kemp 360 Central. The Global Dashboard provides a snapshot of the
health and status of the application delivery fabric.

DEVICE OVERVIEW INFRASTRUCTURE APPLICATION HEALTH

DEVICE HEALTH LOCAL LICEMSES SUPPORT SUBSCRIPTION EXFIRY VIRTUAL SERVICE STATUS REAL SERVER STATUS

# Sarviczd0 tep
» 10355013580 wp
Expired 30 days 90 days

Total Subscriptions: 1 [
@ Heslthy @ Unhealthy @ Unknown @ Available @ Activatsd @ 2 of 2 down Mo Real Servers Configured
TOP 3 UTILIZATION LOG SUMMARY ADMINISTRATIVELY DISABLED: ACTIVE CONNECTIONS
e I 0
R Virtual Service: 0 of 3 AGGREGATE CONNECTIONS
Real Server: 0 of 0
Ma messages received in the last [ R

24 hours from any managed devices

WAF STATISTICS
WAF STATISTICS
Alerts Events Events
Last 24 Hours Last 24 Hours Last Hour

No WAF Services Configured

Q) waF Senvices

The widgets on the Global Dashboard provide a quick view of the status and link to the underlying
detail.
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» Device Health - Status of the ADC instance

o Local Licenses - Number of ADC instances licensed for Metered Licensing

o Support Subscription Expiry - Total number of local and non-local subscriptions
o Top Utilization - List of busiest ADC instances

o Log Summary - Breakdown of ADC log events by status

o VS Status - Summary of Virtual Service status

» Real Server Status - Summary of the application server status

o Administratively Disabled - Displays the number of Real Servers and Virtual Services that are
administratively disabled

« Active Connections - Displays the total number of active connections for all managed
devices

o WAF Statistics - Displays the number of configured WAF services and the number of alerts
and events in the past 24 hours

7.5 Evaluation - ADC High Availability

For resilience, ADC instances are normally deployed as High Availability (HA) pairs. With LoadMaster
HA, one instance is active while the other is in standby. In the event of a failure, the standby
instance assumes the active role resulting in no service disruption.

To configure high availability on LoadMaster, consult the High Availability documentation.

With metered licensing, HA is essentially free because the HA pair is considered a single unit for
billing purposes. Usage traffic is reported separately for both units. Evaluation of HA capabilities is
as simple as turning off the primary LoadMaster, which automatically promotes the secondary
LoadMaster as the active ADC.
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This document was last updated on 02 September 2020.
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