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1 Introduction

1 Introduction

The Remote Access Dial In User Service (RADIUS) server can be used to authenticate users who log
in to the Kemp LoadMaster. The LoadMaster passes the user’s details to the RADIUS server and the
RADIUS server informs the LoadMaster whether the user is authenticated or not.

RADIUS in Windows Server 2008 R2 is done with network policy and access services.
The steps in this document have been tested and validated on

Windows Server 2008 R2.

1.1 Document Purpose

The purpose of this document is to provide further information and steps on configuring RADIUS
authentication and authorization.

1.2 Intended Audience

This document is intended to be used by anyone who is interested in learning more about using
RADIUS authentication and authorization in the LoadMaster.

1.3 Related Firmware Version

Published with LMOS version 7.2.48.4 LTS. This document has not required substantial changes
since 7.2.48.4 LTS. However, the content is in sync with the latest LoadMaster LTS firmware.
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2 Prerequisites for
Authentication and
Authorization

Before performing these steps, ensure there is an Active Directory group to add to the network
policy. This needs to be done on the domain controller.

The steps in this document outline how to give the users/groups certain permissions to the Kemp
LoadMaster.

It is not possible to use RADIUS authentication and

authorization if you are using a FIPS LoadMaster.

2.1 Add a RADIUS Client

A RADIUS client needs to be created so that the LoadMaster can authenticate. Create a RADIUS client
by following the steps below:

1. Open the Server Manager application.
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% Server Manager (WIN-2PFHIZ7RHIH)
= 5_ Roles
Active Directary Domain Services
SE DHCP Server
N DMS Server
= _ﬁ_”a Metwork Palicy and Access Services
= & NP (Local)
El | RADIUS Clients and Servers
ElRA01US Clients
iﬂ Remate RADIUS Server Gro
= _E‘J' Policies
|| Connection Reguest Policies
| Metwark Paolicies
| Health Palicies
5 Metwork Access Probection
"'n Accounking
! Templakes Management
@. Routing and Remote Access
W5 web Server (115)
7| Features
E Diagnostics
fm Configuration
=3 Storage

2. Navigate to the following option: Roles > Network Policy and Access Services > NPS
(Local) > RADIUS Clients and Servers > RADIUS Clients.

Actions

RADIUS Clients -

Mew

Export Lisk
Wiz [ &
|G Refresh

Help

3. Click New in the panel on the right.
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Settings |.-'-‘-.|:Ivanc:eu:||
¥ Enable thiz RADIUS client
[T Select an existing template;
| 2

~ Mame and Address
Friendly name:

IShared

Addrezz (IP or DNS);

[10.86.0.175 Werify... |

~ Shared Secret
Select an existing Shared Secrets template:

INu:une j

To manually type a shared secret, click Manual. To automatically generate a shared
zecret, click Generate. You must configure the BADIUS clent with the zame shared
zecret entered here, Shared secretz are cage-zensitive,

% barual " Generate

Shared zecret;

Confirn ghared secret:

ak I Cancel Al

4. Enter a Friendly name.

5. Enter the IP Address of the LoadMaster.

If using a High Availability (HA) pair, add all three IP addresses
(unit 1, unit 2 and the shared IP address).

6. Enter a Shared secret.
The Shared secret has a 48-character limit.

7. Enter the same shared secret in the Confirm shared secret text box and click OK.
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8. When the LoadMaster contacts the RADIUS server, it uses the active physical interface.
Therefore, two RADIUS clients must also be configured in addition to the shared address.
Follow the steps above (using a different IP address) to create the additional RADIUS clients.
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3 Configure Authentication
and Authorization

LoadMaster allows the users to be authorized by either RADIUS or Local User authorization. The
user’s authorization decides what level of permissions the user has and what functions on the
LoadMaster they are allowed to perform.

When both authorization methods are selected, the LoadMaster initially attempts to authorize the
user using RADIUS. If this authorization method is not available, the LoadMaster attempts to
authorize the user using the Local User authorization.

In addition to configuring RADIUS authentication in the Server Manager, the LoadMaster also needs
to be configured to use it. Configuration of RADIUS authentication in the LoadMaster varies
depending on what method you want to use:

* Local Authentication and Authorization means that the LoadMaster contacts the RADIUS
server for authentication and will use local authorization.

* RADIUS Authentication and Authorization means that the LoadMaster contacts the RADIUS
server for authentication and will use reply messages sent back from the RADIUS server to
authorize.

The maximum character length for RADIUS authentication
passwords that are used to log in to the Edge Security Pack
(ESP) form is 128 alphanumeric characters. If non-
alphanumeric or other characters are used that require multi-
byte encoding, the maximum number of characters that can be
used reduces.

Follow the steps in the relevant section below, depending on the chosen method.

For further details on what each of the LoadMaster fields mean, refer to the Web User Interface,
Configuration Guide .
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3.1 Local Authentication and Authorization

Follow the steps below to configure the local authentication and authorization settings in the
LoadMaster.

Session Management must be disabled in order to use this
method. If Session Management is enabled, the RADIUS server
options mentioned in this section will not be available.

3.1.1 Specify the RADIUS Server Details
To enter the details of the RADIUS server, follow the steps below:

1. In the main menu of the LoadMaster Web User Interface (WUI), navigate to Certificates &
Security > Remote Access.

2. Enter the IP address of the Radius Server and click the Radius Server button.

If you do not see this option, ensure to disable Session
Management in Certificates & Security > Admin WUI Access.

3. Enter the Shared Secret and click the Set Secret button.

The Shared Secret should be the same as the one entered in
the Add a RADIUS Client section.

4, Enter the Revalidation Interval and click Set Interval.
3.1.2 Specifying RADIUS Authentication for an Individual User

When adding a new user in the System Configuration > System Administration > User
Management screen, the Use RADIUS Server check box can be selected.

Selecting this check box will mean that RADIUS authentication is used when that user logs in to the
LoadMaster. The RADIUS server details must be set up before this option can be used.

Local Users

User Add User

Use RADIUS Server

User Permissions Operation
Administrator Read Only ||

kemp.ax 11 Copyright 2002-2021, Kemp Technologies, All Rights Reserved



RADIUS Authentication and Authorization

< kemp

3 Configure Authentication and Authorization

3.1.3 Specifying Local Authorization for an Individual User

After a user has been added, you can specify what permissions they have by clicking the Modify
button in the Action column.

Permissions for User Administrator

Real Servers [«

Virtual Services |«

Rules [ |

System Backup [
Certificate Creation [
Intermediate Certificates [
Certificate Backup [

User Administration [ ]

All Permissions [

Geo Control [

The level of user permissions can be set in this screen. This determines what configuration changes
the user is allowed to perform. The primary user, bal, always has full permissions. Secondary users
may be restricted to certain functions.

3.2 RADIUS Authentication and Authorization

This is an alternative option to using local authentication and authorization. In order to use this
method, session management must be enabled. Session management settings are configurable in
Certificates & Security > Admin WUI Access. If session management is disabled, the RADIUS
options mentioned in this section will not be available.

3.2.1 Specify the RADIUS Server Details

To use the RADIUS Authentication and Authorization method, Session Management must be
enabled. To enable Session Management, follow the steps below:

1. In the main menu of the LoadMaster WUI, select Certificates & Security.

WUI 5ession Management

Enable Session Management ||

2. Select the Enable Session Management check box.
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Please Specify Your User Credentials

User | | I

Password | |

3. Enter User and Password details and click the Login button.

WUI Session Management

Enable Session Management [#
Require Basic Authentication [«
Basic Authentication Password Iviiii | Set Basic Password

Failed Login Attempts TN anl (valid values:1-999)
Idle Session Timeout AL R L el (Valid values: 60-86400)

Limit Concurrent Logins |0 (Mo limit) »

4. In the main menu of the LoadMaster WUI, select Certificates & Security > Admin WUI
Access.

When Session Management is enabled on the LoadMaster, follow the steps below to configure
RADIUS authentication:

5. In the main menu of the LoadMaster WUI, navigate to Certificates & Security > Remote

Access.
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Administrator Access

Allow Remote 55H Access

using: [ All Networks

V| Part: |22

|

55H Pre-Auth Banner

A| Set Pre-Auth Message

Allow Web Administrative Access Using: |eth0: 10.

35.48.22 v | port: [443

Admin Default Gateway

O

Allow Multi Interface Access
Enable API Interface

L 1

Self-Signed Certificate Handling

| RSA self-signed certs

v]

Outbound Connection Cipher Set

| Neone - Qutbound Default v|

Admin Login Method

| Password Only Access (default)

| Only Password mode is available if no Pre-Auth Banner is specified

Enable Software FIPS 140-2 level 1 Mode

Enable Kemp Analytics

Enable Software FIPS mode

GEO Settings

Remote GEO LoadMaster Access

W Set GEO LoadMaster access

GEOQ LoadMaster Partners

W Set GEO LoadMaster Pariners

GEQ LoadMaster Port

GEOD Update Interface

Set GEO LoadMaster Port

eth0: 10.35.48.22 v

WUI Authorization Options

6. Click WUI Authorization Options.

WUI AAA Service Authentication Authorization Options
RADIUS Server [10.154.11.80 |Port [80 [l RADIUS Server
Shared Secret  Please set passy| [EEEEEE!
RADILS @ @ Backup RADIUS Server | |Port | | Backup Server
Backup Shared Secret l:l
Revalidation Interval EI Set Interval
Send NAS Identifier [
LDAP Endpoint | EXAMPLE v | JLUETEGEYRRE e il 1 )]
LDAP (] Remots User Groups | E2MP leGroup2; Example | | (IO o= (] Mested groups
RemotelUserGroup; A
Local Users IZI |2| Use OMLY if other AAA services fail I:l
Test AAA for User
Username
Test User
oo | Test User |

7. Enter the Radius Server IP ad

dress and Port.

IPv6 is not supported for RADIUS authentication.

8. Select the Radius Authentication check box.

kemp.ax
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9. Select the Radius Authorization check box.
10. Click Radius Server.
11. Enter the Shared Secret.

The Shared Secret should be the same as the one entered
during the Add a RADIUS Client section.

12. Click Set Secret.
13. If necessary, fill out details for a Backup Radius Server.
14. Enter the Revalidation Interval.

15. Click the Set Interval button.

The RADIUS authorization method can only be used if the
RADIUS authentication method is selected.

There is a Test AAA for User section at the bottom of this
screen. When session management is enabled, you can enter a
valid Username and Password to test.

16. Decide whether or not to enable the Send NAS Identifier check box.

If this check box is disabled (default), a NAS identifier is not
sent to the RADIUS server. If it is enabled, a Network Access
Server (NAS) identifier string is sent to the RADIUS server. By
default, this is the hostname. Alternatively, if a value is
specified in the RADIUS NAS Identifier text box, this value is
used as the NAS identifier. If the NAS identifier cannot be
added, the RADIUS access request is still processed.

17. If you enabled the Send NAS Identifier check box, decide whether or not to specify the
RADIUS NAS Identifier.

If the Send NAS Identifier check box is selected, the RADIUS
NAS Identifier field is shown. When specified, this value is used
as the NAS identifier. Otherwise, the hostname is used as the
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NAS identifier. If the NAS identifier cannot be added, the
RADIUS access request is still processed.

In LoadMaster firmware version 7.2.51 and above, there is an option to include the Kemp vendor
specific attribute in the RADIUS request sent to the server doing the authentication against the user
trying to log in to the LoadMaster WUI. For further details, refer to the following article: Send Kemp
Vendor Specific Attribute In RADIUS Requests.

3.2.2 Specifying RADIUS permissions for Groups and All Users
Permissions can be set up to apply to all users, or to groups:

* Connection request policies: Sets of conditions and settings that allow network administrators
to designate which RADIUS servers perform the authentication and authorization of connection
request that the Network Policy Server (NPS) receives from RADIUS clients. Connection request
policies can be configured to designate which RADIUS servers are used for RADIUS accounting,

* Network policies: Sets of conditions, constraints and settings that allow you to designate who
is authorized to connect to the network and the circumstances under which they can or cannot
connect. When you deploy Network Access Protection (NAP), health policy is added to the
network policy configuration so that NPS performs client health checks during the authorization
process.

Connection request policies apply to all users. Network policies apply to groups.
Refer to the relevant section below depending on what level of permissions are needed.

3.2.2.1 Specifying RADIUS Authentication and Authorization for a Group (Network Request Policy)
3.2.2.1.1 Specifying RADIUS Authentication for a Group

To set up a network policy, follow the steps below in the Server Manager.
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% Server Manager (WIN-2PFHIZFRHIH)
= f} Roles
active Directary Damain Services
5k DHCP Server
i DNS Server
= E}: Metwork Policy and Access Services
= & NPs (Local)
E [ RADIUS Clients and Servers
3 RADIUS Clients
ﬂ Remote RADILUS Server Groups
= _EJ' Policies
|| Connection Request Policies
g etk Policies
|| Health Policies
b Metwork Access Proteckion
."G Accounting
! Templates Management
ﬂj Routing and Remote Access
W5 web Server (115)
7| Features
E Diagnostics
jﬁ’,}, Configuration
=3 Storage

1. In the panel on the left, go to Policies > Network Policies.

Actions
=
Export Lisk
Wigw »

|G Refresh

Help

2. Click New in the panel on the right.
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New Metwork Policy

]
| ¥ou can specify a name for wour network policy and the type of connections to which the policy is applied.

l Specify Network Policy Name and Connection Type

Policy name:
KEMP_Tesl

 Metwork connection method

Select the type of netwark, access server that zends the connection request to MP'S, You can select either the network, access server

tupe or Wendar specific, but neither iz required. If pour netwark. access server iz an 8021 authenticating switch or wireless access point,
select Unspecified.

(% Type of netwark access server:

IUnspecified j
" endor specific:

o4

Erevious | Ment I Eirizh Cancel

3. Enter a Policy name.

4, Click Next.
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I Specify Conditions
]

Specify the conditions that determine whether this network paolicy is evaluated For a connection request, & minimum

il of ane condition is required.

Conditions:
| Condition | Walue

Condition description:

Add.. Edt.. || Femove |
Frevious | [t | Firzh | Cancel |
5. Click the Add... button.
select condition
Select a condition, and then click Add.
Groups -

Windows Groups

The “Windows Groups conditioh specifies that the connecting user or computer must belong to one of the zelected
groups.

Machine Groups
The Machine Groupsz condition specifies that the connecting computer must belong to one of the selected groups.

{ "
o
£

Uszer Groups
The Uszer Groups condition zpecifies that the connecting uzer must belong to one of the selected groups.

&

Location Groups
The HCAP Location Groups condition specifier the Hoszt Credential Authorization Protocol [HCAP) location groups

required to match thiz policy. The HCAP protocol is used for communication between MPS and some third party
network, access zervers [MASz). See your NAS documentation before wzing this condition.

o
o -

&
i

Add... Cancel

6. Select the relevant group type.
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7. Click the Add... button.

Windows Groups E3

Specify the group membership required ta match this policy.

Groups

Add Groups... | Hemmve |

)8 I Cancel |

8. Click the Add Groups... button.

Select Group EH

Select thiz object type:

IGn:uup Object Types...

From thizs location:

Ikemp.ru:uy.com Locations...

Enter the object name to select [examples]:

Darnain | zers Check Mames

FE

Advanced... | (1] 4 I Cancel |

9. Enter the group name in the text area provided.
10. Click Check Names.

11. If the name is alright, click OK.
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Windows Groups

Specify the group memberzhip required to match this policy.

Groups
KEMP Domain Userz

Add Groups... I FRemove |

ak. Caticel |

12. Click OK.

13. Click Next.

l Specify Access Permission
]

Configure whether wou want to grant network access or deny network access if the connection request matches this

— policy.

% Access granted

Grant access if client connection attempts match the conditions of this policy.

1 Access denied

Deny access if client cannection attempts match the conditions of this palicy.

[~ Access is determined by User Dialin properties (which override MPS policy)

Grant ar deny access according to user diakin properties if client cannection attempts match the conditions of this palicy.

Previous | Mest I Finish Cancel

14. Select the relevant Access Permission option.

15. Click Next.
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New Network Policy E3

"

2 | Configure one ar more authentication methods required For the connection request ta match this policy. For EAP
authentication, wou must configure an EAP tvpe. IF you deploy MAP with 802, 1% or YPN, wou must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

. Configure Authentication Methods

EAP types are negotiated between MPS and the client in the order in which they are listed,

EAFP Types:
Miove g |
fawe Dawn |
add.. | Edi Remove

Less secure authentication methods:
[ Microsoft Encrypted Authentication version 2 [M5-CHAP-+2]
™ WUszer can change password after it has expired
¥ Microsoft Encrpted Authentication (MS-CHAF)
¥ User can change password after it has expired
[~ Encrypted authentication (CH&P)
¥ Unenciypted authentication [PAP, SPAF)
[~ &llow clients to connect without negatiating an suthentication method.
[ Perform machine health check only

Prewvious | Mext I Firigh | Cancel |

16. Remove the tick from the Microsoft Encrypted Authentication version 2 (MS-CHAP-
v2) check box.

17. Ensure that Microsoft Encrypted Authentication (MS-CHAP) is selected.
18. Ensure that User can change password after it has expired is selected.
19. Select the Unencrypted authentication (PAP, SPAP) check box.

20. Click Next.
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[
;‘d’ Constraints are additional parameters of the network policy that are reguired to match the connection request, I a
3 conskraint is not matched by the connection request, MPS aukomatically rejects the request, Constraints are

optional; if vou do not want ko configure constraints, click Mexk,

Configure the constraints far this netwaork. policy.
If all constraints are not matched By the connection regquest, network. access is denied.

Constraints:

Constraints
B3 Ide Timeout

% Seszion Timeout
|5 Called Station 1D

(5 Day and time
restrictions

j MAS Part Type

Specify the masimum time in minutes that the server can remain idle before the connection

i dizconnected

[ Disconnect after the masimum idie time

|

Prexvious | M ext I Firish | Cancel

If idle timeout is used on the server it should match the idle
timeout settings in the LoadMaster. Generally, Kemp
recommends not setting this on the server.

21. Click Next.

The Kemp RADIUS policies should be moved to the top of the
policy list on the Windows RADIUS server. The policies are
executed in the order they are displayed.

23
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3.2.2.1.2 Specify RADIUS Authorization for a Group

New Network Policy

Configure Settings
[
;& MPS applies settings to the connection request i all of the network policy conditions and constraints For the policy
3 are matched,

Configure the settings for this network. policy.
If conditiohs and constraints match the conhection request and the policy grants access, settings are applisd.

Settings:

AADIUS Attrib To zend additional attributes to RADIUS clients, select 2 RADIUS standard attribute, and
then click Edit. If you do nat configure an attribute, it is not zent to RADIUS clients. See
wour BADIUS client documentation for required attributes.

Wendar Specific
Metwork Access Protechon
B, NAP Enforcement

1B Extended State

Attributes:

Routing and Remote
Access

2 Multlink and
Bandwidth Allocation
Protocal [B&P)

L IP Filters

5ty Encryption

IF* Settings Add... Edi.. Remave

Framed

Previous | MHext I Finizh | Cancel |

The Attributes on this screen need to be in a certain order for
the settings to work correctly. The order is as follows:

1. Reply-Message
2. Framed-Protocol
3. Service-Type

Unfortunately, these attributes are not movable. So, to order
these attributes correctly, you need to Remove and then Add
them.

1. Select Framed-Protocol and click Remove.
2. Select Service-Type and click Remove.

3. Click the Add... button.
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Add Standard RADIUS Attribute x|

To add an attribute to the settings. select the attibute, and then click Add.

To add a custom or predefined Wendor Specific attribute, close this dialog and select Wendar Specific. and then click
Add.

Access bype:

Al |

Attributes:

Mame :I

Login-TCP-Part
MAS-Part-ld

Reply-Message
Service-Type
T ermination-Action -

Tunnekbdzzignment-10
T\ wwnal.Chantdo e hd
4| | »

D ezcription:

Specifies the meszage displayed to the uzer when the authentication request is accepted or rejected.

Add... Cloze

4. Select Reply-Message.
5. Click the Add... button.

Attribute Information

Attribute name:
Reply-tessage

Attribute number:
Attribute format:
Shring

Abtribute values:
Wendor | W alue | Add

Edit...

Femove

fowe g

fdove Dowr

(],4 I Cancel

i EEE

6. Click the Add... button.
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ttribute Information

Attribute narme:
Reply-tezzage

Atbtribute number;
18

Attribute format;
String

Attribute walue:

|r00li

Ok I Cancel

7. Enter the relevant permission option(s) and click OK.

The available permission options are as follows:
real,vs,rules,backup,certs,cert3,certbackup,users,root,addvs
These correspond to the permission options in the LoadMaster
Web User Interface (WUI).

The root permission grants all permissions.

Multiple attributes can be specified here, but they must be
separated by a comma (with no space).

8. Click OK again.

9. Select Framed-Protocol.
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Add Standard RADIUS Attribute E3

Tao add an attribute to the zettings, select the attribute, and then click Add.

To add a custam or predefined Wendaor Specific athibute, cloze this dislog and select Wendor Specific, and then click
Add.

Arncess bpe:

Al |

Attributes:

Mame ;I

Frarmed-Poal

Framed-Protocal

Framed-Route _I
Framed-Fouting

Login-P-Haost

Login-PvE-Host

Lt AT S emnm

4| | »

Deszcription:

Specifiez the protocol that iz uzed.

Add... Cloge

10. Click the Add... button.

Attribute Information E3

Attribute narme;
Framed-Protocol

Attribute nurmber;
7

Attribute format:
E numerator

Attribute W alue:
" Commaonly used for Dial-Up or VPN

N -

" Others
|<nnne> j
kK I Cancel |

11. Select PPP from the Commonly used for Dial-Up or VPN drop-down list.

12. Click OK.
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Add Standard RADIUS Attribute
To add an attribute to the settings, select the attribute, and then click Add.

To add a custom or predefined Yendor S pecific attribute, close this dislog and select Yendor Specific, and then click
Add.

Access bype:

Ja

Altributes:

=

Mame

Feply-Mezzage

T ermination-Action
TunnelAssignment-10
Tunnek-Clignt-Auth- D
Tunnel-Client-Endpt

Tyl bdadiorn. Tone

Description:

Specifies the type of service that the user has requested.

13. Select Service-Type.

14. Click the Add... button.

Attribute Information

Aftribute name:
Service-Type

Aftribute number:
g

Attribute format;
Ehumerator

Aftribute WV alue:
& Commanly used for DialUp or YPM

Framed |\

™ Commonly used for 80213

Add... Close

|<none> j
" Others
|<n0ne> j

15. Select Framed from the Commonly used for Dial-Up or VPN drop-down list.

16. Click OK.

17. Click Close.

28
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18. Click Next.

Mew Network Policy

Completing New Network Policy
L]
Ja

ou have successfully created the following network. policy:

KEMP_Test

Policy conditions:
| Walue
“windows Groups  KEMPY\Domain Users

Policy settings:

Condition | Walue -
Authentication Method Unencrypted authentication [PAP, SPAF] OR M5-CHAP v1 OR M5-CHAP w1 [User can change p...
Access Permission Grant Access

Update Moncompliant Clients True
&P Erforcement Allow full netwaork. access —
Ignore Uger Dial-ln Properties  Falze
Reply-teszage roat -

Ta close this wizard, click Finish.

Previous It | Finish I Cancel

19. Click Finish.
20. Repeat this process as needed to set permissions for other groups.

3.2.2.2 Specify RADIUS Authentication and Authorization for All Users

3.2.2.2.1 Specify RADIUS Authentication for All Users (Connection Request Policy)

Permissions set in the connection request policy apply to all
users.

To set up a connection request policy, follow the steps below.
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% Server Manager (WIN-ZPFHIZTRHIH)
= f} Roles
active Directary Domain Services
5E DHCP Server
- DNS Server
= _QE_"% Mebwork Policy and Access Services
= € NP (Local)
B || RADIUS Clienks and Servers
o RADIUS Clients
ﬂ Femoke RADILS Server Groups
= _EJ' Policies
Connection Request Policies
| Metwark Palicies
| Health Policies
b Metwork Access Prokection
."G Accounting
! Templates Management
@. Routing and Remote Access
W web Server (I15)
7 Features
5 Diagnostics
_:_ﬁ’,_!; Configuration
=3 Storage

1. Navigate to Roles > Network Policy and Access Services > Policies > Connection

Request Policies.

Connection Request Policies

MNew
Export Lisk
Vi

| Refresh

Help

2. Click New in the panel on the right.
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New Connection Request Policy

l Specify Connection Request Policy Name and Connection Type
]

et ‘fou can specify a name for wour connection request policy and the type of conneckions to which the policy is
-~ applied.

r— Metwork connection method

Select the tppe of network access server that sends the connection request ko MPS. You can select either the netwaork, access server

type or Yendor specific, but neither is required. |F pour nebwaork, access server is an 8021 authenticating switch or wireless access paint,
select Unspecified.

' Type of network access server:
IUnspecified j
" Vendor specific:

o=

Frevious | Mext I Firiizh Cancel

3. Enter a Policy name.

4, Click Next.
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MNew Connection Request Policy E

I Specify Conditions
]

Specify the conditions that determine whether this connection request policy is evaluated for a connection request.

il A minimurn of one condition is required.

Conditions:
| Condition | Walue

Condition description:

Add... Edit... Femowve

Previous | =008 I Firisk | Cancel |

5. Click the Add... button.

Select a condition, and then click Add.
HCAF -

+  Location Groups

J,l:..-fj The HCAP Location Groups condition specifies the Host Credential Authorization Protocol [HCAP) location groups
required to match thiz policy. The HCAP protocol is used for communication between MPS and some thind party
network, access servers [MASz) See vour NAS documentation before uzing this condition.

Uzer Mame

¥ Uszer Name

-
11 . The user name that iz uzed by the access client in the RADIUS message. This athibute iz a character string that
~ typically containg a realm name and a user account name.

Connection Properties

p h Acceszsz Client IPv4 Address

L“:‘v The Access Client IPvd Addresz condtion specifies the 1Pv4 address of the Access Client that is requesting access
=7 from the RADIUS client.

_l- Access Client IPv6 Address

Ad, I Cancel I

6. Select the Location Groups option.

7. Click the Add... button.
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Select condition [ x|

|
Specy the name of the Host Credential Authorzation Protocal (HCAP) location
fproups requaned to matich ths polcy
User Mame
The user rame
typec oy 00
Access [l
The Access
A= from the RADILL
B Access Chent IPvE v
Add Cancel
8. Type Domain users and click OK.
9. Click Next.
New Connection Request Policy B

The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers ina
remoke RADIUS server group.

! Specify Connection Request Forwarding

If the policy conditions match the connection request, these settings are applied.

Settings:

Forwarding Connection

Request Specify whether connection requests are processed locally, are forwarded to remote

RADIUS servers for authentication, or are accepted without authentication.

Authentication

‘ﬁ Accounting % Authenticate requests on this server

€ Fomward requests to the following remote BADIS server group for authentication:

<niot configured: j Mew... |

 Accept users withaut validating credentials

Previous | Mext I Eirish Cancel

10. Click Next.

kemp.ax 33 Copyright 2002-2021, Kemp Technologies, All Rights Reserved



RADIUS Authentication and Authorization

< kemp

3 Configure Authentication and Authorization

New Connection Request Policy

L]
’ _& Configure one or more authentication methods required For the connection request to match this policy, For EAP
authentication, you must configure an EAP Eype. IF you deploy MAP with 802, 1% or ¥PM, you must configure
Protected EAP.

. Specify Authentication Methods

% Overide network policy authentication settings

These authentication settings are uzed rather than the constraints and authentication settings in network. policy. For YPH and 802,14
connections with NAP, you must configure PEAP authentication here.

EAF types are negotiated between MPS and the client in the order in which they are lizted.

EAP Types:
I ove g |
Imve Do |
Add... Edit... Remayve

Less secure authentication methods:

[V Microsoft Encrppted Authentication version 2 [MS-CHAP-2)
¥ User can change password after it has expired

[T Microzof Encrypted Authertication [MS-CHAR)
= Wser can change password|after it has expied

[~ Encrypted authentication [CHAF)

V¥ Unencrypted authentication [P4P, SPAP)

[T Allowe clients to conmect without negatiating an authentication method,

Previous I ext I Fitiizk | Cancel |

11. Select the Override network policy authentication settings check box.
12. Select the Microsoft Encrypted Authentication version 2 (MS-CHAP-v2) check box.
13. Select the User can change password after it has expired check box.

14. Select the Unencrypted authentication (PAP, SPAP) check box.
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3.2.2.2.2 Specifying RADIUS Authorization for All Users

MNew Connection Request Policy
Configure Settings
"
*‘d MPS applies settings ko the connection request iF all of the connection request policy conditions  For the policy are
3 matched.
Configure the settingz far thiz netwark policy.
IF conditions match the connection reguest and the policy grants access, settings are applied.
Settings:
Specify aRealmName To send additional attibutes to RADIUS clients, select a RADIUS standard attibute, and
2] Altribute then click Edit. [f pou do not configure at attribute, it iz not sent to RADIUS clients, See
wour RADIUS client documentation for required attributes.
RBADIUS Attributes
Wendor Specific Attributes:
MHame | Walue |
Add.. Edit... Femaye
Frevious Mext Firiizh Cancel
1. Select Standard in the panel on the left.
2. Click the Add... button.
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Add standard RADIUS Attribute | x|

To add an attribute ta the settings, select the attibute, and then click &dd.

To add a custom or predefined Yendar Specific attibute, cloge this dialog and zelect Yendaor Specific, and then click
Add,

Access bpe:

Al 4

Attributes:

Mame ﬂ

WS -Port-ld

Replp- ]

Service-Type

Sezzion-Timaout

Termination-&.ction -

Tunnektzsignment-10
Tywnal- Tz b0 hd
4 | »

Drescription:

Specifies the mezzage dizplayed to the uger when the authentication reguest is accepted or rejected,

Add.. Claze

3. Select Reply-Message.

4, Click the Add... button.

Attribute Information E2

Altribute name:
Feply-Mezzage

Attribute number:
18

Attribute format:
String

Attribute walues:
Yendor I Walue | Add...

Edit...

Femove

Miowe g

s

fel e [cwt

] I Cancel

5. Click the Add... button.
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Attribute Information E3

Attribute narne:
Reply-tezzage

Aftribute number:
18

Attribute format;
String

Attribute value:

|r0u:uli

kK I Cancel

6. Enter the relevant permission(s) and click OK.

The available permission options are as follows:
real,vs,rules,backup,certs,cert3,certbackup,users,root,geo

These correspond to the permission options in the LoadMaster
Web User Interface (WUI).

The root permission grants all permissions.

Multiple attributes can be specified here, but they must be
separated by a comma (with no space).
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Attribube name:
Reply-Meszage

Attribute number:
Attribute farmat:
Shing

Attribute values:

"endar

Add. |
Edit... |
Remove |

Miove g |
Iiye Do |

Cancel

]

7. Select the attribute and click OK.

8. Click OK again.

9. Click Close.

New Connection Request Policy

Configure Settings

= S aiched,

MPS applies settings to the connection request if all of the connection request policy conditions  For the policy are

Configure the settings for this network policy.
If conditions match the connection request and the policy grants access, seftings are applied.

Settings:

Specify aRealm Hame
o] Attribute
RADIUS Attributes

‘Wendor 5 pecific

kemp.ax

To zend additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. If you do not configure an attribute, it is not sent to RADIUS clients. See
your BADIUS client documentation for required attributes.

Attributes:
Mame | Walle |
Reply-Meszage rook
Add... Edit.. Femove
Previous Mest Finizh Cancel
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10. Click Next.

l Completing Connection Request Policy Wizard

|

‘r'ou have successfully created the following connection request policy:

Connection Request Policy

Policy conditions:

Condition | Walue
iLocation Groups  Domain Users

Policy settings:

Condition | Walue

Authentication Provider  Local Computer

Overide Authentication  Enabled

Authentication Method  Unencrypted authentication [PAP, SPAF] OR MS5-CHAP «2 OR M5-CHAP +2 [User can change pazsw...
Feply-Meszage ook

To close this wizard, click Finish.

Presious = | Finish I Cancel

11. Click Finish.
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Unless otherwise specified, the following documents can be found at
http://kemptechnologies.com/documentation.

Web User Interface, Configuration Guide
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