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1 Introduction

1 Introduction

Kemp products optimize web and application infrastructure as defined by high-availability, high-
performance, flexible scalability, security and ease of management. Kemp products maximize the
total cost-of-ownership for web infrastructure, while enabling flexible and comprehensive
deployment options.

1.1 Document Purpose

This document describes the Web User Interface (WUI) of the Kemp LoadMaster. It describes in
detail how to configure the various features of the Kemp LoadMaster using the WUI.

The available menu options in the LoadMaster may vary from
the ones described in this document. The features available in
a LoadMaster depend on what license is in place. To upgrade a
license, please call a Kemp representative.

1.2 Intended Audience

This document is intended to help anyone who wishes to configure the Kemp LoadMaster using the
WUI.

1.3 Related Firmware Version

Published with LMOS version 7.2.48.4 LTS. This document has not required substantial changes
since 7.2.48.4 LTS. However, the content is in sync with the latest LoadMaster LTS firmware.
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2 Home

Clicking the Home menu option displays the home page which presents a list of basic information
regarding the LoadMaster.

IP address 10.35.48.22
LoadMaster Version 7.2.48.2.18851.RELEASE.20200525-1558
Serial Number 1170125
Boot Time Tue May 26 09:29:16 UTC 2020

- VS Status |' RS Status
No RSs configured
0% 100% 0]
Oof1 Up 1 of 1 Down Disabled
Details

- System Metrics
CPU Load 1%m
TPS Total O (SSL0)
Net Load Mbits/sec
eth0 0.0

Show History

- License Information
UUID 021af129-98c2-42b3-8695-93f88ca4b669
Activation Date Fri May 22 11:03:24 UTC 2020
Licensed Until June 22 2020
License Type VLM-MAX + Enterprise Plus Subscription

If any of the panels are not displaying information, try resetting
the browser to default settings.
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2.1 Login Information

After initially logging in to the LoadMaster, if Session Management is enabled - some login
information is displayed:

* The last login time and IP address of the current user
* The number of successful logins by the current user in the last 30 days

* The total number of failed login attempts by any user (including unknown usernames) since the
last successful login

For further information on Session Management, refer to the OCSP Configuration Admin WUI Access
section.

2.2 General Information

IP address: The IP address of the LoadMaster.

LoadMaster Version: The firmware version of the LoadMaster.

Serial Number: The Serial Number of the LoadMaster.

Boot Time: The time of the last server reboot.

2.3 Virtual Service and Real Server Status
VS Status

This section displays some monitoring information for the Virtual Services, such as the percentage
of Virtual Services that are up and the number of disabled Virtual Services. Clicking the Details link
will display the View/Modify Services screen.

Syslog messages are generated every hour about the number of Virtual Services, SubVSs and Real
Servers that are up/down, and so on. Syslog messages are also generated when a status changes.

RS Status

This section displays some monitoring information for the Real Servers, such as the percentage of
Real Servers that are up and the number of disabled Real Servers. Clicking the Details link will
display the Real Servers screen.
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2.4 WAF Status
WAF Status
Total Requests Total Events Events this Hour Events Today Events over
Handled Limit Today

The Web Application Firewall (WAF) Status section is displayed if at least one Virtual Service has
WAF enabled. The values shown here are as follows:

* The total number of requests handled by the WAF (shows all requests, whether they were
blocked or not). Two requests are recorded for each connection - one incoming and one
outgoing request.

* The total number of events handled by the WAF (that is, requests that were blocked)
* The number of events that have happened in the current hour (since xx.00.00)
* The number of events that have happened since midnight (local time)

* The number of times the event counter has gone over the configured warning threshold today.
For example, if the threshold is set to 10 and there has been 20 events, this counter is set to 2.
The warning threshold is set on a per-Virtual Service basis by filling out the Hourly Alert
Notification Threshold field in WAF Options in the Virtual Service modify screen. For further
information, refer to the Web Application Firewall (WAF) Options section.

2.5 System Metrics
CPU Load: The percentage of load to the CPU of the LoadMaster appliance.

TPS [conn/s]: The total number of Transactions Per Second and the number of Secure Sockets
Layer (SSL) transactions per second.

Net Load: Network load in megabits per second, shown for each configured interface. The Net
Load will only be displayed for interfaces which have been configured.

CPU Temp.: Displays the temperature of the CPU on supported hardware platforms.
The CPU Load and Net Load data is updated every 5 seconds.

These values are only available using SNMP. For further information on SNMP Options, refer to the
SNMP Options section.
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2.6 License Information

- License Information
UUID 021af129-98c2-42b3-8695-93f88cadb669
Activation Date Fri May 22 11:03:24 UTC 2020
Licensed Until June 22 2020
License Type VLM-MAX + Enterprise Plus Subscription

License Status Single Temp
Appliance Model VLM-MAX
GEO Blacklist IP Available until SunJun 21 2020 (Only 26 days left)
Subscription Enterprise Plus
Subscription Expiry SunJun 21 2020 (subscription will expire soon)
WAF Web Application Firewall
WAF Subscription
SDN Software Defined Networking
TCP Multiplexing

ESP Edge Security Pack
GEO Blacklist IP

Subscription Features

View License About LoadMaster

Click the View License link to display model, subscription expiry, and subscription feature details,
such as the activation date and end date of the LoadMaster license.

If the subscription has expired, a message is displayed in the
License Information section. To renew a subscription, contact
Kemp.

Upgrade: Upgrade the LoadMaster by buying a license from the Kemp purchase portal.

2.7 About LoadMaster

On the About LoadMaster page, you can view licenses for third party software that is used in the
LoadMaster.
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The LoadMaster contains software which is licensed under one or more of the following licenses.

The GNU GPL Version 2

The GNU GPL Verison 3

The GNU LGPL Version 2.1

The Linux Kernel License

The ISC Bind License

The Apache License Version 2.0

The Curt Library

The DNSSEC Tools 2.2 Library

The Expat Library

To view a license, click the View button next to the relevant item.
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3 Virtual Services

From this point onwards, the headings in this document
generally correspond to the options in the main menu on the
left of the LoadMaster WUI.

3.1 Add New

Please Specify the Parameters for the Virtual Service.

Virtual Address [10.11.0.194 |

Service Name (Optional) |Exchange 2013 H1TF’S|

Protocol

Here the Virtual IP (VIP) address, port, protocol and name are defined. The VIP address, name and
port are manually entered into the text boxes and the protocol is selected from the drop-down list.

You cannot use a special character as the first character of the
Service Name.

If templates are installed on your machine, a Use Template drop-down list is available whereby
you can select a template to configure the Virtual Service parameters such as port and protocol.

For further information regarding templates, please refer to the Virtual Services and Templates
Feature Description.

3.2 View/Modify (Existing HTTP Service)

Virtual IP Address Prot Name Layer Certificate Installed Status Real Servers Operation
10154.1177:80 ep Example Virtual Service L7 Qup © 101541521
10154.11.91:80 tcp Splunk - HTTP redirect L7 € FailMsg
10.154.11.91:443 tcp Splunk L7 € Down © 101541192
101541191514 udp Splunk Syslog UDP L4 € Down

This screen displays a list of Virtual Services on the LoadMaster, summarizing the main properties
of each and giving the options to modify or delete services, or create a new service.
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CAUTION
Delete is permanent, there is no UNDO feature. Use with care.

Each configured Virtual Service may be changed by clicking the Modify button or deleted by
clicking the Delete button.

10.154.11.180 says:

Are you sure that you want to delete Virtual Service (tcp/
10.154,11.181:443) ?
This will include all of it's SubVSs

oK Cancel

If you try to delete a Virtual Service containing SubVSs, a confirmation warning appears. Click OK
to confirm the deletion.

The status of the Virtual Service is also displayed. Health checking is enabled by default when a
Virtual Service is created. For further information on health checking, refer to the Real Servers
section.

The Virtual Service status may be one of the following:
* Up - At least one Real Server is available.
* Down - No Real Servers are available.

* Sorry - All Real Servers are down and traffic is routed to a separately configured Sorry Server
that is not part of the Real Server set, with no health checking.

* Disabled - The Virtual Service has been administratively disabled by unticking the Activate or
Deactivate Service check box in the Basic Properties section of the Virtual Service modify
screen.

* Redirect - A fixed redirect response has been configured. Redirect Virtual Services can be
created by using the Add a Port 80 Redirector VS option in the Advanced Properties section. For
more information, refer to the Advanced Properties section.

* Fail Message - A fixed error message has been configured. A fixed error message can be
specified using the Not Available Redirection Handling options. Refer to the Advanced
Properties section for more information.
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* Unchecked - Health checking of the Real Servers has been disabled. All Real Servers are
accessed and presumed UP.

* Security Down - The LoadMaster is unable to reach the Authentication Server and will prevent
access to any Virtual Service which has Edge Security Pack (ESP).

* WAF Misconfigured - If the WAF for a particular Virtual Service is misconfigured, for example if
there is an issue with a rule file, the status changes to WAF Misconfigured and turns red. If the
Virtual Service is in this state, all traffic is blocked. WAF can be disabled for that Virtual Service
to stop the traffic being blocked, if required, while troubleshooting the problem.

The image below shows the Virtual Service properties screen. It is composed of several component

sections:
Properties for tcp/10.154.11.9:80 (Id:7) - Operating at Layer 7
Duplicate VIP | Change Address | Export Template
Basic Properties
Service Name |[Example Virtual Service |
Altemnate Address | [ Set Altemate Address
Service Type | HTTP/HTTPS v |

Activate or Deactivate Service ¥

Standard Options

SSL Properties (Acceleration Enabled)
Advanced Properties

WAF Options (Enabled)

Real Servers

* Basic Properties - where the usual and most common attributes are set
* Standard Options - the most widely used features of a Virtual Service

* SSL Properties - if SSL acceleration is being used, it will show Acceleration Enabled and this
section of the screen is used to configure the SSL functions

* Advanced Properties - the additional features for a Virtual Service
* WAF Options - where the options relating to the Web Application Firewall (WAF) can be set
* ESP Options - where the options relating to ESP are set

* Real Servers/SubVSs - where Real Servers/SubVSs are assigned to a Virtual Server
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Depending upon the service type, and enabled or disabled
features, specific fields and options show in the WUI. The
screenshots in this document may not represent every possible
configuration.

3.3 Basic Properties
There are three buttons adjacent to the Basic Properties heading:
Duplicate VIP

This option makes a copy of the Virtual Service, including any related SubVSs. All Virtual Service
configuration settings are copied to the duplicate Virtual Service. When this button is clicked, a
screen appears where the IP address and port can be specified for the copied Virtual Service.

Change Address

Clicking this button opens a screen where the virtual IP address and port of the Virtual Service can
be modified.

Export Template

Export the Virtual Service settings as a template. Templates can be used to create Virtual Services
quickly and easily.

When exporting a Virtual Service template in which the Virtual
Service uses a custom Cipher Set, the LoadMaster on which the
template is imported must include the same custom Cipher Set.

Virtual Services created from a template will have all of the settings preconfigured based on the
settings in the template. The settings in the Virtual Service can then be changed, as needed. For
more information on templates, refer to the Virtual Services and Templates, Feature Description.

Basic Properties

Service Name |[Exchange 2013 HTTPS |
Alternate Address | | Set Altemate Address
Service Type | HTTF/HTTFS ¥ |

Activate or Deactivate Service |+

Service Name
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This text box allows you to assign a nickname to the Virtual Service being created, or change an
existing one.

In addition to the usual alphanumeric characters, the following
‘special’ characters can be used as part of the Service Name: .
@-_

However, you cannot use a special character as the first
character of the Service Name.

Alternate Address

This is where, if so desired, you would specify a secondary address in either IPv6 or IPv4 format.

Service Type

Setting the Service Type controls the options displayed for the Virtual Service. It’s important to
make sure the Service Type is set according to the type of application that you are load balancing.

WebSocket Virtual Services must be set to the Generic Service
Type.

The HTTP/2 Pass-through Service Type allows HTTP/2 traffic.
HTTP/2 does not support transparency. Subnet originating,
alternate source address functionality, caching, compression
and body rewrites all work, as required.

Activate or Deactivate Service

This check box gives you the option to activate or deactivate a Virtual Service. The default (active)
is selected.
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3.4 Standard Options

Standard Options

Force L4 L
Transparency |

Subnet Originating Requests ¥

Extra Ports | i Set Extra Ports

Persistence Options Hnde:l None v |
Scheduling Method | round robin v
Idle Connection Timeout (Default 660) |:| Set Idle Timeout

Force L4

Select this check box to force the Virtual Service to run at Layer 4 and not at Layer 7. This is only
required in some special circumstances. If in doubt, leave this option unchecked.

L7 Transparency

When using L7, a connection can be transparent. This means the connection arriving at the Real
Server appears to come directly from the client. Alternatively, if the connection is not transparent -
connections at the Real Server appear to come from the LoadMaster. Kemp recommends keeping
transparency disabled in most configurations.

Enabling transparency makes the Virtual Service transparent (no Network Address Translation
(NAT)). However, if the client resides on the same subnet as the Virtual IP and Real Servers, then
the Virtual Services will automatically NAT the source IP (enabling non-transparency).

If the Real Servers are local option is enabled, then the Real Servers are NATed (non-transparent),
even if L7 Transparency is enabled. This only happens if the Real Server is the originator of the
request to the Virtual Service (and not just answering requests from other clients). For further
information on the Real Servers are local option, refer to the L7 Configuration section.

For further information on transparency in general, refer to the Transparency Feature Description.

Subnet Originating Requests
This option is only available if Transparency is disabled.

If Subnet Originating Requests is enabled, the source addresses for connections to the Real Servers
is the interface address of the LoadMaster. If this option is disabled, the source address is the
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Virtual Service IP address. If transparency is enabled, the source address is the IP address of the
client and the Subnet Originating Requests option is ignored.

If the Real Server is on a subnet, and the Subnet Originating Requests option is enabled, then the
subnet address of the LoadMaster is used as the source IP address.

The Subnet Originating Requests feature was designed for 'local' Real Servers. It works fine for re-
encrypt unless the Real Server is non-local and not on the Default Gateway interface. In this case,
you can force the local address by setting it in the Alternate Source Addresses field. This works for
both normal and re-encrypted Virtual Services.

This switch allows control of subnet originating requests on a per-Virtual Service basis. If the
global switch (Subnet Originating Requests in System Configuration > Miscellaneous Options >
Network Options in the main menu) is enabled then it is enabled for all Virtual Services.

It is recommended that the Subnet Originating Requests option
is enabled on a per-Virtual Service basis.

For more information about the global option, refer to the Network Options section.

If the global option is not enabled, it can be controlled on a per-Virtual Service basis.

If this option is switched on for a Virtual Service that has SSL
re-encryption enabled, all connections currently using the
Virtual Service is terminated.

Extra Ports

You may specify a range of ports, sequential or otherwise, starting with the base port already
configured for the Virtual Service. The port numbers are inputted to the field and separated with a
space, and the maximum range is 510 ports.

You can enter the extra ports either as port ranges or single ports separated by spaces or comma in
whatever order you wish, for example, entering the list 8000-8080, 9002, 80, 8050, 9000 will add the
ports 80, 8000 to 8080, 9000 and 9002.

Extra ports cannot be used with SSL re-encryption.

Server Initiating Protocols

kemp.ax 22 Copyright 2002-2021, Kemp Technologies, All Rights Reserved



Web User Interface (WUI)

< kemp

3 Virtual Services

By default, the LoadMaster will not initiate a connection with a Real Server until it has received
some data from a client. This prohibits certain protocols from working as they need to
communicate with the Real Server before transmitting data.

If the Virtual Service uses one of these protocols then select the protocol from the drop-down list to
enable it to work correctly.

The protocols that can be selected are:
¢ SMTP
o SSH
« IMAP4
« MySQL
« POP3

o Other Server Initiating Protocols

The Server Initiating Protocols option is not visible when the
port specified in the Virtual Service is 80, 8080 or 443.

Persistence Options

Persistence is setup on a per Virtual Service basis. This section allows you to select whether
persistence is enabled for this service, to set the type of persistence and the persistence timeout
value.

If persistence is enabled it means that a client connection to a particular Real Server using the
LoadMaster is persistent, in other words - the same client will subsequently connect to the same
Real Server. The timeout value determines for how long this particular connection is remembered.

The drop-down list gives you the option to select the type of persistence. These are listed and
described below.

Source |IP Address
The source IP address (of the requesting client) is used as the key for persistency in this case.
Super HTTP

Super HTTP is the recommended method for achieving persistence for HTTP and HTTPS services
with the LoadMaster. It creates a unique fingerprint of the client browser and uses that fingerprint
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to preserve connectivity to the correct Real Server. The fingerprint is based on the values of the
User-Agent field, if the User-Agent value does not contain the MSRPC string.

If the User-Agent value contains the MSRPC string, then the value of the Authorization header is
used to achieve persistence.

In the case that the Authorization header is not present, and the User Agent value contains the
MSRPC string, the persist value will simply be blank with a length of zero.

Server Cookie

The LoadMaster checks the value of a specially set cookie in the HTTP header. Connections with
the same cookie will go to the same Real Server.

Server Cookie or Source IP
If cookie persistence fails, it reverts to source-based persistence.
Active Cookie

With Active Cookie persistence, the cookies are generated by the LoadMaster, not the server. When
a connection comes into a LoadMaster Virtual Service configured with Active Cookie, the
LoadMaster looks for a specific cookie. If that cookie is not there, the LoadMaster inserts it into the
HTTP stream with a Set-Cookie directive. Existing cookies are not affected. As with the Server
Cookie persistence method, the value for the LoadMaster-generated cookie is unique to each user,
allowing the LoadMaster to differentiate between users. A benefit of this method is that no cookies
need to be managed or generated by the servers, relieving the burden of server configuration. To
gain better dispersion per client connection you can enable the Add Port to Active Cookie feature in
the L7 configuration. For further information on this option, refer to the L7 Configuration section.
With Active Cookie persistence, the cookie is valid for the session or until the persistence time
expires. For example, if using Active Cookie persistence with the persistence timeout set to 10
minutes and the client connects at 2pm, then disconnects and reconnects at 2.05pm - this would
reset the persistence timeout value. If the client tries to connect to a Virtual Service after the
persistence timeout has expired, they would present the old cookie. The LoadMaster will check its
persistence table and see that it does not have a valid entry. The LoadMaster would then generate
a new cookie for the client and would update its persistence table.

Active Cookie or Source IP
If active cookie persistence fails, it reverts to source-based persistence.

Hash All Cookies

kemp.ax 24 Copyright 2002-2021, Kemp Technologies, All Rights Reserved



Web User Interface (WUI)

< kemp

3 Virtual Services

The Hash All Cookies method creates a hash of the values of all cookies in the HTTP stream.
Cookies with the same value are sent to the same server for each request. If the values change,
then the connection is treated as a new connection and the client is allocated to a server
according to the load balancing algorithm.

Hash All Cookies or Source IP

Hash All Cookies or Source IP is identical to Hash All Cookies, with the additional feature that it
will fall back to Source IP persistence in the event no cookies are in the HTTP string.

Super HTTP and Source IP Address

This is the same as super HTTP but it also appends the source IP address to the string, thus
improving the distribution of the resulting HASH.

URL Hash

With URL Hash persistence, the LoadMaster will send requests with the same URL to the same
server.

HTTP Host Header

With HTTP Host Header persistence, the LoadMaster will send all requests that contain the same
value in the HTTP Host: header to the same server.

Hash of HTTP Query Item

This method operates in exactly the same manner as Server Persistence, except that the named
item being inspected is a Query Item in the Query String of the URL. All queries with the same
Query Item value is sent to the same server.

Selected Header

With Selected Header persistence, the LoadMaster will send all requests that contain the same
value in the specified header to the same server.

SSL Session ID

Each session over SSL has its own session ID which can be persisted on.

For this option to appear as a persistence method, the Virtual
Service needs to have a Service Type of Generic and SSL
acceleration must be disabled.
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If a Virtual Service is an SSL service and not offloaded, the LoadMaster cannot meaningfully
interact with any of the data in the stream at Layer 7. The reason is, the data is encrypted and the
LoadMaster has no way of decrypting it.

If, in the above scenario, a persistence mode that is not based off source IP is required, this is the
only other option. When an SSL session is started, it generates a session ID for the connection. This
session ID can be used to cause the client to persist to the correct server.

There are some downsides to this however, as most modern browsers regenerate the session ID at
very short intervals, basically overwriting it, even if there is a longer interval set on the persist
timeout.

UDP Session Initiation Protocol (SIP)

This persistence mode is only available in a UDP Virtual Service when Force L4 is enabled. SIP uses
request and response transactions, similar to HTTP. An initial INVITE request is sent, which
contains a number of header fields. These header fields can be used for persistence.

Timeout

For each persistence method, there is a configurable timeout value that determines how long the
persistence for each user is honored, selectable from one minute to seven days.

In LoadMaster firmware version 7.2.53, the maximum value of
the persistence timeout setting has increased from 7 days to 28
days. For further details, refer to the following article: Changes
Affecting Long-Lived UDP Connections.

This timeout clock is started when the initial connection is established. The persistence timeout
value is updated if the client reconnects within the timeout period. For example, if the persistence
timeout is set to 1 hour and the client starts a connection at 2pm, if the client disconnects and
then reconnects before 3pm they will still persist to the same Real Server. Also, the persistence
record is updated to reflect this and the persistence countdown timer is reset back to 1 hour for
this client.
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Note: Persistence Timeout is set
to 10 minutes in this example

Persistence

Client entry for this
connects client expires
| |

I

I

I

I

|

| |
Client reconnects; Client connects;
persistence timeout persistence timeout
counter is reset has expired

If a client made connections to the Virtual Service repeatedly within the timeout period, the
persistence would be honored indefinitely. For instance, given the following scenario:

o Persistence Timeout is set to 10 minutes

o A user makes several requests in the course of 20 minutes, but the time between connections
is always less than 1 minute

The request should be sent to the correct Real Server, as long as it is available (that is, passing
health checks).

If the active connection goes idle for 20 minutes, then the next connection is counted as a new
session, and may be sent to a different server, depending on scheduling. If the connection is
opened for more than 10 minutes and the client disconnects and reconnects, the persistence record
would have expired, the LoadMaster will create a new persistence entry for that client and possibly
send the client to a new Real Server. This is due to the fact that the persistence countdown starts
once a connection is established, not at the closing of the connection.

If you are experiencing persistence issues, this may be due to the fact that the persistence timeout
is not long enough. If this is not long enough, then the timeout value should be set for a higher
amount. In general, matching this value to your server timeout value is recommended.

Header field name

When UDP Session Initiation Protocol is selected as the persistence mode is selected sin the
LoadMaster, a text box called Header field name will appear. The header field that is to be used as
the basis for the persistence information should be entered here.

Scheduling Methods
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This section allows you to select the method by which the LoadMaster will select a Real Server, for
this particular service. The scheduling methods are as follows:

e Round Robin:

Round Robin causes the LoadMaster to assign Real Servers to a session in order, for example the
first session connects to Real Server 1, the second to Real Server 2 and so on. There is no bias in
the way the Real Servers are assigned.

o Weighted Round Robin:

This method uses the weight property of the Real Servers to determine which Real Servers get
preference. The higher the weight a Real Server has, the higher the proportion of connections it will
receive.

o Least Connection:

With this method, the current Real Server with the fewest open connections is assigned to the
session.

o Weighted Least Connection:
As with Least Connection, but with a bias relative to the weight.
o Resource Based (Adaptive):

Adaptive scheduling means that the load on the Real Servers is periodically monitored and that
packets are distributed such that load is approximately equal for all machines. More details can be
found in the section covering scheduling methods.

o Resource Based (SDN Adaptive):

A Virtual Service which is using an adaptive scheduling method (whether using SDN or not) can be
viewed as a control system. The intent is to achieve an evenly distributed load over the Real
Servers and the controller calculates an error value from this (that describes the deviation from the
desired even distribution). It also calculates a set of control values (Real Server weights) that are
fed back into the system in a way to decrease the error value.

» Fixed Weighting:

All traffic goes to highest weight Real Server that is available. Real Servers should be weighted at
the time they are create and no two Real Servers should have same weight, otherwise
unpredictable results may occur.
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Virtual IP Address Prot Name Layer Certificate Installed Status Real Servers Operation
172.21.42.11:80 tcp L7 ®up ©172.21.42.200

® 172.21.42201
@ 172.21.42202
@ 172.21.42.203
@ 172.21.42204

When fixed weighting is in use, the Real Server with the higher weight is indicated with a green star
icon.

» Weighted Response Time:

Every 15 seconds the LoadMaster measures the time it takes for a response to arrive for a health
check probe and uses this time to adjust the weights of the Real Servers accordingly, that is, a
faster response time relative to the other Real Servers leads to a higher weight which in turn leads
to more traffic sent to that server.

o Source IP Hash:

Instead of using the weights or doing round robin, a hash of the source IP is generated and used to
find the correct real server. This means that the real server is always the same from the same host.
You do not need any source IP persistence.

Because this method relies solely on the client (source) IP
address and ignores current server load, using this method can
lead to a particular Real Server becoming overloaded, or a
general traffic imbalance across all Real Servers.

e« URL Hash:

The URL Hash method works by creating a hash value based on the object referenced in the client
request’s URL and the number of Real Servers or SubVSs in the Virtual Service. All requests for a
particular URL are sent to the same Real Server/SubVS, unless a Real Server or SubVS is added or
removed - in which case all hash values are re-calculated and subsequent traffic is redistributed
accordingly. If a request is received for a URL that matches a hash, but the appropriate Real Server
or SubVS is unavailable (for example, disabled), then only read requests from the client are
permitted.

This scheduling method was developed primarily to support Dell EMC Elastic Cloud Storage (ECS)
applications and efficient use of ECS-based resources, but could also be used to support other
workloads where storage efficiency is the primary goal. For Dell ECS deployments, the load traffic
is distributed across the Virtual Data Centers (VDCs) in the deployment, each of which are
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represented on LoadMaster as a SubVS. Within each VDC, the traffic is distributed across the Real
Servers in the SubVS.

Idle Connection Timeout (Default 660)

The seconds before an idle connection is closed. Setting it to 0 ensures that the default L7
connection timeout is used. You can modify the default Connection Timeout value by going to
System Configuration > Miscellaneous Options > Network Options.

Quality of Service

The Quality of Service drop-down sets a Type of Service (ToS) in the IP header of packets that leave
the Virtual Service. This means that the next device or service that deals with the packets will
know how to treat and prioritise this traffic. Higher priority packets are sent from the LoadMaster
before lower priority packets.

The different options are described below:
« Normal-Service: No special priority given to the traffic
o Minimize-Cost: Used when data needs to be transferred over a link that has a lower “cost”

o Maximize-Reliability: Used when data needs to travel to the destination over a reliable link
and with little or no retransmission

« Maximize-Throughput: Used when the volume of data transferred during an interval is
important, even if the latency over the link is high

o Minimize-Delay: Used when the time required (latency) for the packet to reach the
destination must be low. This option has the quickest queue of each of the Quality of Service
choices.

« Pass Through: In LoadMaster firmware version 7.2.52, the Pass Through value was
introduced. When this is selected, connections that contain the Quality Of Service (QOS)
flags are passed through to the Real Server. For further details, refer to the following article:
Quality of Service DSCP Pass Through Support.

The ToS values for each option are provided in the following table:

Bits Decimal Importance
1000 8th Minimal delay
0100 4 Maximum throughput
0010 2 Maximum reliability
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0001 1 Minimal costs (in the form of money)

0000 0 Normal service

The Quality of Service feature only works with Layer 7 traffic. It
does not work with Layer 4 traffic.

Use Address for Server NAT

By default, when the LoadMaster is being used to SNAT Real Servers, the source IP address used on
the internet is that of the LoadMaster. The Use Address for Server NAT option allows the Real
Servers configured on the Virtual Service to use the Virtual Service as the source IP address instead
- if the Real Server makes an outbound request using the same port as the Virtual Service. The
LoadMaster does not NAT all outbound ports.

The Use Address for Server NAT option is most useful for
services such as SMTP when the LoadMaster is in a public
domain and when the service requires a reverse DNS check to
see if the source address sent from the LoadMaster is the same
as the Mail Exchanger (MX) record of the sender.

If the Real Servers are configured on more than one Virtual Service that has this option set, the
LoadMaster examines the destination port of the server's request and then selects the Virtual
Service with a matching port. The LoadMaster then uses this Virtual Service as the source

IP address. If no match is found for the port being requested, the IP address of the LoadMaster is
used as the source IP address.

The Use Address for Server NAT option only works on Virtual
Services which are operating on the default gateway. This
option is not supported on non-default gateway interfaces.
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3.5 SSL Properties

SSL Properties

SSL Acceleration Enabled: Reencrypt: D
Supported Protocols [ sstvs (ITis1o Erisi1 Erisiz Bhrisis
Require SNI hostname D

Self Signed Certificate in use.
Available Certificates Assigned Certificates
None Available « None Assigned «

Certificates
v v
Cipher Set [Default v]

Assigned Ciphers
ECDHE-ECDSA-AES256-GCM-SHA384
_ ECDHE-RSA-AES256-GCM-SHA384
Gphers | NHE-DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY1305  ~

Client Certificates | No Client Certificates required v]

Strict Transport Security Header | Don't add the Strict Transport Security Header V|
Using all installed Intermediate certificates
Available Certificates All Certificates
None Available « None Assigned »

. . = " "
Intermediste Certificates Set Intermediate Certificates

SSL Acceleration

This check box appears when the criteria for SSL Acceleration have been met. Select this check box
to activate SSL Acceleration.

Enabled: If the Enabled check box is selected and there is no certificate for the Virtual Service, you
are prompted to install a certificate. You can add a certificate by clicking Manage Certificates and
importing or adding a certificate.

Reencrypt: Selecting the Reencrypt check box re-encrypts the SSL data stream before sending it to
the Real Server.

You cannot use Extra Ports or Transparency with SSL reencryption.

Reversed: Selecting this check box means that the data from the LoadMaster to the Real Server is
re-encrypted. The input stream must not be encrypted, for example, the client sends HTTP port 80
traffic to the LoadMaster and the LoadMaster sends HTTPS port 443 traffic to the Real Server. This
is only useful in connection with a separate Virtual Service which decrypts SSL traffic then uses
this Virtual Service as a Real Service and loops data back to it. In this way, the client to Real
Server data path is always encrypted on the wire.

Supported Protocols
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The check boxes in the Supported Protocols section enable you to specify which protocols are
supported by the Virtual Service. By default, TLS1.1, TLS1.2, and TLS1.3 are enabled and SSLv3 and
TLS1.0 are disabled.

The TLS1.3 check box will not be visible if the OpenSSL Version
setting in System Configuration > Miscellaneous Options >
Network Options is set to Use older SSL library - no TLS 1.3.
For further details, refer to the Network Options section for
further details.

Starting with version 7.2.37, when re-encryption is enabled, the TLS version that can be negotiated
between the LoadMaster and the Real Servers behind it are no longer constrained by the

TLS version settings configured on the client side. All TLS versions and ciphers that are supported
on the LoadMaster can be negotiated without restriction by Real Servers. In this way, the
LoadMaster can, for example, provide strict security for client-side application access and still
support server-side connections to legacy servers that only support specific, less secure, TLS
versions, and ciphers. This is illustrated in the example below.

ad 111111

TLS1.2

-

= =N

11111

Server connections are only restricted by the configuration of the Real Servers, regardless of the
TLS version selected on the client side. Each Real Server can be configured independently of the
others. The LoadMaster negotiates connections according to the requirements of each Real Server.

Add Received Cipher Name

In LoadMaster version 7.2.52 and above, when this option is enabled, the LoadMaster adds X-SSL
headers containing client SSL information such as TLS version, TLS cipher, client certificate serial
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number, and SNI host. For further details, refer to the following article: SSL Information in Client
Request Headers.

Require SNI hostname

If require Server Name Indication (SNI) is selected, the hostname is always required to be sent in
the TLS client hello message.

When Require SNI hostname is disabled, the first certificate is used if a host header match is not
found.

When Require SNI hostname is enabled, a certificate with a matching common name must be
found, otherwise an SSL error is yielded. Wildcard certificates are also supported with SNI.

When using a Subject Alternative Name (SAN) certificate,
alternate source names are not matched against the host
header.

Wildcard certificates are supported but note that the root
domain name is not matched, as per RFC 2459. Only anything
to the left of the dot is matched. Additional certificates must be
added to match the root domain names. For example,
www.kemptechnologies.com is matched until a wildcard of
*.kemptechnologies.com. Kemptechnologies.com is not
matched.

To send SNI host information in HTTPS health checks, enable
Use HTTP/1.1 in the Real Servers section of the relevant Virtual
Service(s) and specify a host header. If this is not set, the IP
address of the Real Server is used.

Pass through SNI hostname

In LoadMaster firmware version 7.2.52 and above, when this option is enabled and when re-
encrypting, the received SNI hostname is passed through as the SNI to be used to connect to the
Real Server. For further details, refer to the following article: Ability To Use SNI In SubVS In
Addition To SNI Hostname Pass Through.

Certificates
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Available certificates are listed in the Available Certificates select list on the left. To assign or
unassign a certificate, select it and click the right or left arrow button. Then click Set Certificates.
Multiple certificates can be selected by holding Ctrl on your keyboard and clicking each required
certificate.

There is a limit of 8171 characters when assigning certificates
to a Virtual Service using the WUI.

A Virtual Service can be configured using both RSA and ECC
certificates. However, if an RSA and an ECC certificate have the
same common name, for example, kemp.com, the first
certificate is preferred. If the ECC certificate is first in the list,
and a client does not have an ECC cipher, the connection fails.
Conversely, if the RSA certificate is first in the list, and a client
does not have an RSA cipher, the connection fails.

The total number of certificates that you can add to a Virtual
Service is 256, but this number may be further limited by the
size of the certificate file names used. In LMOS Version 7.2.47
and later releases, the number of characters in each certificate
file name and extension (not counting the period between
them), plus all spaces used to separate multiple file names,
must add up to 8176 characters or less (in earlier releases, the
limitation is 1023 characters.)

Clicking Manage Certificates brings you to the SSL Certificates screen.

If you add a certificate to the LoadMaster in version 7.2.51 or later (or in 7.2.48.3 LTS or a later
LTS version) and then downgrade to 7.2.50 or an earlier version (or 7.2.48.2 LTS or an earlier
version) - the certificate will not work. To work around this, create a backup of all SSL certificates
before downgrading and then restore the certificates after downgrading (Certificates & Security >
Backup/Restore Certs). If you forget to take the backup before downgrading: upgrade the firmware
again, take the certificate backup, downgrade, and then restore the certificate backup.

Reencryption Client Certificate

With SSL connections, the LoadMaster gets a certificate from the client and also gets a certificate
from the server. The LoadMaster transcribes the client certificate in a header and sends the data to
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the server. The server still expects a certificate. This is why it is preferable to install a pre-
authenticated certificate in the LoadMaster.

Reencryption SNI Hostname

Specify the Server Name Indication (SNI) hostname to use when connecting to the Real Servers.
This field is only visible when SSL re-encryption is enabled.

Cipher Set
A cipher is an algorithm for performing encryption or decryption.

Each Virtual Service (which has SSL Acceleration enabled) has a cipher set assigned to it. This can
either be one of the system-defined cipher sets or a user-customized cipher set. You can select
system-defined cipher sets to quickly and easily select and apply the relevant ciphers. You can
create and modify custom cipher sets by clicking Modify Cipher Set.

Ciphers

The Ciphers list is read only and displays a list of the currently assigned ciphers. Clicking Modify
Cipher Set brings you to the Cipher Set Management screen. This screen allows you to create new,
and modify existing custom cipher sets.

Client Certificates

* No Client Certificates required: enables the LoadMaster to accept HTTPS requests from any
client. This is the recommended option.

By default the LoadMaster accepts HTTPS requests from any client. Selecting any of the other
values below requires all clients to present a valid client certificate. In addition, the LoadMaster
also passes information about the certificate to the application.

You should not change this option from the default of No
Client Certificates required. Only change from the default
option if you are sure that all clients that access this service
have valid client certificates.

« Client Certificates required: requires that all clients forwarding a HTTPS request must present
a valid client certificate.
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« Client Certificates and add Headers: requires that all clients forwarding a HTTPS request
must present a valid client certificate. The LoadMaster also passes information about the
certificate to the application by adding headers.

o The below options send the certificate in its original raw form. The different options let you
specify the format that you want to send the certificate in:

o Client Certificates and pass DER through as SSL-CLIENT-CERT

o Client Certificates and pass DER through as X-CLIENT-CERT

« Client Certificates and pass PEM through as SSL-CLIENT-CERT

o Client Certificates and pass PEM through as X-CLIENT-CERT
Verify Client using OCSP

Verify (using Online Certificate Status Protocol (OCSP)) that the client certificate is valid.
This option is only visible when ESP is enabled.

Strict Transport Security Header

Enable this option to add the Strict-Transport-Security header to all LoadMaster-generated
messages (ESP and error messages). The options in this drop-down list are as follows:

* Don't add the Strict Transport Security Header

* Add the Strict Transport Security Header - no subdomains

* Add the Strict Transport Security Header - include subdomains
Intermediate Certificates

Prior to the Intermediate Certificates field being added to the SSL Properties section, there was no
ability to assign intermediate or root certificates to a Virtual Service. The Certificate Authority (CA)
for client certificates was kept in the global certificate store, so the following could occur:

o Client certificates from two different CAs are installed on the LoadMaster

o Client A presents a certificate issued from CA 1 and as a network administrator, you only
want them to be able to access Virtual Service 1.

o Client B presents a certificate issued from CA 2 and as a network administrator, you only
want them to be able to access Virtual Service 2.
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o Because both client certificates are validated against the global LoadMaster trust store,
client A is also allowed access to Virtual Service 2 and client B is also allowed access to
Virtual Service 1.

The Intermediate Certificates field allows you to assign intermediate and root certificates to
specific Virtual Services. This provides the ability to restrict access. For example, when this is
configured correctly for the scenario above - Client A will only have access to Virtual Service 1 and
Client B will only have access to Virtual Service 2.

It is not possible to unassign all certificates from the Virtual Service. If you do not want client
certificates to be required - select No Client Certificates required in the Client Certificates drop-
down list.

3.6 Advanced Properties

Advanced Properties

Content Switching Disabled

RIEERR RN Show Selection Rules
HTTP Header Modifications [RS1IlGIREED EIg RVTEES
Response Body Modification  [ELL0AE D T T PRI

Enable Caching
Enable Compression ]

Detect Malicious Reguests (]
Add Header to Request | || | Set Header

Add HTTP Headers | Legacy Operation(X-Forwarded-For) v |

“Sory” Server | | Port | |
Mot Available Redirection Handling Error Code: | v |
Redirect URL: [ |
Default Gateway | |
Alternate Default Gateway | |

Service Specific Access Control  [Jaeet el liG]]

Content Switching

Clicking the Enable button, enables rule-based Content Switching on this Virtual Service. Once
enabled, rules must be assigned to the various Real Servers. Rules can be attached to Real Server
by clicking the None button located next the Real Server. Once rules are attached to a Real Server
the None button will display the count of rules attached.

Rules Precedence

Clicking the Rules Precedence button displays the order in which Content Switching rules are
applied. This option only appears when Content Switching and rules are assigned to the Real
Server(s).
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Rules assigned to Virtual Service tcp/10.2.122.101:80 (Id:1)

Name Match Type Options Header Pattern Operation
Sitel RegEx Ignore Case Host /*kemptechnologies\.com$/
Site2 RegEx Ignore Case Host /*support\.kemptechnologies\.com$/

This screen shows the Content Switching rules that are assigned to the Real Servers of the Virtual
Services and the order in which they apply. A rule may be promoted in the order of precedence by
clicking its corresponding Promote button.

In LoadMaster firmware 7.2.52 and above, it is easier to reorder
the priority of rules in a Virtual Service - there is a move option
that allows you to specify the position to move the rule to. For
further details about the improvements made in 7.2.52, refer to
the following article: Content Rule Enhancements.

HTTP Selection Rules
Show the selection rules that are associated with the Virtual Service.
HTTP Header Modifications

Clicking Show Header Rules displays the order in which Header Modification rules are
implemented. The number of rules (of both request and response type) is displayed on the actual
button.

Modification Rules assigned to tcp/10.35.48.25:80 (Id:17)

Request Rules

Name Rule Type Options Header Pattern Replacement Operation
KempHeaderl Replace Header Host Jeorigh.domaim com$/ www.orig.domain.com
KempHeader3 Replace Header Host J~origh.domainy com$/ www newdomain.com

Add Rule

rule: [Modify URL: Citrix_Browser URL 15951 ~]

Response Rules

Name Rule Type Options Header Pattern Replacement Operation
RewriteRedirect Replace Header Location SittpsAAN0-9]{1.31[0-91{1,310-9){1,31[0-OH1INEAMHINAY  \www.domain.com)3 | |

Add Rule

rule- [Replace Header KempHeader3 ~]
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From within the screen you can Add and Delete Header Modification rules. The order in which the
rules are applied can be changed by clicking the Promote buttons.

In LoadMaster firmware 7.2.52 and above, it is easier to reorder
the priority of rules in a Virtual Service - there is a move option
that allows you to specify the position to move the rule to. For
further details about the improvements made in 7.2.52, refer to
the following article: Content Rule Enhancements.

As of LoadMaster firmware version 7.2.51, it is also possible to assign URL modification rules to a
response. For further details, refer to the following article: URL Modification Rules Can Be Assigned

to Responses.

Response Body Modification

Clicking the Show Body Modification Rules button displays the response body modification rules
assigned to the Virtual Service. The number of assigned rules is displayed in the button label.

Body Modification Rules assigned to tcp/10.35.48.25:80 (Id:17)

Body Modification Rules

Name Options Pattern Replacement Operation
ExampleReplaceStringInResponseBodyRule http:/fyourdomain.com https://newyourdomain.com
ExampleRul=2 http:/fyourctherdomain.com https//newyourctherdomain.com

Add Rule

Rule: [ExampleRule3 ~]

From this screen, you can Add and Delete response body modification rules to/from the Virtual
Service. You can change the order that the rules are applied in by clicking the Promote button.

In LoadMaster firmware 7.2.52 and above, it is easier to reorder
the priority of rules in a Virtual Service - there is a move option
that allows you to specify the position to move the rule to. For
further details about the improvements made in 7.2.52, refer to
the following article: Content Rule Enhancements.

Response body rules are not compatible with Kerberos
Constrained Delegation (KCD). If KCD is enabled on a Virtual
Service, it is not possible to assign a body rule to it.

Enable HTTP/2 Stack
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Enable HTTP/2 client requests to be served by the LoadMaster directly. HTTP/2 requests are made
using a secure connection. Please ensure the SSL Properties are configured and the BestPractices
Cipher Set is selected if enabling this option. The Enable Caching check box should also be selected
to optimize end user experience.

Enable Caching

This option enables caching of static content. This saves valuable Real Server processing power
and bandwidth. Caching can be enabled per HTTP and offloaded HTTPS Virtual Services.

Types of file that can be cached may be defined in AFE
configuration under the Systems Configuration > Miscellaneous
Options menu.

Maximum Cache Usage

This option limits the size of the cache memory per Virtual Service. For example, two Virtual
Services, each running with a limit of 50% will use 100% of the cache store. The default is No Limit.
It is recommended to limit the cache size to prevent unequal use of the cache store. Ensure that
the cache maximum usage is adjusted so that each Virtual Service has a percentage of cache to
use. If there is not remaining space to be allocated for a cache enabled Virtual Service, that
service will not cache content.

Enable Compression

Files sent from LoadMaster are compressed with Gzip.

If compression is enabled without caching, LoadMaster
performance may suffer. When compression and caching are
both enabled on a Virtual Service, compression will only be
applied to the cached entry (if the entry would be cached). The
first request is not compressed; it is used to fill the cache. The
system can either fill the cache or compress the request - it
cannot do both at the same time.

The types of file that can be compressed may be defined in AFE configuration in the Systems
Configuration > Miscellaneous section of the LoadMaster WUI.

Compression is not recommended for files 100MB or greater in
size.
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More RAM may need to be added to Virtual LoadMasters using
the hypervisor to compress large files.

Detect Malicious Requests

The Intrusion Prevention System (IPS) service will provide in-line protection of Real Server(s) by
providing real-time mitigation of attacks and isolation of Real Server(s). Intrusion prevention is
based on the industry standard SNORT database and provides real-time intrusion alerting.

To get updated or customized rules, please refer to the SNORT
website: https://www.snort.org/.

The detection code only handles HTTP-classed rules.

Selecting the Detect Malicious Requests check box enables the IPS per HTTP and offloaded HTTPS
Virtual Services. There are two options for handling of requests that match a SNORT rule. Drop
Connection, where a rule match will generate no HTTP response, or Send Reject, where a rule
match will generate a response to the client of HTTP 400 “Invalid Request”. Both options prevent
the request from reaching the Real Server(s).

Enable Multiple Connect

Enabling this option permits the LoadMaster to manage connection handling between the
LoadMaster and the Real Servers. Requests from multiple clients are sent over the same TCP
connection.

Multiplexing only works for simple HTTP GET operations. The
Enable Multiple Connect check box will not be available in
certain situations, for example if WAF, ESP or SSL Acceleration
is enabled.

Port Following

Port following enables a switch from an HTTP connection to an HTTPS (SSL) connection to be
persistent on the same Real Server. Port following is possible between UDP and TCP connections.

To switch on port following, the following must be true:
o The Virtual Service where port following is being switched on must be an HTTPS service

e There must be a HTTP service

kemp.ax 42 Copyright 2002-2021, Kemp Technologies, All Rights Reserved


https://www.snort.org/

Web User Interface (WUI)

< kemp

3 Virtual Services

o Both of these Virtual Services must the same Layer 7 persistence mode selected, that is,
Super HTTP or Source IP Address persistence

Port following is not available on SubVSs.

Prior to LoadMaster firmware version 7.2.51, it was not
possible to configure port following for Virtual Services where
the Service Type was set to Generic. This is possible in version
7.2.51 and above. For further details, refer to the following
article: Port Following with Generic Virtual Services.

For further information, refer to the Port Following, Feature Description on the Kemp
Documentation Page.

Add Header to Request

Input the key and the value for the extra header that is to be inserted into every request sent to the
Real Servers.

Click the Set Header button to implement the functionality.
Copy Header in Request

This is the name of the source header field to copy into the new header field before the request is
sent to the Real Servers. Enter the name of the header field into which the source header is to be
copied in the To Header text box.

Add HTTP Headers

This option allows you to select which headers are to be added to the HTTP stream. The options
available include:

- Legacy Operation(X-ClientSide)
- None

- X-Forwarded-For (+ Via)

- X-Forwarded-For (No Via)

- X-ClientSide (+ Via)

- X-ClientSide (No Via)

- Via Only
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In the Legacy operation, if the system is in HTTP kernel mode, then a header is added. Otherwise
nothing is done. For the other operation methods, then the system is forced into HTTP kernel mode
and the specified operation is performed.

Sorry Server

Enter the IP Address and Port number in the applicable fields. If no Real Servers are available, the
LoadMaster will redirect to a specified location, with no checking. The IP address of a Sorry Server
must be on a network or subnet that is defined on the LoadMaster.

When using a Layer 4 Virtual Service, the Sorry Server should
be on the same subnet as the Real Server.

When using a Layer 7 Virtual Service, the Sorry Server can be
on any local network. It is also possible to add a non-local
sorry server. For this, Transparency must be disabled, there
must be a route to the Sorry Server and the Enable Non-Local
Real Servers option must be enabled (System Configuration >
Miscellaneous Options > Network Options).

Not Available Redirection Handling

When no Real Servers are available to handle the request you can define the error code and URL
that the client should receive.

* Error Code: If no Real Servers are available, the LoadMaster can terminate the connection with
a HTTP error code. Select the appropriate error code.

* Redirect URL: When there are no Real Servers available and an error response is to be sent
back to the client, a redirect URL can also be specified. If the string entered in this text box
does not include http:// or https:// the string is treated as being relative to the current location,
so the hostname is added to the string in the redirect. This field also supports the use of
wildcards such as %h and %s which represent the requested hostname and Uniform Resource
Identifier (URI) respectively.

* Error Message: When no Real Servers are available and an error response is to be sent back to
the client, the specified error message is added to the response.

For security reasons, the returned HTML page only returns the text Document has moved. No
request-supplied information is returned.
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* Error File: When no Real Servers are available and an error response is to be sent back to the
client, the specified file is added to the response. This enables simple error HTML pages to be
sent in response to the specified error.

The maximum size of this error page is 16KB.

Not Available Server/Port

Advanced Properties

Mot Available Server | Port | ‘ Set Server Address
Service Specific Access Control ATHH =] y]i(e]

In a UDP Virtual Service there is an option to specify a Not Available Server and Port. When there
are no Real Servers available to handle the request this option defines the URL that the client will
receive.

The value of the Not Available Server can only be changed for
UDP if the service is not currently using the Not Available
Server.

Add a Port 80 Redirector VS

If no port 80 Virtual Service is configured, one can be created. It will then redirect the client to the
URL specified in the Redirection URL: field.

Click the Add HTTP Redirector button to implement the redirector.
When the Add HTTP Redirector button is clicked, a redirect
Virtual Service is created and this WUl option disappears from
the relevant Virtual Service.

Default Gateway

Specify the Virtual Service-specific gateway to be used to send responses back to the clients. If this
is not set, the global default gateway is used.

Click the Set Default Gateway button to implement the default gateway. The Default Gateway for a
Virtual Service is only used for that Virtual Service.

If the global Use Default Route Only option is set in System
Configuration > Miscellaneous Options > Network Options,
traffic from Virtual Services that have the Default Gateway set is
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only routed to the interface where the Virtual Service’s default
route is located. This can allow the LoadMaster to be directly
connected to client networks without returning traffic directly
using the adjacent interface.

Alternate Default Gateway

This field is only visible if an Alternate Address is set for the Virtual Service. You should only use the
Alternate Default Gateway field if all of the following conditions are met:

o The Alternate Address has a different address family to the main Virtual Service address, for
example, the Virtual Service address is IPv4 and the Alternate Address is IPv6 or the other
way around.

o The Virtual Service Default Gateway is set.
« Asecond Virtual Service Default Gateway is set for the other address family.
Alternate Source Addresses

If no list is specified, the LoadMaster will use the IP address of the Virtual Service as its local
address. Specifying a list of addresses ensures the LoadMaster will use these addresses instead.

Click the Set Alternate Source Addresses button to implement the Alternate Source Addresses.

This option is only available if the Allow connection scaling
over 64K Connections option is enabled in the L7 Configuration
screen.

Service Specific Access Control

Allows you to change the Virtual Service-specific Access Control lists.

If you implement the Access Control Lists option, the Extra
Ports option will not work correctly.

When using Access Control Lists on a Virtual Service that has the same IP address as an interface
(which Kemp does not recommend) the following ports are never blocked:

o 443 (WUI)

« 22 (SSH)
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« 161 (SNMP)

« 53 (DNS)

< kemp

3.7 Web Application Firewall (WAF) Options

WAF Options

Audit mode:

Options

Default Operation:

Process Responses

Hourly Alert Notification Threshold D Set Alert Threshold

Available Rulesets

Inspect HTML POST Request Content(#)

Generic Rules

Manage Rules

[#ip_reputation
[Jknown_vulns
[Jmalware_detection
|¥ botnet_attacks
[[Jcreditcard_known
[Jcreditcard_track_pan
Application Specific
[Jcpanel_attacks
[Jdrupal_attacks
[[Jjoomla_attacks
[Jmodx_attacks
[Jnetcat_attacks

-

Web Application Firewall Enabled: ¥ 3 from 4 WAF VSs already configured

Audit Only v
Audit Relevant v

Enable JSON Parser v
Enable XML Parser 2
Enable Other Content Types[ )
O

List of rules MSEETLN BT80N Rule Filter: |:|

[ 2200924:SLR/MALICIOUS_SOFTWARE/BOTHET:SLR: -
Common IRC Botnet Attack Command String Identified

[# 2250117:SLR/WEB_ATTACK/RFI:Remote File Inclusion
Attack

[# 2250118:5LR/WEB_ATTACK/RFI:Remote File Inclusion
Attack

[# 2250119:5LR/WEB_ATTACK/RFI:Remote File Inclusion
Attack

[ 2250120:5LR/WEB_ATTACK/LFI:Local File Inclusion (LFI)
Attack

[# 2250121:5LR/WEB_ATTACK/LFI:Local File Inclusion (LFI)
EMNV Attack in User-Agent

[ 2250122:51 R/WEB ATTACK/PHP IMNIECTION:e107 PHP M

Apply

Reset

The Web Application Firewall (WAF) feature must be enabled before you can configure these

options.

WAF is not available on all Support tiers. Refer to the following
page for details on what features are included in the different
Support tiers: LoadMaster Support Subscriptions

WAF Options

Web Application Firewall Enabled: ¥ 2 from 4 WAF VSs already configured

To enable WAF, select the Enabled check box. A message is
displayed next to the Enabled check box displaying how many
WAF-enabled Virtual Services exist and it also displays the
maximum number of WAF-enabled Virtual Services that can
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exist.

WAF Options
Enabled:' WAF not allowed if ESP KCD Server Authentication Mode configured. Insufficient memory available to enable WAF. At least 512MB of free
memory is recommended.

Web Application Firewall

If the maximum number of WAF-enabled Virtual Services have
been reached, the Enabled check box is grayed out.

A message displays if there is insufficient memory available to
enable WAF.

Utilizing WAF can have a significant performance impact on
your LoadMaster deployment. Please ensure that the
appropriate resources are allocated.

For virtual and bare metal LoadMaster instances, a minimum of
2GB of allocated RAM is required for operation of WAF. The
default memory allocation for Virtual LoadMasters and
LoadMaster Bare Metal instances prior to LoadMaster
Operating System version 7.1-22 is 1GB of RAM. If this default
allocation has not been changed please modify the memory
settings before attempting to proceed with WAF configuration.

Default Operation

Select the default operation of the WAF:

* Audit Only: This is an audit-only mode - logs are created but requests and responses are not
blocked.

* Block Mode: Either requests or responses are blocked.
Audit mode
Select what logs to record:

* No Audit: No data is logged.

* Audit Relevant: Logs data which is of a warning level and higher. This is the default option for
this setting.

* Audit All: Logs all data through the Virtual Service.
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Selecting the Audit All option produces a large amount of log
data. Kemp does not recommend selecting the Audit All option
for normal operation. However, the Audit All option can be
useful when troubleshooting a specific problem.

Inspect HTML POST Request Content

Enable this option to also process the data supplied in POST requests.

Three additional options (Enable JSON Parser, Enable XML
Parser, and Enable Other Content Types) only become available
if Inspect HTML Post Request Content is enabled.

Enable JSON Parser

Enable verification of JavaScript Object Notation (JSON) POST requests.
Enable XML Parser

Enable verification of XML POST requests.

Enable Other Content Types

Enable verification of POST content types (other than XML/JSON).

Enabling the inspection of any other content types may
increase system resource utilization (CPU and memory). A
specific list of content types should be considered.

When this option is enabled, a text box is provided to enter a comma-separated list of POST
content types allowed for WAF analysis. By default, all types (other than XML/JSON) are enabled.

Process Responses

Enable this option to verify responses sent from the Real Servers.

This can be CPU and memory intensive.

If a Real Server is gzip encoding, WAF will not check that traffic,
even if Process Responses is enabled.

Hourly Alert Notification Threshold
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This is the threshold of incidents per hour before sending an alert. Setting this to 0 disables
alerting. This threshold also relates to the Events over Limit Today number which is displayed on
the WUI home page. For example, if the threshold is set to 10 and there has been 20 events, the
counter is set to 2.

Rules

This is where you can assign/un-assign generic, application-specific, application-generic and
custom rules to/from the Virtual Service.

You cannot assign application-specific and application-generic
rules to the same Virtual Service.

Individual rules within each ruleset can be enabled/disabled as required. To enable a ruleset, tick
the relevant check box. If you have not enabled/disabled rules in that ruleset previously, all rules
are enabled by default in the right box. If you have previously enabled/disabled rules in that
ruleset, within that Virtual Service - the rules will retain their previous settings.

You can enable/disable individual rules as needed by ticking the relevant ruleset on the left and
ticking/unticking the rules on the right.

Some rules or rule sets may have dependencies on other rules.
There is no dependency check in the LoadMaster when rules
are disabled - before disabling any rule, please be aware of any
rule chains or dependencies.

When finished making changes, click the Apply button.
Clicking the Clear All button will disable all rules for the selected ruleset.
Clicking the Set All button will enable all rules for the selected ruleset.

Text can be entered in the Rule Filter text box to filter the rules to only show rules which contain
the filter text.

Clicking Reset will disable all rulesets and rules.

3.8 Edge Security Pack (ESP) Options

The ESP feature must be enabled before you can configure these options. To enable the ESP
function, please select the Enable ESP check box.

kemp.ax 50 Copyright 2002-2021, Kemp Technologies, All Rights Reserved



Web User Interface (WUI)

< kemp

3 Virtual Services

ESP is not available on all Support tiers. Refer to the following
page for details on what features are included in the different
Support tiers: LoadMaster Support Subscriptions

ESP Options

Enable ESP [}

The full ESP Options screen will appear.

The ESP feature can only be enabled if the Virtual Service is a
HTTP, HTTPS, or SMTP Virtual Service.

ESP Options
Enable ESP
ESP Logging UserAccess: Security: Connection:
Client Authentication Mode | Form Based V|
550 Domain
Available Domain(s) Assigned Domain(s)
SECOND.COM » None Assigned «
THIRD.COM »
Alternative 550 Domains
- -
Allowed Virtual Hosts | |
Allowed Virtual Directories  |” |
Pre-Authorization Excluded Directories ||f0wafauth fowalauth® |
Permitted Groups | A|
Permitted Group SID{) | P
Include Nested Groups D
Steering Groups | A|
S50 Image Set | Exchange v]
550 Greeting Message | |
Logoff String |f0wa!logoﬁ.owa | Set S50 Logoff String
Display Public,/Private Option
Disable Password Form O
Use Session or Permanent Cookies |Session Cookies Only V|
User Password Changs URL  |lowalauth/expiredpassword. |
User Password Change Dialog Message | A|

User Password Expiry Warning days

Server Authentication Mode | None V|

Enable ESP

Enable or disable the ESP feature set by selecting or removing the checkmark from the Enable ESP
checkbox.
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ESP Logging

There are three types of logs stored in relation to the ESP feature. Each of these logs can be
enabled or disabled by selecting or deselecting the relevant checkbox. The types of log include:

* User Access: logs recording all user logins
* Security: logs recording all security alerts
* Connection: logs recording each connection

Logs are persistent and can be accessed after a reboot of the LoadMaster. For further information
on logs please refer to the Extended Log Files section.

Client Authentication Mode

Specifies how clients attempting to connect to the LoadMaster are authenticated. The following
types of methods are available:

» Delegate to Server: the authentication is delegated to the server
« Basic Authentication: standard Basic Authentication is used

« Form Based: clients must enter their user details within a form to be authenticated on the
LoadMaster

« Client Certificate: clients must present the certificate which is verified against the issuing
authority

In LoadMaster firmware version 7.2.53, support was added for
Client Certificate client authentication with no server side
authentication. For further details, refer to the following article:
Support for Certificate Client Side Authentication with No
Server Side Authentication.

o NTLM/NTLM-Proxy: NTLM credentials are based on data obtained during the interactive
logon process and consist of a domain name and a user name

o SAML: The LoadMaster supports SAML, playing the role of a SAML service provider. The
service provider provides secure, gated access to a resource.

o Pass Post: In LoadMaster firmware version 7.2.53, a new mode called Pass Post was
introduced. For further details, refer to the following article: Pass Post ESP Client
Authentication Mode.
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The remaining fields in the ESP Options section will change
based on the Client Authentication Mode selected.

SSO Domain
Select the Single Sign-On (SSO) Domain within which the Virtual Service is included.

Please refer to the Manage SSO Domains section for further information on configuring SSO
Domains. An SSO Domain must be configured to correctly configure the ESP feature.

Only SSO domains with the Configuration type of Inbound
Configuration are shown as options in this SSO Domain field.

Alternative SSO Domains

Many organizations use extranets to share information with customers and partners. It is likely
that extranet portals will have users from two or more Active Directory domains. Rather than
authenticating users from individual domains one at a time, assigning Alternative SSO Domains
gives the ability to simultaneously authenticate users from two or more domains using one Virtual
Service.

This option appears only when more than one domain has
been configured and when the Authentication Protocol for the
SSO domains are set to LDAP.

Please refer to the Manage SSO Domains section for further information on configuring SSO
Domains.

SSL Properties
SSL Acceleration Enab|ed:@ Reencrypt: v

Supported Protocols [Jssiv3 ®TIs1.0 ®T1S1.1 ®TIS1.2
Require SNI hostname [}

Before enabling ESP, ensure that SSL offloading is configured for the HTTPS Virtual Service.
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ESP Options

Enable ESP

ESP Logging User Access: Security: Connection:

Client Authentication Mode |Form Based v
SSO Domain [DOMAIN v
Available Domain(s) Assigned Domain(s)
SECOND - None Assigned -
THIRD > . .
Alternative SSO Domains TEST?2

The domain name which appears in the SSO Domain drop-down list is the default domain. This is
also the domain which is used if only one is configured.

Previously configured alternative domains appear in the Available Domain(s) list.

SSO Domain |DOMAIN v
Available Domain(s) Assigned Domain(s)
TEST2 - SECOND -
THIRD
Alternative SSO Domains Set Alternative SSO Domains

To assign alternative SSO Domains:
1. Highlight each of the domains you wish to assign and click the > button.

An assigned domain is a domain which can be authenticated
using a particular Virtual Service.

All domains which appear as available may be assigned to a
Virtual Service.

2. Click the Set Alternative SSO Domains button to confirm the updated list of Assigned
Domain(s).

3. Choose Basic Authentication from the Server Authentication Mode drop-down list.

When logging in to a domain using the ESP form, users should
enter the name of the SSO Domain if an alternative domain
needs to be accessed. If no domain name is entered in the
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username, users are, by default, logged on the domain entered
in the default SSO Domain drop-down list.

To view the status of the Virtual Services, click Virtual Services and View/Modify Services in the
main menu.

A list of the Virtual Services displays showing the current status of each service.

If alternative domains are assigned and there is an issue with a particular domain, the affected
domain name is indicated in the Status column.

Allowed Virtual Hosts

The Virtual Service will only be allowed access to specified virtual hosts. Any virtual hosts that are
not specified are blocked.

Enter the virtual host name(s) in the Allowed Virtual Hosts field and click the Set Allowed Virtual
Hosts button to specify the allowed virtual hosts.

Multiple domains may be specified within the field allowing many domains to be associated with
the Single Sign On Domain.

The use of regular expressions is allowed within this field.

If this field is left blank, the Virtual Service is blocked.

When using the Permitted Groups field in ESP Options, you
need to ensure that the SSO domain set here is the directory
for the permitted groups. For example, if the SSO Domain is set
to webmail.example and webmail is not the directory for the
permitted groups within example.com, it will not work. Instead,
the SSO Domain needs to be set to .example.com.

Allowed Virtual Directories

The Virtual Service will only be allowed access to the specified virtual directories, within the
allowed virtual hosts. Any virtual directories that are not specified are blocked.

Enter the virtual directory name(s) in the Allowed Virtual Directories field and click the Set Allowed
Virtual Directories button to specify the allowed virtual directories.

The use of regular expressions is allowed within this field.

Pre-Authorization Excluded Directories
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Any virtual directories specified within this field will not be pre-authorized on this Virtual Service
and are passed directly to the relevant Real Servers.

Permitted Groups

Specify the groups that are allowed to access this Virtual Service. When set, if a user logs in to a
service published by this Virtual Service, the user must be a member of at least one of the groups
specified. Performance may be impacted if a large number of groups are entered. Groups entered in
this field are validated using an LDAP query.

Some guidelines about this field are as follows:

« The group(s) specified must be valid groups on the Active Directory in the SSO domain
associated with the Virtual Service. The SSO domain in the LoadMaster must be set to the
directory for the groups. For example, if the SSO domain in the LoadMaster is set to
webmail.example and webmail is not the directory for the groups, it will not work. Instead,
the SSO domain may need to be set to .example.com.

o The group(s) listed must be separated by a semi-colon

A space-separated list does not work because most groups
contain a space in the name, for example IT Users.

« Do not use the Domain Users group because it is a default primary group for new users.

« The following characters are not allowed in permitted group names:
[:+*

o The authentication protocol of the SSO domain must be LDAP
« The groups should be specified by name, not by full distinguished name

« Do not enter the same group name in both the Permitted Groups and Steering Groups fields.
This causes a conflict. When you specify a steering group, it is assumed to behave like a
permitted group, so you do not need to enter the same group in both the Permitted Groups
and Steering Groups fields.

Permitted Group SID(s)

This field is the equivalent of the Permitted Groups field. If specifying permitted groups, you can
complete either the Permitted Groups field or the Permitted Groups SID(s) field (security identifiers).
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In the Permitted Group SID(s) field you can specify the group SIDs that are allowed to access this
Virtual Service. After you type the groups, click Set Permitted Group SIDs.

This field allows a list of group SIDs of up to 64 bytes in length (192 characters in the format NN NN
NN).

Each group is separated by a semi-colon. Spaces are used to separate bytes in certain group SIDs.
Here is an example:

S-1-5-21-3763804817-1170992687-1336323834-1151
SIDs can be found by using the get-adgroup-Identity GroupName command.
Include Nested Groups

This field relates to the Permitted Groups setting. Enable this option to include nested groups in the
authentication attempt. If this option is disabled, only users in the top-level group are granted
access. If this option is enabled, users in both the top-level and first sub-level group are granted
access.

Multi Domain Permitted Groups

In LoadMaster firmware version 7.2.52, a new check box was added to the ESP Options section of
the Virtual Service modify screen called Multi Domain Permitted Groups. For further details, refer to
the following article: Multi Domain Permitted Groups Option.

Steering Groups

Steering groups can be used to steer client traffic to individual Real Servers in a Virtual Service
based on the Active Directory (AD) group membership of users initiating client traffic. An example
scenario would be a Virtual Service which has four Real Servers. Two Real Servers could be
configured to have a primary association with Active Directory Group 1 and two Real Servers could
be configured to have a primary association with AD Group 2. When a user attempts to access the
Virtual Service, their group membership will be verified and the information used to steer their
request to the appropriate Real Servers. If the Real Servers selected based on group membership
are not available, the default behavior is to fall back to the assigned scheduling method for the
Virtual Service.

For further information, refer to the ESP Steering Groups Technical Note.

Steering groups are not available if using Basic Authentication
or SAML authentication.
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Do not enter the same group name in both the Permitted
Groups and Steering Groups fields. This causes a conflict.
When you specify a steering group, it is assumed to behave like
a permitted group, so you do not need to enter the same group
in both the Permitted Groups and Steering Groups fields.

SSO Image Set

This option is only available if Form Based is selected as the Client Authentication Mode. You can
choose which form to use to gather the Username and Password. There are three form options,
Exchange, Blank and Dual Factor Authentication. There are also options to display the form and
error messages in other languages.

o Exchange Form

< kemp

(®  This is a public or shared computer
This is a private computer

Username:

Password:

| Log On
Secured by Kemp LoadMaster
© 2002-2021 Kemp Technologies Inc. All rights reserved.

The Exchange Form contains the Kemp Logo

o Blank Form
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Username:

Password:

Log On |

Secured by Kemp LoadMaster
© 2002-2021 Kemp Technologies Inc. All rights reserved.

The Blank Form does not contain the large Kemp logo.

o Dual Factor Authentication

~ '

< kemp

() This is a public or shared computer
This is a private computer
Remote Credentials
Username:
Passcode:

Internal Credentials

Internal Username:

Internal Password:

Log On

Secured by Kemp LoadMaster
© 2002-2021 Kemp Technologies Inc. All rights reserved.

The Dual Factor Authentication form contains four fields - two for the remote credentials and two
for the internal credentials.

Remote Credentials are credentials that are used to authenticate against remote authentication
servers such as RADIUS, before allowing the user to authenticate against Domain Servers such as
Active Directory servers.
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Internal Credentials are credentials that are used to authenticate against the internal domain
servers such as Active Directory Servers.

If the Authentication Protocol of the relevant SSO Domain is set
to RADIUS and LDAP, the SSO Image Set must be set to Dual
Factor Authentication.

SSO Greeting Message

This option is only available if Form Based is selected as the Client Authentication Mode. The login
forms can be further customized by adding text. Enter the text that you would like to appear on the
form within the SSO Greeting Message field and click Set SSO Greeting Message. The message can
have up to 255 characters.

< kemp

Authorized Access Only!

This is a public or shared computer
This is a private computer
Remote Credentials

Username: ‘ ‘

| |

Internal Credentials

Internal Username:

Internal Password: [ ‘

Secured by Kemp LoadMaster
@ 2002-2021 Kemp Technologies Inc. All rights. reserved,

The SSO Greeting Message field accepts HTML code, so you can insert an image if required.

There are several characters that are not supported. These are
the grave accent character ( * ) and the single quote ('). If a
grave accent character is used in the SSO Greeting Message,
the character will not display in the output, for examplea'b" ¢
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becomes abc. If a single quote is used, users will not be able to
login.

Logoff String

This option is only available if Form Based or SAML is selected as the Client Authentication Mode.
Normally this field should be left blank. For OWA Virtual Services, the Logoff String should be set to
Jowa/logoff.owa or in customized environments, the modified Logoff String needs to be specified in
this text box. Multiple logoff strings can be entered by using a space-separated list. You can enter
up to 255 characters in this field.

If the URL to be matched contains sub-directories before the
specified string, the logoff string will not be matched.
Therefore, the LoadMaster will not log the user off.

Additional Authentication Header

This option is only available if SAML is selected as the Client Authentication Mode. Specify the
name of the HTTP header. This header is added to the HTTP request from the LoadMaster to the
Real Server and its value is set to the user ID for the authenticated session. You can enter up to 255
characters in this field.

Display Public/Private Option

< kemp

(®  This is a public or shared computer
This is a private computer

Username:

Password:

Log On
Secured by Kemp LoadMaster
© 2002-2021 Kemp Technologies Inc. All rights reserved.
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Enabling this check box will display a public/private option on the ESP log in page. Based on the
option the user selected on the login form, the Session timeout value is set to the value specified
for either public or private in the Manage SSO Domain screen. If the user selects the private option
their username is stored for that session. Refer to the Manage SSO Domains section for more
information about these fields.

Disable Password Form

Enabling this option removes the password field from the login page. This may be needed when
password validation is not required, for example if using RSA SecurID authentication in a singular
fashion. By default, this option is disabled.

Use Session or Permanent Cookies
Three options are available to select for this field:
* Session Cookies Only: This is the default and most secure option

* Permanent Cookies only on Private Computers: Sends permanent cookies only on private
computers

* Permanent Cookies Always: Sends permanent cookies in all situations

Permanent cookies only work with Internet Explorer (IE) and IE
must be set to accept Third Party Cookies and the site must be
added to the Trusted Sites.

The expiry time of a permanent cookie can be set by
configuring the Session Timeout fields in the modify
SSO screen. The maximum value is 7 days (604800 seconds).

Specify if the LoadMaster should send session or permanent cookies to the users’ browser when
logging in.

Permanent cookies should only be used when using single sign
on with services that have sessions spanning multiple
applications, such as SharePoint.

User Password Change URL

This is relevant when using client-side forms-based authentication and LDAP. Specify the URL that
users can use to change their password, for example
https://mail.kempgakcd.net/owa/auth/expiredpassword.aspx?url=/owa/auth.owa
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If a user’s password has expired, or if they must reset their password, this URL and the User
Password Change Dialog Message is displayed on the login form.

This URL must be entered in the ESP Pre-Authorization Excluded Directories field - this is required
to bypass pre-authentication.

If using this expired password functionality in an Exchange 2010 environment:

* The Pre-Authorization Excluded Directories must be set to f/owa/auth.owa /owa/auth*
[owa/14.3.123.3**. 14.3.123.3 is the sub-path of the Exchange server that must be added to the
excluded directories.

* When changing passwords, users cannot use a User Principal Name (UPN) (for example,
joebloggs@example.com) in the Domain\user name field in the Change Password window,
unless Exchange 2010 SP1 RU3 or later is deployed on the Client Access servers.

For further information, refer to the following Microsoft TechNet article:
https://technet.microsoft.com/en-us/library/bb684904(v=exchg.141).aspx

User Password Change Dialog Message

This text box is only visible if something is set for the User Password Change URL text box. Specify
the text to be displayed on the login form when the user must reset their password. Special
characters are not permitted in this field.

User Password Expiry Warning

By default, SSO users are notified about the number of days before they must change their
password. If you disable this option, the password expiry notification will not appear on the login
forms.

You can specify the number of days to show the warning before the password is expired. The
default value for this field is 15 days. This field is only visible if the Client Authentication Mode is
set to Form Based and the User Password Change URL is set.

The language of the warning text is based on the SSO Image Set that is selected (English, French,
or Portuguese).

Server Authentication Mode

Specifies how the LoadMaster is authenticated by the Real Servers. The following types of methods
are available:

* None: no client authentication is required

* Basic Authentication: standard Basic Authentication is used
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* KCD: KCD authentication is used

* Server Token: On reception and verification of the SAML response, the LoadMaster requests a
long-lived token. The LoadMaster then builds a redirection URL with the token specified.

You can only select Server Token as the Server Authentication
Mode if SAML is selected as the Client Authentication Mode.

* Form Based: can only be selected if the Client Authentication Mode is set to Form Based.
o When Form Based authentication is selected, the Form Authentication Path field appears.

o When the Form Authentication Path field is populated, the Form POST Format field appears.
The username and password from the client-side, form-based authentication is injected into
the form POST format to build the POST body.

* This feature is predominantly used in Microsoft Exchange deployments and has only been
tested with Exchange 2013 and 2016. Therefore, the following strings do not need to be
explicitly configured for Exchange 2013/2016. They are used by default in the implementation:

- Form Authentication Path: /owa/auth.owa

- Form POST Format:
destination=Y%s#authRedirect=true&flags=4&forcedownlevel=0&username=%s&pa
ssword=%s&passwordText=&isUtf8=1

The Form POST Format field only becomes visible when the
Form Authentication Path is set.

If the deployment is not Exchange, Kemp recommends that the
settings are evaluated based on the required interaction with
the Real Server and subsequently set appropriately.

If Delegate to Server is selected as the Client Authentication Mode, then None is automatically
selected as the Server Authentication mode. Similarly, if Basic Authentication is selected as the
Client Authentication Mode, then Basic Authentication is automatically selected as the Server
Authentication mode.

When choosing a specific Client Authentication Mode protocol, it is important to understand what
Server Authentication Mode protocols are compatible:
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Client Authentication Mode Default Compatible Server Authentication Mode

Delegate to Server

None

Basic Authentication

Basic Authentication

Basic Authentication

KCD
Form Based

Form Based

None

KCD

NTLM

None

Client Certificate KCD

SAML KCD

SAML None
SAML Server Token

Server Side configuration

This option is only visible when the Server Authentication

mode value is set to KCD.

Select the SSO domain for the server side configuration. Only SSO domains which have the
Configuration type set to Outbound Configuration are shown here.

Token Server FQDN

This option is only visible when the Server Authentication

mode value is set to Server Token.

Set the FQDN for the token server. When set, LoadMaster contacts the token server at the given
FQDN during sign-on and obtains a permanent access token from that token server. If this
parameter is unset, then LoadMaster obtains the token from the Real Server (as in previous

releases).
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3.8.1 SMTP Virtual Services and ESP

If you create an SMTP Virtual Service (with 25 as the port), the ESP feature is available when you
select the Enable ESP checkbox but with a reduced set of options.

ESP Options

Enable ESP |«
Connection Logging [+

Permitted Domains Set Permitted Domains

Enable ESP
Enable or disable the ESP feature set by selecting or deselecting the Enable ESP checkbox.
Connection Logging

Logging of connections can be enabled or disabled by selecting or deselecting the Connection
Logging checkbox.

Permitted Domains

All the permitted domains that are allowed to be received by this Virtual Service must be specified
here. For example, if you wish the Virtual Service to receive SMTP traffic from john@kemp.com,
then the kemp.com domain must be specified in this field.

3.9 Sub Virtual Services

From within a Virtual Service you can create one or more ‘Sub Virtual Services’ (SubVS). A SubVS is
linked to, and uses the IP address of, the ‘parent’ Virtual Service. The SubVSs may have different
settings (such as health check methods and content rules) to the parent Virtual Service and to each
other. This allows the grouping of related Virtual Services, all using the same IP address. This could
be useful for certain configurations such as Exchange or Lync which typically are comprised of a
number of Virtual Services.

Users with the Virtual Services permission can add a SubVS.

Users with the Real Server permission cannot add a SubVS.

Real Servers Add New ... Add SubVs ...
Real Server Check Parameters | TCP Connection Only E| Checked Port I:I Set Check Port

Enhanced Options:
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To create a SubVS, within a Virtual Service configuration screen, expand the Real Servers section
and click the Add SubVS button.

The page at https;//10.11.0.10 says:

Created 5ubVs =1

A message appears stating that the SubVS has been created.

You cannot have Real Servers and SubVSs associated with the
same Virtual Service. You can however, associate a Real Server

with a SubVS.
SubVSs
Id Name Weight Limit Critical Status Operation
L 1 1 Enabled
2 1000 0 Enabled

When the SubVS is created, the Real Servers section of the Virtual Services configuration screen is
replaced with a SubVSs section.

All the SubVSs for the Virtual Service are listed here. The Critical check box can be enabled to
indicate that the SubVS is required for the Virtual Service to be considered available. If a non-
critical SubVS is down, the Virtual Service is reported as up and a warning is logged. If a critical
SubVsS is down, a critical log is generated and the Virtual Service is marked as down. If the email
options are configured, an email is sent to the relevant recipients. For further information on the
email options, refer to the Email Options section. In all cases, if the Virtual Service is considered to
be down and the Virtual Service has a sorry server or an error message configured, these are used.

To modify the SubVs, click the relevant Modify button. A configuration screen for the SubVSs
appears. This contains a subset of the configuration options available for a normal Virtual Service.

kemp.ax 67 Copyright 2002-2021, Kemp Technologies, All Rights Reserved



Web User Interface (WUI)

< kemp

3 Virtual Services

Basic Properties

SubVs Name | |
Subvs Type |HTTR/HTTPS A

Subvs Weight [1000 |

subvstimie 0| A

Standard Options

Transparency |«

Persistence Options Mgdej| None v |

Scheduling Method |round robin v |

Idle Connection Timeout (Default 660) I:I Set Idle Timeout

Quality of Service |NormaI—Ser\rice r |

Advanced Properties

Content Switching Disabled
HTTP Selection Rules
HTTP Header Modifications [yl g GEl =l =T[4
Enable Multiple Connect |

Add Header to Request | || |
Add HTTP Headers [ Legacy Operation{X-ClientSide) v |
“Sorry” Server | |Port | |
Mot Available Redirection Handling Error Code: | b |

Redirect URL: Set Redirect URL

WAF Options
Web Application Firewall Enabled: )
ESP Options
Enable ESP |
Real Servers
Real Server Check Parameters | HTTP Protocol v | Checked Port l:l Set Check Port
URL: | [ Set URL
Use HTTP/1.1: (]

HTTP Method:

[ GILNCCERNSE Show Headers

In LoadMaster firmware version 7.2.52 and above, it is possible
to set a Reencryption SNI Hostname at the SubVS level. If this is
setin a SubVS, this overrides the parent Virtual Service value
and/or the received SNI value. For further details, refer to the
following article: Ability To Use SNI In SubVS In Addition To SNI
Hostname Pass Through.

The SubVSs can also be modified by clicking the relevant Modify button from within the main
Virtual Services view. A Virtual Service with SubVSs is colored differently within the Virtual IP
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address section and the SubVSs are listed in the Real Server section. The SubVS details can be
viewed by clicking the ‘parent’ Virtual Service to expand the view to include the SubVSs.

If you would like to remove a Virtual Service which contains
SubVSs, you must remove the SubVSs first before you are able
to delete the main service.

SubVSs may have different ESP configurations than their
parent Virtual Service, however care must be taken to ensure
that the parent Virtual Service and SubVS ESP options do not
conflict.

3.10 View/Modify (Remote Terminal Service)

Properties of the Virtual Service include the Generic Type and also provide Remote Terminal
specific options.

Persistence

If the terminal servers support a Session Directory, the LoadMaster will use the "routing " supplied
by the Session Directory to determine the correct host to connect to. The LoadMaster persistency
timeout value is irrelevant here - it is a feature of the Session Directory.

The switch "IP address redirection" in the Session Directory
configuration must not be selected for this to work.

Using Session Directory with LoadMaster is optional, in terms of persistence. If the client pre-
populates the username and password fields in the initial request, then this value is stored on the
LoadMaster. As long as these fields are still populated upon reconnect, the LoadMaster will look up
the name and reconnect to the same server as the original connection. The persistence timeout is
used to limit the time the information is kept on the LoadMaster.

If using Terminal-Service or Source IP mode, then if neither of these two modes succeeds, then the
source IP address is used for persistency.

Service Check for the Virtual Service

Only three options are available; ICMP, TCP and RDP. Remote Terminal Protocol (RDP) opens a TCP
connection to the Real Server on the Service port (port 3389). The LoadMaster sends an 21110 Code
(Connection Request) to the server. If the server sends an a1101 Code (Connection Confirm) then
LoadMaster closes the connection and marks the server as active. If the server fails to respond
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within the configured response time for the configured number of times, or if it responds with a
different status code, it is assumed dead.

3.11 Real Servers

This section allows you to create a Real Server and lists the Real Servers that are assigned to the
Virtual Service. The properties of the Real Servers are summarized and there is also the opportunity
to add or delete a Real Server, or modify the properties of a Real Server. When Content Switching
is enabled, there is also the opportunity to add rules to, or remove rules from, the Real Server (see
Add Rule).

Real Server Check Method

This provides a list of health checks for well-known services, as well as lower level checks for
TCP/UDP or ICMP. With the service health checks, the Real Servers are checked for the availability
of the selected service. With TCP/UDP the check is simply a connect attempt.

Real Servers
Real Server Check Method |TCP Connection Only |Z| Checked Port | |
Enhanced Options Minimum number of RS required for V5 to be considered up
Id IP Address Port Forwarding method Weight Limit  Critical Healthcheck On Status Operation
3 101541165 80 nat 1000 0 ﬂ Enabled
2 101541521 80 nat 1000 0 [sei [+] Enabled

The tables below describe the options that may be used to verify Real Server health. You may also
specify a health check port on the Real Server. If none are specified here, it will default to the Real
Server port.

When the HTTP/HTTPS, Generic and STARTTLS protocols Service Types are selected, the following
health check options are available.

Method Action
ICMP Ping An ICMP ping is sent to the Real Server
HTTP HTTP checking is enabled
HTTPS HTTPS (SSL) checking is enabled
TCP A basic TCP connection is checked
Mail The SMTP (Simple Mail Transfer Protocol) is used
NNTP The NNTP (Network News Transfer Protocol) is used
FTP The FTP (File Transfer Protocol) is used
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Telnet The Telnet protocol is used
POP3 The POP3 (Post Office Protocol - mail client protocol) is used
IMAP The IMAP (Internet Message Access Protocol - mail client protocol) is used

The Name Server (DNS) Protocol value is only available in the Real Server Check
Method drop-down list when the Virtual Service Protocol is set to udp. The

Name .
Service LoadMaster performs nslookups against an A record on the server over UDP port 53. If
(DNS) the server successfully responds to the DNS query, the LoadMaster marks it as active.
Protocol If the server fails to respond within the configured response time for the configured

number of times or if it responds unsuccessfully to the A record request, it is assumed
down.

Binary Specify a hexadecimal string to send and specify a hexadecimal string to check for in
Data the response

Select an LDAP endpoint to use for the health check. The LDAP health check uses the
LDAP credentials and protocol specified in the LDAP endpoint. The health check is run
against the Real Server IP address and port. The LDAP health check comprises of a
LoadMaster connecting to a Real Server and validating the specified user credentials.
The health check is performed in two steps:

LDAP Step 1: Check if the Real Server specified port is up and available.
Step 2: Attempt to log in to the Real Server using the LDAP specified credentials.

If step 1 and step 2 are true, the health check passes. If step 1 or step 2 fails, the
health check fails.

For further information on LDAP endpoints, refer to the LDAP Configuration section.

None No checking performed

When the Remote Terminal Service Type is selected the following health check options are

available.
Method Action
ICMP Ping An ICMP ping is sent to the Real Server
TCP A basic TCP connection is checked

An RDP Routing Token is passed to the Real Server.

Remote Terminal Protocol
This health check supports Network-Level Authentication.
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None No checking performed

For a UDP virtual service, only the ICMP Ping and Name Service
(DNS) Protocol options are available for use.

Check Parameters

In LoadMaster firmware version 7.2.52, the check Interval, Timeout, and Retry Count settings can
be configured on each Virtual Service or SubVS. Previously, these were just global settings. For
further details, refer to the following article: Per-Virtual Service Custom Health Check Settings.

Enhanced Options

Enabling the Enhanced Options check box provides an additional health check option - Minimum
number of RS required for VS to be considered up. If the Enhanced Options check box is disabled
(the default), the Virtual Service is considered available if at least one Real Server is available. If
the Enhanced Options check box is enabled, you can specify the minimum number of Real Servers
that must be available to consider the Virtual Service to be available.

Minimum number of RS required for VS to be considered up

This option will only appear if the Enhanced Options check box
is enabled and if there is more than one Real Server.

Select the minimum number of Real Servers required to be available for the Virtual Service to be
considered up.

If less than the minimum number of Real Servers is available, a critical log is generated. If some
Real Servers are down but it has not reached the minimum amount specified, a warning is logged.
If the email options are configured, an email is sent to the relevant recipients. For further
information on the email options, refer to the Email Options section.

Note that the system marks a Virtual Service as down whenever
a Real Server that is marked as Critical becomes unavailable -
even if Enhanced Options are enabled and there are more than
the specified minimum number of Real Servers still available.

In all cases, if the Virtual Service is considered to be down and the Virtual Service has a sorry
server or an error message configured, these are used.
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If the minimum number is set to the total number of Real Servers and one of the Real Servers is
deleted, the minimum will automatically reduce by one.

When using content rules in a SubVS, the minimum number of Real Servers required has a slightly
different meaning. A rule is said to be available and can be matched if and only if the number of
available Real Servers with that rule assigned to them is greater than the limit. If the number of
available Real Servers is below this limit, the rule can never be matched - the SubVS is marked as
down and this is logged appropriately.

If a Real Server on a SubVS is marked as critical - the SubVS is marked as down if that Real Server
is down. However, the parent Virtual Service will not be marked down unless that SubVS is marked
as critical.

3.11.1 HTTP or HTTPS Protocol Health Checking

When either the HTTP Protocol or HTTPS Protocol options are selected a number of extra options
are available as described below.

Real Servers
Real Server Check Parameters |H1TF’ Protocol ¥ | Checked Port

| [ ssur]
Status Codes: | |
Use HTTP/1.1: i
HTTP Method:  [GET 7|
Reply 200 Pattemn: |
Custom Headers: Qi Mgl =]
Enhanced Options: )

The post data option only appears if the POST HTTP Method is
selected.

The Reply 200 Pattern option only appears if either the POST
or GET HTTP Method is selected

URL

By default, the health checker tries to access the URL to determine if the machine is available. A
different URL can be specified here.

Status Codes

Health check status codes can be set to override default functionality. Without any Status Codes
set, the following HTTP status codes are considered to be Up:
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e 200-299
o 301
e 302
e 401

Additionally, 2xx status codes are subject to pattern matching the response data, if this is
configured. Other codes are considered up without pattern matching, even if it is set.

If custom health check codes are set:
o Check codes may be set to a list of numbers, each from 300-599
o Check codes may be up to 127 characters long, which means 32 valid codes

o Any code in the list is considered to have a health check status of Up

Configured codes override the default set

o 2xx codes are always considered up in all cases and are subject to pattern matching,
if configured

o Check codes may be official HTTP status codes, unofficial codes or custom-defined
user codes - as long as they fall in the range of 300-599

o For a list of official HTTP status codes, refer to:
https://en.wikipedia.org/wiki/List_of HTTP_status_codes

o For a list of unofficial codes, refer to: https://en.wikipedia.org/wiki/List_of
HTTP_status_codes#Unofficial_codes

o Microsoft sub-codes using decimals can be supported, but only by the top-level status
code

« For a list of Microsoft sub-codes using decimals, refer to:
https://support.microsoft.com/en-us/kb/943891

o Sub-codes may not be configured in the Status Codes field - please use the
three digit code

o Sub-codes are grouped by the top-level code

Use HTTP/1.1
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By default, the LoadMaster uses HTTP/1.0. However you may opt to use HTTP/1.1 which will
operate more efficiently. When using HTTP/1.1, the health checks are multiplexed to a single
connection. This means that more health checks are sent to the server in a single connection
which is more efficient from a connection point of view, that is, there is only one connection rather
than multiple connections.

Optimization only works on HTTP (not HTTPS) connections.
HTTP/1.1 Host
This field will only be visible if ‘Use HTTP/1.1’ is selected.

When using HTTP/1.1 checking, the Real Servers require a hostname to be supplied in each request.
If no value is set, then this value is the IP address of the Virtual Service.

To send SNI host information in HTTPS health checks, please enable Use HTTP/1.1 in the Real
Servers section of the relevant Virtual Service(s) and specify a host header. If this is not set, the IP
address of the Real Server is used.

HTTP Method
When accessing the health check URL, the system can use either the HEAD, GET or POST method.

In LoadMaster firmware version 7.2.52, support was added for the OPTIONS method for HTTP and
HTTPS health check types. For further information, refer to the following article: OPTIONS Health
Check Method.

Post Data

This field will only be available if the HTTP Method is set to POST. When using the POST method,
up to 2047 characters of POST data can be passed to the server.

Reply 200 Pattern

When using the GET or the POST method, the contents of the returned response message can be
checked. If the response contains the string specified by this Regular Expression, then the machine
is determined to be up. The response will have all HTML formatting information removed before
the match is performed. Only the first 4K of response data can be matched.

The LoadMaster will only check for this phrase if the reply from the server is a 200 code. If the reply
is something else, the page is marked as down without checking for the phrase. However, if the
reply is a redirect (code 302), the page is not marked as down. This is because the LoadMaster
assumes that the phrase will not be present and also it cannot take the service down, as the
redirect would then become useless.
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An exclamation mark (!) at the start of a search pattern negates the outcome of the search. For
example, a pattern of 'fail' returns true if the string 'fail' appears in the response; while a pattern of
"Ifail' returns false if 'fail' appears in the response.

Both Regular Expressions and Perl Compatible Regular Expressions (PCRE) can be used to specify
strings. For further information on Regular Expressions and PCRE, please refer to the Content Rules
Feature Description.

Custom Headers

Here you can specify up to 4 additional headers/fields which are sent with each health check
request. Clicking the Show Headers button will show the entry fields. The first field is where you
define the key for the custom header that is to be part of the health check request. The second field
is the value of the custom header that is to be sent as part of the health check request. Once the
information is input, click the Set Header button. Each of the headers can be up to a maximum of
20 characters long and the fields can be up to a maximum of 100 characters long. However, the
maximum allowed number of characters in total for the 4 header/fields is 256.

The following special characters are allowed in the Custom Headers fields:
5. () /+=-_

If a user has specified HTTP/1.1, the Host field is sent as before to the Real Server. This can be
overridden by specifying a Host entry in the additional headers section. The User-Agent can also
be overridden in the same manner. If a Real Server is using adaptive scheduling, the additional
headers which are specified in the health check are also sent when getting the adaptive
information.

It is possible to perform a health check using an authenticated user: enable Use HTTP/1.1, select
HEAD as the HTTP Method and enter the Authorization header with the correctly constructed
value. The Authorization field is constructed as follows:

1. The username and password are combined into a string “username:password”.

2. The resulting string is then encoded using the RFC2045-MIME variant of Base64, except
not limited to 76 char/line.

3. The authorization method and a space, for example, “Basic “ is then put before the
encoded string.

For example, if the user agent uses 'Aladdin' as the username and 'open sesame' as the password
then the field is formed as follows:

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
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To send SNI host information in HTTPS health checks, please enable Use HTTP/1.1 in the Real
Servers section of the relevant Virtual Service(s) and specify a host header. If this is not set, the IP
address of the Real Server is used.

Rules

If any of the Real Servers have Content Switching rules assigned to them the Rules column appears
in the Real Servers section. A button with the number of rules assigned to each of the Real Server
(or with None if there are no rules assigned) is displayed in the Rules column.

Clicking the button within the Rules column opens the Rules Management screen.

OperationName Match Type Options Header Pattern
ExampleRule RegEx Example
ExampleMatchRule RegEx ExampleZ

Add Rule

From within this screen you can Add or Delete the rules assigned to a Real Server.
3.11.2 Binary Data Health Checking

When Binary Data is selected as the health check method, some other fields are available, as
described below.

Real Servers

Real Server Check Parameters

Binary Data

RO AN Sct Check Port

Data to Send:

Set Transmitted Data

Reply Pattern:

Set Pattern

Find Match Within: [0 :NeEl Set Match Length

Data to Send

Specify a hexadecimal string to send to the Real Server.

This hexadecimal string must contain an even number of
characters.

Reply Pattern

Specify the hexadecimal string which is searched for in the response sent back from the Real
Server. If the LoadMaster finds this pattern in the response, the Real Server is considered up. If the
string is not found, the Real Server is marked as down.
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This hexadecimal string must contain an even number of
characters.

Find Match Within

When a response is returned, the LoadMaster will search for the Reply Pattern in the response. The
LoadMaster will search up to the number of bytes specified in this field for a match.

Setting this to 0 means that the search is not limited. Data is read from the Real Server until a
match is found. A maximum of 8 KB is read from the Real Server.

Setting the value to less than the length of the reply string means that the check will act as if the
value has been set to 0, that is, all packets (up to 8 KB) are searched.

3.11.3 Name Server (DNS) Protocol Health Checking

Name Server (DNS) Protocol health checking is only available when using a UDP Virtual Service.

Real Servers Add New _..
Real Server Check Method | Name Service (DNS) Protocol v | checkedPort [ | NS AR
DNS query | | Set Query

Checked Port
The port to be checked. If there is no port specified, the Real Server port is used.
DNS query

Specify the query string to be requested from the name server. This field has a maximum length of
126 characters.

3.11.4 Add a Real Server

Clicking the Add New button brings you to the following screen where the properties of the Real
Server are set.
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Please Specify the Parameters for the Real Server

Allow Remote Addresses @)

Real Server Address | |

Forwarding method

Weight {1000
Connection Limit :l

Add This Real Server

Allow Remote Addresses: By default only Real Servers on local networks can be assigned to a
Virtual Service. Enabling this option will allow a non-local Real Server to be assigned to the Virtual
Service. This option is enabled by default.

To make the Allow Remote Addresses option visible, Enable
Non-Local Real Servers must be selected (in System
Configuration > Miscellaneous Options > Network Options).
Also, Transparency must be disabled in the Virtual Service.

When alternative gateways/non-local Real Servers are set up,
health checks are routed through the default gateway.

Real Server Address: The Real Server address. This can either be an IP address or a Fully Qualified
Domain Name (FQDN). This is not editable when modifying a Real Server. An FQDN can only be
used if a Nameserver is configured. The resolved name is listed next to the IP address in
parenthesis. For further information, refer to the Host & DNS Configuration section. If an FQDN is
used when adding a Real Server - the name is resolved at the time of adding,. If it fails to resolve,
the Real Server is not created and an error is generated.

You can either type the address of a new Real Server, or select an existing Real Server from the
drop-down list provided. The entries before the line in the drop-down list are existing Real Servers.
The entries below the line are auto-complete form options. Real Servers already added to this
SubVS are not listed in the drop-down list.

This drop-down list does not appear on Safari browsers due to
a browser limitation.
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Add to all SubVSs

When adding a Real Server to a SubVS, a check box is available that, when selected, adds the Real
Server to all SubVSs in that Virtual Service.

Port: The forwarding port of the Real Server. This field is editable, so the port may be altered later
if required.

Forwarding Method: Either NAT (Network Address Translation) or Route (Direct) forwarding. The
available options are dependent on the other modes selected for the service.

Weight: The Real Server's weight. This is weight of the Real Server, as used by the Weighted Round
Robin, Weighted Least Connection and Adaptive scheduling methods. The default initial value for
the weight is 1000, the maximum is 65535, and the minimum is 1. It is a good benchmark to give a
Real Server a weight relative to its processor speed, for example, if serverl seems to bring four
times the power of server2, assign a weight of 4000 to serverl and weight of 1000 to server2.

Connection Limit: The maximum number of open connections that a Real Server will accept before
it is taken out of the rotation. This is only available for Layer 7 traffic. The limit stops new
connections from being created, but it will allow requests that already have persistent connections
to the server. Persistent connections include connections to a Virtual Service using Session Broker
Persistence which include a Session Broker cookie as set by the Connection Broker.

A maximum number of 1024 Real Servers is allowed. This is the global limit and is divided among
the existing Virtual Services. For example, if one Virtual Service had 1000 Real Servers, then the
remaining Virtual Services can only have 24 further Real Servers in total.

For the LoadMaster Exchange, there is a limit of six Real
Servers that may be configured.

Click the Add This Real Server button and it gets added to the pool.
Connection Rate Limit

As of LoadMaster firmware version 7.2.51, there is a Connection Rate Limit field when configuring a
Real Server. For further details, refer to the following article: Real Server Rate Limit.

Critical

This option will only appear if the Enhanced Options check box
is enabled. For further information on the Enhanced Options
check box, refer to the Real Servers section.
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In the Real Servers section of the Virtual Service modify screen, there is a Critical check box for
each of the Real Servers. Enabling this option indicates that the Real Server is required for the
Virtual Service to be considered available. The Virtual Service is marked as down if the Real Server
has failed or is disabled.

If a Real Server on a SubVS is marked as critical - the SubVS is marked as down if that Real Server
is down. However, the parent Virtual Service will not be marked down unless that SubVS is marked
as critical.

This option overrides the Minimum number of RS required for
VS to be considered up field. For example, if the minimum is
set to two and only one Real Server is down but that Real
Server is set to critical - the Virtual Service is marked as down.

In all cases, if the Virtual Service is considered to be down and the Virtual Service has a sorry
server or an error message configured, these are used.

Healthcheck On

This option will only appear if the Enhanced Options check box
is enabled. For further information on the Enhanced Options
check box, refer to the Real Servers section.

In the Real Servers section of the Virtual Service modify screen, there is a Healthcheck On drop-
down list for each of the Real Servers. This allows you to specify what Real Server the health check
is based on. This can either be set to Self to perform the health check based on that particular Real
Server status, or another Real Server can be selected. For example - if Real Server 1 is down, any
Real Servers which have their health check based on Real Server 1 will also be marked as down,
regardless of their actual Real Server status.

Some points to be aware of are listed below:

* A Real Server can only follow a Real Server and not a SubVS.

A Real Server can follow a Real Server that is also following a third Real Server. The status of
the first two Real Servers will reflect the status of the third Real Server.

* Chains of Real Servers are allowed - but loops are not allowed and cannot be created.

* If a Real Server is deleted (either singly or as part of a Virtual Service), all Real Servers that are
following the Real Server are reset to normal behaviour (that is, they will start using the Virtual
Service health check options).
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* If all Real Servers in a Virtual Service are following Real Servers on a different Virtual Service,
the health check parameters for the Virtual Service are not shown on the WUI (because the
settings do not affect any Real Servers).

* Disabling the Enhanced Options check box will disable all Real Server health check following
for that Virtual Service.

3.11.5 Modify a Real Server

When you click the Modify button of a Real Server, the following options are available:

Please Specify the Parameters for the Real Server on tcp/10.154.11.61:443 (Id:1)

Real Server Address 10.154.11.52
Port

Forwarding methed [nat -
Weight

Connection Limit

Ligl

Real Server Address

This field shows the address of the Real Server. This is not an editable field.
Port

This is a field detailing the port on the Real Server that is to be used.
Forwarding Method

This is a field detailing the type of forwarding method to be used. The default is NAT; Direct Server
Return can only be used with L4 services.

Weight

When using Weighted Round Robin Scheduling, the weight of a Real Server is used to indicate
what relative proportion of traffic should be sent to the server. Servers with higher values will
receive more traffic.

Connection Limit

This is the maximum amount of open connections that can be sent to the real server before it is
taken out of rotation. The maximum limit is 100,000.
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3.12 Manage Templates

Templates make the setting up of Virtual Services easier by automatically creating and configuring
the parameters for a Virtual Service. Before a template can be used to configure a Virtual Service,
it must be imported and installed on the LoadMaster.

Name Comment Kemp Certified Operation
SharePoint 2013 Central Administration Site HTTP Handles SharePoint 2013 Central Administration Site via HTTP. (Version 1.1) Yes
SharePoint 2013 Central Administration Site Handles SharePoint 2013 Central Administration Site via HTTPS. (Version 1.1) Yes
HTTPS
SharePoint 2013 Central Administration Site Handles SharePoint 2013 Central Administration Site via HTTPS with 551 offloading.  Yes
HTTPS Offloaded {Mersion 1.1)

SharePoint 2013 Central Administration Site Handles SharePoint 2013 Central Administration Site via HTTPS with SSL offloading Yes
HTTPS Re-encrypted and re-encryption. (Mersion 1.1}

Import Templates

Template file:| Choose File | Mo file chosen Add New Template

Click the Choose File button, select the template you wish to install and click the Add New
Template button to install the selected template. This template is now available for use when you
are adding a new Virtual Service.

Click Delete to remove the template.

The Kemp Certified column will indicate whether the template was supplied by Kemp or not. If a
template is certified, it has been provided by Kemp. If a template is not certified, it might be a
template created by you (by exporting a Virtual Service).

For further details on templates, such as how to use a template to create and configure a new
Virtual Service and where to obtain Kemp templates, please refer to the Virtual Services and
Templates Feature Description.

3.13 Manage SSO Domains

Before using the Edge Security Pack (ESP) the user must first set up a Single Sign-On (SSO) Domain
on the LoadMaster. The SSO Domain is a logical grouping of Virtual Services which are
authenticated by an LDAP server.

The maximum number of SSO domains that are allowed is 128.
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Client Side Single Sign On Configurations

Add new Client Side Configuration

| |

Server Side Single Sign On Configurations

Add new Server Side Configuration

| |

Use AESZ56 SHAL KCD ciphErD

Single Sign On Image Sets
Add new Custom Image Set

Image File:| Choose File | No file chosen Add Custom Image Set

Click the Manage SSO Domains menu option to open the Manage Single Sign On Options screen.
3.13.1 Single Sign On Domains
Two types of SSO domains can be created - client side and server side.

Client Side configurations allow you to set the Authentication Protocol to LDAP, RADIUS, RSA-
SecurlD, Certificates, RADIUS and LDAP or RSA-SecurlD and LDAP.

As of LoadMaster firmware version 7.2.52, RADIUS two-factor
and LDAP authentication is supported. For further details, refer
to the following article: RADIUS Two-Factor and LDAP
Authentication.

Server Side configurations allow you to set the Authentication Protocol to Kerberos Constrained
Delegation (KCD).

To add a new SSO Domain enter the name of the domain in the Name field and click Add. You can
enter up to 64 characters in this field. The name entered here does not need to relate to the
allowed hosts within the Single Sign On Domain.

When using the Permitted Groups field in ESP Options, you
need to ensure that the SSO domain set here is the directory
for the permitted groups. For example, if the SSO Domain is set
to webmail.example and webmail is not the directory for the
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permitted groups within example.com, it will not work. Instead,
the SSO Domain needs to be set to .example.com.

If the Domain/Realm field is not set, the domain Name set
when initially adding an SSO domain is used as the
Domain/Realm name.

.1 Client Side (Inbound) SSO Domains

Domain EXAMPLE.COM

Reset Failed Login Attempt counter after

Authentication Protocol | LDAP v |

LDAP Endpoint | LDAP_EXAMPLE v | |IEE LYooy
Domain/Realm [10.154.60.61 [l Set Domain/Realm Name

"]

Logon Format

=
w
o
=
[x]
3
[4¥]

Logon Transcode | Disabled v

Failed Login Attempts |3 Set Failed Login Attempts

Set Reset-Failed Timeout

Unblock Timeout |1800 Set Unblock Timeout

Public - Untrusted Environment Private - Trusted Environment

Set Idle Time Set Idle Time
Session Timeout rrang Set Max Duration [NPEEA0 Set Max Duration
Use for Session Timeout:

Use LDAP Endpoint for Healthcheck [
Test User [test1@example.com [l Set Test User

Ii

Test User Password |¢l¢"- Set Test User Password

Authentication Protocol

This dropdown allows you to select the transport protocol used to communicate with the
authentication server. The options are:
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If you create an SSO domain with the Authentication Protocol
set to Certificates, ensure to set the LDAP Protocol to LDAPS in
the LDAP endpoint.

« RADIUS and LDAP
e RSA-SecurlD and LDAP

o SAML

The fields displayed on this screen will change depending on
the Authentication protocol selected.

LDAP Endpoint

Select the LDAP endpoint to use. Click the Manage LDAP Configuration button to go to the
LDAP Configuration screen. For further information on LDAP endpoints, refer to the LDAP
Configuration section.

This option is only available if the Authentication Protocol is
set to LDAP, RADIUS and LDAP or RSA-SecurlD and LDAP.

RADIUS/RSA-SecurlD Server(s)

Type the IP addresses of the server or servers which are used to authenticate the domain into the
server(s) field and click the set server(s) button.

Multiple server addresses can be entered within this text box. Each entry must be separated by a
space.

IPv6 is not supported for RADIUS authentication.

RADIUS Shared Secret

The shared secret to be used between the RADIUS server and the LoadMaster (48 character limit).

This field is only available if the Authentication Protocol is set
to RADIUS or RADIUS and LDAP.

Send NAS Identifier

If this check box is disabled (default), a Network Access Server (NAS) identifier is not sent to the
RADIUS server. If it is enabled, a NAS identifier string is sent to the RADIUS server. By default, this is
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the hostname. Alternatively, if a value is specified in the RADIUS NAS Identifier text box, this value
is used as the NAS identifier. If the NAS identifier cannot be added, the RADIUS access request is
still processed.

This field is only available if the Authentication Protocol is set
to RADIUS or RADIUS and LDAP.

Sending the NAS identifier serves two purposes:

o It helps to classify the device type that is sending the request as opposed to simply sending
the host IP address, which makes troubleshooting and consuming logs easier.

o It enables customized authentication responses to be sent back from the server based on the
identifier.

RADIUS NAS Identifier

If the Send NAS Identifier check box is selected, the RADIUS NAS Identifier field is shown. When
specified, this value is used as the NAS identifier. Otherwise, the hostname is used as the NAS
identifier. If the NAS identifier cannot be added, the RADIUS access request is still processed.

This field is only available if the Authentication Protocol is set
to RADIUS or RADIUS and LDAP and the Send NAS Identifier
check box is enabled.

Check Certificate to User Mapping

This option is only available when the Authentication Protocol is set to Certificates. When this
option is enabled - in addition to checking the validity of the client certificate, the client certificate
will also be checked against the altSecurityldentities (ASI) attribute of the user on the Active
Directory.

In LoadMaster firmware version 7.2.53, support for Personal
Identity Verification (PIV) smart card authentication was added.
As a result, the Check Certificate to User Mapping check box
changed to a drop-down list called Select Certificate to User
Mapping with a number of options. For further details, refer to
the following article: PIV Smart Card Support.

If this option is enabled and the check fails, the login attempt will fail. If this option is not enabled,
only a valid client certificate (with the username in the SubjectAltName (SAN)) is required to log in,
even if the altSecurityldentities attribute for the user is not present or not matching.
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For more information, refer to the Kerberos Constrained Delegation Feature Description.

Allow fallback to check Common Name

Enabling this option allows a fallback to check the Common Name (CN) in the certificate when the
SAN is not available.

This field only appears when the Authentication Protocol is set
to Certificates.

Domain/Realm

The login domain to be used. This is also used with the logon format to construct the normalized
username, for example;

* Principalname: <username>@<domain>

* Username: <domain>\<username>

If the Domain/Realm field is not set, the Domain name set
when initially adding an SSO domain is used as the
Domain/Realm name.

RSA Authentication Manager Config File

This option is only available when the Authentication Protocol
is set to RSA-SecurlD.

This file needs to be exported from the RSA Authentication Manager.

For more information on the RSA authentication method,
including how to configure it, refer to the RSA Two Factor
Authentication Feature Description.

RSA Node Secret File

This option is only available when the Authentication Protocol
is set to RSA-SecurlD.

A node secret must be generated and exported in the RSA Authentication Manager.
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It is not possible to upload the RSA node secret file until the
RSA Authentication Manager configuration file is uploaded. The
node secret file is dependent on the configuration file.

Logon Format

This drop-down list allows you to specify the format of the login information that the client has to
enter.

The options available vary depending upon which
Authentication Protocol is selected.

Not Specified: The username will have no normalization applied to it - it is taken as it is typed.

Principalname: Selecting this as the Logon format means that the client does not need to enter the
domain when logging in, for example username@domain. The SSO domain added in the
corresponding text box is used as the domain in this case.

When using RADIUS as the Authentication protocol the value in
this SSO domain field must exactly match for the login to work.
It is case sensitive.

Username: Selecting this as the Logon format means that the client needs to enter the domain and
username, for example domain\username.

Username Only: Selecting this as the Logon Format means that the text entered is normalized to
the username only (the domain is removed).

The Username Only option is only available for the RADIUS and
RSA-SecurID protocols.

Logon Format (Phase 2 Real Server)
Specify the logon string format used to authenticate to the Real Server.

The Logon Format (Phase 2 Real Server) field only appears if the Authentication Protocol is set to
one of the following options:

* RADIUS
* RSA-SecurlD

Logon Format (Phase 2 LDAP)
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Specify the logon string format used to authenticate to LDAP.

The Logon Format (Phase 2 LDAP) field only appears if the Authentication Protocol is set to one of
the following options:

* RADIUS and LDAP
* RSA-SecurlD and LDAP
Logon Transcode
Enable or disable the transcode of logon credentials, from 1S0-8859-1 to UTF-8, when required.

If this option is disabled, log in using the format that the client dictates. If this option is enabled,
check if the client uses UTF-8. If the client does not use UTF-8, use I1SO-8859-1.

Failed Login Attempts

The maximum number of consecutive failed login attempts before the user is locked out. Valid
values range from 0 to 99. Setting this to 0 means that users will never be locked out.

When a user is locked out, all existing logins for that user are
terminated, along with future logins.

Reset Failed Login Attempt Counter after

When this time (in seconds) has elapsed after a failed authentication attempt (without any new
attempts) the failed login attempts counter is reset to 0. Valid values for this text box range from 60
to 86400. This value must be less than the Unblock timeout value.

Unblock timeout

The time (in seconds) before a blocked account is automatically unblocked, that is, unblocked
without administrator intervention. Valid values for this text box range from 60 to 86400. This value
must be greater than the Reset Failed Login Attempt Counter after value.

Session timeout

The idle time and max duration values can be set here for trusted (private) and untrusted (public)
environments. The value that is used is dependent on whether the user selects public or private on
their login form. Also, either max duration or idle time can be specified as the value to use.

Idle time: The maximum idle time of the session in seconds, that is, idle timeout.

Max duration: The max duration of the session in seconds, that is, session timeout.

Valid values for these fields range from 60 to 604800 (seconds).
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Use for Session Timeout: A switch to select the session timeout behaviour (max duration or idle
time).

The underlying network traffic may keep the session active,
even if there is no obvious user interaction.
Use LDAP Endpoint for Healthcheck

Select this check box to use the LDAP endpoint administrator username and password for health
checking. If this is enabled, the Test User and Test User Password textboxes will not be available.

For more information on LDAP endpoints, refer to the LDAP Configuration section.

This option is only available for the following protocols; LDAP,
Certificates, RADIUS and LDAP and RSA-SecurlD and LDAP.

Test User and Test User Password

In these two fields, enter credentials of a user account for your SSO Domain. The LoadMaster will
use this information in a health check of the Authentication Server. This health check is performed
every 20 seconds.

3.13.1.1.1 Client Side (Inbound) SAML SSO Domains

The fields vary when the Authentication Protocol is set to SAML. The SAML-specific fields are
described below.

Domain EXAMPLE.COM

Authentication Protocol | SAML v |

IdP Provisioning | MetaData File v |

IdP MetaData File | Choose File | No file chosen ' Import IdP MetaData File

IdP Entity ID |http:f’h‘s_espworId.com!adfs!services.-’trust | Set IdP Entity ID
IdP 550 URL |https://fs.espworld.com/adfs/Is W Set IdP SSO URL
1dP Logoff URL |https://fs.espworld.com/adfs/ls B Set IdP Logoff URL

1dP Certificate | No certificate available v |

SPEntity ID |hitp://espesp W Set SP Entity ID

SP Signing Certificate | Use Self Signed v |
Download SP Signing Certificate  WBe) Tyl [eFTel

Session Control | SP Session Idle Duration |

SP Session Idle Duration (secs) Set SP Idle Duration
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IdP Provisioning
The Manual option enables you to manually input details into the IdP fields.

The MetaData File option allows you to upload an IdP MetaData File. This simplifies the
configuration of the IdP attributes, including the IdP Entity ID, IdP SSO URL and IdP Logoff URL.
The metadata file can be downloaded from the IdP.

IdP Metadata File

This field is only visible if the IdP Provisioning field is set to MetaData File. To upload the file - click
Browse, navigate to and select the relevant file and click Import IdP MetaData File.

IdP Entity ID

Specify the IdP entity identifier.
IdP SSO URL

Specify the IdP SSO URL.

IdP Logoff URL

Specify the IdP logoff URL.

IdP Certificate

The IdP Certificate is very important in terms of verification of the assertions that must be
contained in the SAML response that is received from the IdP. Without the certificate, verification
cannot proceed.

IdP Certificate Match

If this option is enabled, the IdP certificate assigned must match the certificate in the IdP
SAML response.

SP Entity ID

This is an identifier that is shared to enable the IdP to understand, accept and have knowledge of
the entity when request messages are sent from the LoadMaster. This must correlate to the
identifier of the relying party on the AD FS server.

SP Signing Certificate

It is optional to sign requests that are sent in the context of logon. Currently, the LoadMaster does
not sign those requests.
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In the context of log off requests - it is mandatory and these requests must be signed. This is to
avoid any spoofing and to provide extra security in relation to log off functionality. This ensures
that users are not being hacked and not being logged off unnecessarily.

In the SP Signing Certificate drop-down list, you can choose to use a self-signed certificate or third
party certificate to perform the signing.

Download SP Signing Certificate

If using a self-signed certificate, click Download to download the certificate. This certificate must
be installed on the IdP server (for example AD FS) to be added to the relying party signature.

The AD FS server requires this certificate for use of the public key to verify the signatures that the
LoadMaster generates.

Session Control

Select the relevant session control option. The available options are:
o SP Session Idle Duration
o SP Session Max Duration
« IdP Session Max Duration

The IdP maximum duration value cannot be set in the LoadMaster. The value is taken from the IdP
protocol. If the value is not already set in the IdP authentication response, the default value of 30
minutes is assigned as the IdP maximum duration.

SP Session Idle Duration

Specify the session idle duration (in seconds). This field is only visible if SP Session Idle Duration is
set as the Session Control option.

SP Session Max Duration

Specify the maximum duration of the session (in seconds). This field is only visible if SP Session
Max Duration is set as the Session Control option.
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3.13.1.1.2 Sessions

Client Side Single Sign On Configurations

Name Operation

Add new Client Side Configuration
| |

Clicking the Sessions button, for a client-side SSO domain, opens a screen listing the current open
sessions on that domain.

Domain AKTEST.COM Users Management

Open Sessions 4 Filter users:
Users Source DestIP Created Expires Cookie
[ testl@aktest.com - 172.16.2.252 2016-11-01 17:16:16 2016-11-01 17:26:16 -
[ |dap@aktest.com - 172.16.2.252 2016-11-01 17:16:27 2016-11-01 17:26:27 -
(] ewrgui@aktest.com - 172.16.2.252 2016-11-0117:16:19 2016-11-01 17:26:19 -
| | ldaptest@aktest.com 10.55.0.108:55538 172.16.2.252 2016-11-0117:16:34 2016-11-0119:46:34 6541dc3524c76aclb256306fe501db03

Currently Blocked Users

Blocked User When Operation
testl@aktest.com Tue Nov 1 17:16:16 UTC 2016

You can filter the list by entering a search term in the Filter users text box.
The following information is provided about each session:

o Users: The username/domain of the client.

« Source: The client (host) IP address and source port.

« Dest IP: The destination IP address of the connection.

» Created: The date and time the connection was created.

o Expires: The date and time that the connection expires.

o Cookie: The cookie used in the connection.
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Clicking the Kill All button kills all open sessions (flushes the SSO cache).

Domain AKTEST.COM Users Management

Open Sessions Filter users lda

Users Source DestIP Created Expires Cookie

[ Kill Al J Kill Selected

Currently Blocked Users

Blocked User When Operation
testl@aktest com Mon Oct 17 10:57:58 UTC 2016 | unlock |
\daptest4@aktest com Mon Oct 17 10:57:52 UTC 2016

Selecting one or more sessions provides some further options:
o Kill Selected
o Block Selected
» Show All
Logs are added to the audit log for every kill session operation. For example:

« Kill 'non-cookie' session log:
Nov 9 16:47:31 LM ssomgr: Deleted a session tester@aktest.com:- for domain AKTEST.COM

« Kill 'cookie' session log:
Nov 9 16:47:31 LM ssomgr: Deleted a session
[daptest@aktest.com:420cf78373643b3c0171d95c757e7bf3 for domain AKTEST.COM

« Kill all domain sessions log:
Nov 9 16:48:46 LM ssomgr: Deleted all domain AKTEST.COM user sessions

Currently Blocked Users

This section displays a list of users who are currently blocked and it also shows the date and time
that the block occurred. It is possible to remove the block by clicking the unlock button in the
Operation drop-down list.
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Different formats of the same username are treated as the
same username, for example, administrator@kemptech.net,
kemptech\administrator and kemptech.net\administrator are
all treated as one username.

3.13.1.2 Server Side (Outbound) SSO Domains

Server Side Single Sign On Configurations

Add new Server Side Configuration

| |

Use AES256 SHA1 KCD cipherC]

In the Server Side Single Sign On Configurations section of the Manage SSO screen, there is a check
box called Use AES256 SHAL KCD cipher. When this check box is selected, the AES256 SHA1 KCD
cipher is used (by default the RC4 cipher is used).

To add a new server-side SSO, enter the name of the SSO configuration and click Add.

Authentication Protocol | Kerberos Constrained Delegation v |

| Set Kerberos realm
Kerberos Key Distribution Center | | Set Kerberos KDC

Kerberos Realm |

Kerberos Trusted User Name |

Set KCD trusted user name
Set KCD trusted user password

Kerberas Trusted User Password |

Authentication Protocol

This dropdown allows you to select the transport protocol used to communicate with the
authentication server. The only option available for outbound (server side) configurations is
Kerberos Constrained Delegation (KCD).

For further information on KCD, please refer to the KCD Feature Description.

Kerberos Realm

The address of the Kerberos Realm.

Colons, slashes and double quotes are not allowed in this field.

This field only supports one address.
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Kerberos Key Distribution Center (KDC)

The host name or IP address of the Kerberos Key Distribution Center. The KDC is a network service
that supplies session tickets and temporary session keys to users and computers within an Active
Directory domain.

In the LoadMaster LTS version, this field only accepts one host
name or IP address. In LoadMaster firmware version 7.2.51, it is
possible to set two KDCs. For further details, refer to the
following article: Two Kerberos Key Distribution Centers Can Be
Set Per Domain.

Double and single quotes are not allowed in this field.

Kerberos Trusted User Name

Before configuring the LoadMaster, a user must be created and trusted in the Windows domain
(Active Directory). This user should also be set to use delegation. This trusted administrator user
account is used to get tickets on behalf of users and services when a password is not provided. The
user name of this trusted user should be entered in this text box.

Double and single quotes are not allowed in this field.

Kerberos Trusted User Password
The password of the Kerberos trusted user.

3.13.2 Single Sign On Image Sets

Single Sign On Image Sets

Add new Custom Image Set

Image File:| Choose File | Mo file chosen Add Custom Image Set

To upload a new image set, click Choose File, browse to and select the file and click Add Custom
Image Set. After adding the file, the supplied image set(s) are listed on this page. It will also be
available to select in the SSO Image Set drop-down list in the ESP Options section of the Virtual
Service modify screen.
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For more information on SSO image sets, including information on how the .tar file should be
structured, refer to the Custom Authentication Form Technical Note.

3.14 WAF Settings

You can get to this screen by selecting Virtual Services > WAF Settings in the main menu of the

LoadMaster WUI.
Logging
Logging Format
Enable Remaote Logging [+
Remote URI |
Username | |
Passwaord | |
Logging Format

Select either Native or JSON depending on what format you want the audit logs to appear in.
Enable Remote Logging

This check box enables you to enable or disable remote logging for WAF.

Remote URI

Specify the Uniform Resource Identifier (URI) for the remote logging server.

Username

Specify the username for the remote logging server.

Password

Specify the password for the remote logging server.

Automated WAF Rule Updates

Enable Automated Rule Updates [#

Last Updated: Tue 01 Dec 15 Rl UlvET BETolT Tt 0 =Ty 1
Enable Automated Installs # \When to Install | 0400
Manually Install rules m Last Installed: Tue 01 Dec 15
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The automatic and manual download options are greyed out if
the WAF subscription has expired.

Enable Automated Rule Updates

Select this check box to enable the automatic download of the latest WAF rule files. This is done
on a daily basis, if enabled.

Last Updated

This section displays the date when the last rules were downloaded. It gives you the option to
attempt to download the rules now. It will also display a warning if rules have not been
downloaded in the last 7 days. The Show Changes button is displayed if the rules have been
downloaded. This button can be clicked to retrieve a log of changes which have been made to the
Kemp WAF rule set.

Enable Automated Installs

Select this check box to enable the automatic daily install of updated rules at the specified time.
When to Install

Select the hour at which to install the updates every day.

Manually Install rules

This button allows you to manually install rule updates, rather than automatically installing them.
This section also displays when the rules were last installed.

Custom Rules

Installed Rules Installed Date Operation
modsecurity_crs_55_marketing Tue, 01 Dec 2015 13:43:23
meodsecurity_crs_55_response_profiling Tue, 01 Dec 2015 13:43:23
modsecurity crs 56 pvi checks Tue, 01 Dec 2015 13:43:23

Ruleset File:| Choose File | No file chosen Add Ruleset

Custom Rule Data

Installed Data Files Installed Date Operation
‘ modsecurity_50_outbound_malware Tue, 01 Dec 2015 13:43:23 ‘
Data File:| Choose File  No file chosen Add Data File

Custom Rules
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This section allows you to upload custom rules and associated data files. Individual rules can be
loaded as files with a .conf extension, or you can load a package of rules in a Tarball (.tar.gz) file.
A Tarball of rule files usually includes a number of individual .conf and .data files.

The .conf files should be in standard ModSecurity rule file
format.

Custom Rule Data

This section allows you to upload data files which are associated to the custom rules.

kemp.ax 100 Copyright 2002-2021, Kemp Technologies, All Rights Reserved



Web User Interface (WUI)

< kemp

4 Global Balancing

4 Global Balancing

This menu option may not be available in your configuration.
These features are part of the GSLB Feature Pack and are
enabled based on the license that has been applied to the
LoadMaster. If you would like to have these options available,
contact Kemp to upgrade your license.

4.1 Enable/Disable GSLB

Click this menu option to either enable or disable GEO features. When GEO is enabled, the Packet
Routing Filter is enabled by default and cannot be changed. When GEO is disabled, it is possible to
either enable or disable the Packet Routing Filter in System Configuration > Access Control > Packet
Filter.

4.2 Manage FQDNs

A Fully Qualified Domain Name (FQDN), sometimes also referred to as an absolute domain name, is
a domain name that specifies its exact location in the tree hierarchy of the Domain Name System
(DNS). It specifies all domain levels, including the top-level domain and the root zone. A fully
qualified domain name is distinguished by its lack of ambiguity: it can only be interpreted in one
way. The DNS root domain is unnamed, which is expressed by the empty label, resulting in an
FQDN ending with the dot character.

Configured Fully Qualified Names

Fully Qualified Domain Name  Type IP Address Cluster Checker Availability Requests/s Parameters Operation
Example.com. Proximity | 1.1.1.1 Example Cluster ICMP Ping ®u o 0°0°0"N
o=00"W

From this screen, you can Add or Modify an FQDN.
4.2.1 Add an FQDN

Add a FQDN
Mew Fully Qualified Domain Name hvww.exampleicom | Add FQDN

New Fully Qualified Domain Name
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The FQDN name, for example www.example.com. Wildcards are supported, for example
*.examplel.com matches anything that ends in .examplel.com.

4.2.2 Add/Modify an FQDN

Configure example.com.

Selection Criteria [ Location Based v
Fail over [J

Public Requests
Private Requests
Site Failure Handling Failure Delay (minutes)0____|
Enable Local Settings ¥
m
Stickiness 0]

Unanimous Cluster Health Checks [J

IP Address Cluster Checker Availability Parameters Operation
10.154.11.50 [ Select Cluster ¥ | [lcmp Ping v [l SetAddr ® up Show Locations
Available Locations Assigned Locations

Everywhere - Continents -

Continents Countries
Africa Custom Locations Save Changes
Asia =
Europe
North America hd hd

Selection Criteria

The selection criterion used to distribute the resolution requests can be selected from this drop-
down list. The Selection Criteria available are:

o Round Robin - traffic distributed sequentially across the server farm (cluster), that is, the
available servers.

« Weighted Round Robin - Incoming requests are distributed across the cluster in a sequential
manner, while taking account of a static “weighting” that can be pre-assigned per server.

« Fixed Weighting - the highest weight Real Server is used only when other Real Server(s) are
given lower weight values.

« Real Server Load - LoadMaster contains logic which checks the state of the servers at regular
intervals and independently of the configured weighting.

 Proximity - traffic is distributed to the closest site to the client. When using Proximity
scheduling, new public sites are automatically mapped to geographic coordinates based on
the GEO database. New private sites are mapped to 0°0'0" and function as expected. This
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coordinate should be overridden with accurate values to ensure correct balancing. The
position of the client is determined by their IP address.

In LoadMaster firmware version 7.2.52, a bug was fixed which
had previously caused GEO location coordinates to be changed
after creating or modifying an FQDN when using Proximity as
the Selection Criteria. This issue no longer occurs in versions
7.2.52 and above. However, if this issue occurred on a version
previous to 7.2.52 and you upgrade to 7.2.52 or above, the
coordinates do not get automatically fixed. Therefore, if the
incorrect coordinates are already in the LoadMaster, you must
manually correct them.

» Location Based - traffic is distributed to the closest site to the client. The positioning of the
sites is set by inputting the location of the site (country or continent) during setup. The
position of the client is determined by their IP address. If there is more than one site with the
same country code, requests are distributed in a round robin fashion to each of the sites.

« All Available - returns all possible healthy targets for an A, AAAA or ANY query request. The
contents of the returned list is also controlled by the Public Requests and Private Requests
settings:

- For Public Sites Only the list can only contain public addresses. Likewise, for
Private Sites Only the list can only contain private addresses.

- For Prefer Public the list only contains public addresses, unless no public
addresses are available - in which case the list contains private addresses (if any
are available). Likewise, for Prefer Private the list only contains private
addresses, unless no private addresses are available - in which case the list
contains public addresses (if any are available).

- For All Sites the list contains all available addresses

The purpose of this is to provide a list of preferred addresses, if they are available. Otherwise,
provide a list of non-preferred addresses as a failback measure for improved availability.

Fail Over

The Fail Over option is only available when the Selection Criteria is set to Location Based. When
the Fail Over option is enabled, if a request comes from a specific region and the target is down,
the connection will fail over and be answered with the next level in the hierarchy. If this is not

available, the connection is answered by the nearest (by proximity) target. If this is not possible,
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the target with the lowest requests are picked. For example, if a request from Ireland is received,
but the site assigned to Ireland is unavailable, a site assigned to Europe is selected. If the site
assigned to Europe is also unavailable, a site assigned to Everywhere is selected. If this too is
unavailable, the site with the lowest requests of the available sites in the same continent is
selected using the round robin method. The Fail Over setting affects all targets.

Public Requests & Private Requests

The Isolate Public/Private Sites setting has been enhanced in version 7.1-30. The checkbox has
been migrated to two separate dropdown menus to allow more granular control of DNS responses.
Existing behavior has been preserved and is migrated from your current setting, ensuring that no
change in DNS responses is experienced.

These new settings allow administrators finer control of DNS responses to configured FQDNs.
Administrators may selectively respond with public or private sites based on whether the client is
from a public or private IP. For example, administrators may wish to allow only private clients to
be sent to private sites.

The following table outlines settings and their configurable values:

Setting Value Client Type Site Types Allowed

Public Only Public Public
Prefer Public Public Public, Private if no public
Public Requests
Prefer Private ~ Public  Private, Public if no private

All Sites Public Private and Public

Private Only Private Private

Prefer Private  Private  Private, Public if no private
Private Requests

Prefer Public Private  Public, Private if no public

All Sites Private Private and Public

Note that exposing private IP address information to public
queries in this way may result in exposed network details.
Select this setting at your own risk.

Site Failure Handling
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The default is for failover to occur automatically. However, in certain circumstances, for example
in a multi-site Exchange 2010 configuration, this may not be optimal and different behaviour may
be required. Failure Delay is set in minutes. If a Failure Delay is set, a new option called Site
Recovery Mode becomes available.

Site Recovery Mode
This option is only available if a Failure Delay has been set. There are two options:
* Automatic: The site is brought back into operation immediately upon site recovery

* Manual: Once the site has failed, disable the site. Manual intervention is required to restore
normal operation.

Enable Local Settings

Selecting this option will display two additional fields - TTL and Stickiness. These can be set on a
per-FQDN basis or globally. To set them for an FQDN - enable local settings and configure them as
needed. The per-FQDN settings will default to the value of the global settings when the FQDN is
created.

TTL

The Time To Live (TTL) value dictates how long the reply from the GEO LoadMaster can be cached
by other DNS servers or client devices. The time interval is defined in seconds. This value should be
as practically low as possible. The default value for this field is 10. Valid values range from 1 to
86400.

Stickiness

‘Stickiness’, also known as persistence, is the property that enables all name resolution requests
from an individual client to be sent to the same resources until a specified period of time has
elapsed. For further information on Stickiness, refer to the GEO Sticky DNS Feature Description.

Unanimous Cluster Health Checks

If this option is enabled, if any IP addresses fail health checking - other FQDN IP addresses which
belong to the same cluster are marked as down. When Unanimous Cluster Health Checks is
enabled, the IP addresses which belong to the same cluster within a specific FQDN are either all up
or all down. For example, example.com has addresses 172.21.58.101, 172.21.58.102 and
172.21.58.103 which all belong to cluster cl58:

* 1f 172.21.58.101 fails, the unanimous policy forces 172.21.58.102 and 172.21.58.103 down as
well.
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* When 172.21.58.101 comes back, the unanimous policy brings back 172.21.58.102 and
172.21.58.103 along with it.

So, at any given time - either all three addresses are available or all three addresses are down.

The same approach applies for site failure mode with manual recovery. Manual recovery causes a
failed address to be disabled, so the administrator can re-enable it after fixing the problem. When
Unanimous Cluster Health Checks is enabled, all three addresses are disabled.

The unanimous policy ignores disabled addresses. So, if you know that an address is down, and for
whatever reason you want to continue using the other addresses that belong to the same cluster,
you can disable the failed address and the unanimous policy will not force down the other
addresses with it.

When Unanimous Cluster Health Checks are enabled, some configuration changes may cause FQDN
addresses to be forced down or brought back up. For example, if an address is forced down and
you remove it from the cluster while the unanimous policy is in effect, the address should come
back up. Similarly, if you add an address to a cluster where the unanimous policy is in effect and
one of the addresses is down, the new address should be forced down. This change may not occur
immediately, but it should happen the next time health checking occurs.

If there are addresses with the Checker set to None combined with addresses that have health
checking configured - addresses with no health checking will not be forced down, but they can be
forcibly disabled if the Site Recovery Mode is set to Manual. For example, say there are three
addresses:

* 172.21.58.101 with a Checker of Cluster Checks
* 172.21.58.102 with a Checker of Cluster Checks
* 172.21.58.103 with a Checker of None

If site failure handling is off or automatic, the failure of 172.21.58.101 causes 172.21.58.102 to be
forced down, but 172.21.58.103 remains up. The rationale is that if you do not want health
checking on 172.21.58.103 then it should remain up.

However, if the Site Recovery Mode is set to Manual, failure of 172.21.58.101 causes both
172.21.58.102 and 172.21.58.103 to be disabled, along with 172.21.58.101. For site recovery - all
addresses are disabled, even the ones with no health checking configured. This is to keep traffic
away from the problem data center until the system administrators fix it. This does not conflict
with having addresses with no health checking because you can have an address that is up but
disabled.

Cluster
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If needed, the cluster containing the IP address can be selected.
Checker
This defines the type of health checking that is performed. The options include:

« None: This implies that no health check is performed to check the health status of the
machine (IP address) associated to the current FQDN.

« ICMP Ping: This tests the health status by pinging the IP address.

o TCP Connect: This will test the health by trying to connect to the IP address on a specified
port.

o Cluster Checks: When this is selected, the health status check is performed using the method
associated with the selected cluster.

o HTTP: In LoadMaster firmware version 7.2.53, support was added to perform Layer7 (L7)
HTTP health checks on back-end servers within GEO "sites" that are not handled from the
LoadMaster for application delivery. For further details, refer to the following article: GEO
Layer7 HTTP Health Checks.

For further information regarding health checks, refer to the GEO Feature Description.

Parameters

The parameters for the Selection Criteria are described and can be changed within this section.
The parameters differ depending on the Selection Criteria in use, as described below:

* Round Robin - no parameters available

* Weighted Round Robin - the weight of the IP address can be set by changing the value in the
Weight text box and clicking the Set Weight button

* Fixed Weighting - the weight of the IP address can be set in the Weight text box

* Real Server Load - the weight of the IP address can be set in the Weight text box and the
Virtual Service which is measured can be chosen from the Mapping field

* Proximity - the physical location of the IP address can be set by clicking the Show Coordinates
button

* Location Based - the locations associated with the IP address can be set by clicking the Show
Locations button

Delete IP address
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An IP address can be deleted by clicking the Delete button in the Operation column of the relevant
IP address.

Additional Records

As of LoadMaster firmware version 7.2.53, you can add additional TXT, CNAME, and MX records to
an FQDN. For further details, refer to the following article: GEO - Additional Record Types

Supported.
Delete FQDN

An FQDN can be deleted by clicking the Delete button at the bottom of the Modify (Configure) FQDN
screen.

4.3 Manage Clusters

GEO clusters is a feature mainly used inside data centers. Health checks are performed on a
machine (IP address) associated to a specific FQDN, using the containing cluster server, rather than
the machine itself.

Configured Clusters

IP Address Name Coordinates Type Checker Availability Operation
10.154.11.190 Example 0°0°5"N 0°0'5"E Default None ®up
172.20.0.29 Example2 0°0°0"N 0°0°0"W Default None Qup

Add a Cluster

IP address | | Name | |

In the Manage Clusters screen there are options to Add, Modify and Delete clusters.

4.3.1 Add a Cluster

Add a Cluster
1P address [10.154.11.158 | Name [ExampleCluster N Add Cluster

When adding a cluster, there are 2 text boxes to fill out:
* |P address - the IP address of the cluster

* Name - the name of the cluster. This name can be used to identify the cluster while in other
screens.
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4.3.2 Modify a Cluster

Modify Cluster ExampleCluster

IP Address Name Locatlon Type Checkers Operation
10.15411.158 [FxampleCluster Location: 0°0'0"N 0°0°0“W [Default +[None g
Set Name Show Locations

Manually set location: 0°0°0"N 0°0'0"E
Resolved location: 0°0'0"N 0°0"0"W

Name
The name of the cluster.
Location

If needed, the Show Locations button can be clicked to enter the latitude and longitude of the
location of the IP address.

Type
The cluster type can be Default, Remote LM or Local LM:

« Default: When the type of cluster is set to Default, the check is performed against the cluster
using one of the following three available health checks:

- None: No health check is performed. Therefore, the machine always appears to
be up.

- ICMP Ping: The health check is performed by pinging against the cluster IP
address.

- TCP Connect: The health check is performed by connecting to the cluster IP
address on the port specified.

o Local LM: When Local LM is selected as the Type, the Checkers field is automatically set to
Not Needed. This is because the health check is not necessary because the cluster is the
local machine.

« Remote LM: The health check for this type of cluster is Implicit (it is performed using SSH).

When using Real Server Load as the Selection Criteria, and the cluster Type is set to Local LM or
Remote LM, a drop-down list appears called Mapping Menu. The Mapping Menu drop-down list
displays a list of Virtual Service names (where available) and Virtual Service IP addresses from that
LoadMaster. It lists each Virtual Service IP address with no port, as well as all of the Virtual IP
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address and port combinations. Select the Virtual IP address that is associated with this mapping.
If a Virtual Service with no port is selected, the health check checks all Virtual Services with the
same IP address as the one selected. If one of them is in an “Up” status, the FQDN shows as “Up”.
The port does not come into consideration.

If a Virtual Service with a port is selected, the health check only checks against the health of that
Virtual Service when updating the health of the FQDN.

The only difference between Remote LM and Local LM is that it saves a TCP connection because it
gets the information locally and not over TCP. Otherwise, the functionality is the same.

Checkers

The health check method used to check the status of the cluster.

If the Type is set to Default the health check methods available are ICMP Ping and TCP Connect.
If Remote LM or Local LM is selected as the Type, the Checkers dropdown list is unavailable.
Disable

If needed, a cluster can be disabled by clicking the Disable button in the Operation column.
4.3.3 Delete a Cluster

To delete a cluster, click the Delete button in the Operation column of the relevant cluster.

Use the Delete function with caution. There is no way to undo
this deletion.

4.3.4 Upgrading GEO Partners

When upgrading GEO partners, it is strongly recommended that all nodes are upgraded at the same
time. Since GEO partners operate in active-active mode, upgrading at the same time ensures that
consistent behavior is experienced across all nodes.

If you must operate a GEO partner with mixed versions, be sure to make all changes from the most
recent version. This prevents configuration loss due to incompatible configurations. Additionally,
changing configuration options not present in older versions will result in disparate behavior.

4.4 Miscellaneous Params

A description of the sections and fields in the Miscellaneous Params menu option are below.
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Source of Authority

Zone Name |[ZoneNameExample com. |
Source of Authority |example com. |
Name Server |example.com. W Set Nameserver
SOA Email example@kemptechnologies.com. |l Set SOA Email

A T ot v ]

Zone Name

Enter the zone name to use. A zone name is necessary for DNSSEC configurations. All FQDNs within
the zone are signed using the provided key. All FQDNs outside the zone continue to work but the
responses are unsigned.

In LoadMaster firmware version 7.2.52, the Zone Name field
moved to the new Zone section and a new Apply to Zone Only
check box was added to the Source of Authority section. For
further details, refer to the following article: Apply to Zone Only
SOA GEO Option.

Source of Authority

This is defined in RFC 1035. The SOA defines global parameters for the zone (domain). There is only
one SOA record allowed in a zone file.

Name Server

The Name Server is defined as the forward DNS entry configured in the Top Level DNS, written as a
Fully-Qualified Domain Name (FQDN and ends with a dot), for example Iml.example.com.

If there is more than one Name Server, for example in a HA configuration, then you would add the
second Name Server in the field also, separated by a blank space, for example Iml.example.com
Im2.example.com.

SOA Email

This textbox is used to publish a mail address of a person or role account dealing with this zone
with the “@” converted to a “.”. The best practice is to define (and maintain) a dedicated mail
alias, for example “hostmaster” [RFC 2142] for DNS operations, for example
hostmaster@example.com.

Disabled clusters are unavailable
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As of LoadMaster firmware version 7.2.53, a new check box named Disabled clusters are
unavailable has been introduced. This option is disabled by default. When it is enabled, requests to
the cluster are dropped if a GEO cluster is disabled. For further details, refer to the following
article: GEO Option to Prevent a Disabled GEO Cluster from Responding.

Glue Record IP

In LoadMaster firmware version 7.2.52, a new text box was introduced called Glue Record IP which
allows you to set the IP address of the name server to return in additional records in a DNS
response. For further details, refer to the following article: Configure The IP Address To Return In A

DNS Response.
TTL

The Time To Live (TTL) value dictates how long the reply from the GEO LoadMaster can be cached
by other DNS servers or client devices. This value should be as practically low as possible. The
default value for this field is 10. The time interval is defined in seconds.

TXT Record

In LoadMaster firmware version 7.2.52, support for the TXT (Text) record type was added to the
GEO functionality. For further details, refer to the following article: GEO TXT Record Support.

4.4.1 Resource Check Parameters

Resource Check Parameters

Check Interval (120 Set Check Interval
Connection Timeout (20 Set Timeout value
Retry attempts |2 Set Retry Attempts

Check Interval

Defined in seconds, this is the delay between health checks. This includes clusters and FQDNSs. The
valid range for this field is between 9 and 3600. The default value is 120.

The interval value must be greater than the timeout value
multiplied by the retry value (Interval > Timeout * Retry + 1).
This is to ensure that the next health check does not start
before the previous one completes.
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If the timeout or retry values are increased to a value that
breaks this rule, the interval value is automatically increased.

Connection Timeout

Defined in seconds, this is the allowed maximum wait time for a reply to a health check. The valid
range for this field is between 4 and 60. The default value is 20.

Retry Attempts

This is the consecutive number of times in which a health check must fail before it is marked down
and removed from the list of healthy Real Servers. The default retry attempts is 2.

The maximum detection window for failed clusters of FQDNs is the Check Interval + (Connection
Timeout * (Retry attempts + 1)). On average, the maximum time is half that.

The timeline diagram below illustrates what happens from the time a resource IP is added or
enabled, to when it goes down and then comes back up again:

1. When a resource IP is enabled/created, an ICMP request is sent by the LoadMaster to the
resource IP. Assuming it responds, the resource is marked UP.

2. After 120 seconds has elapsed (the default Check Interval), an ICMP request is sent to the
resource IP. If 20 seconds (the default Connection Timeout) elapses and the IP fails to
respond, the LoadMaster will send up to two additional requests (the default Retry
Attempts) and wait for 20 seconds between each. If all three of these requests receive no
response, then the resource is marked down, and the Check Interval timer is reset.

3. After 120 seconds elapses, the LoadMaster attempts to send an ICMP request to the
resource IP. If the resource has now come back up and responds before the Connection
Timeout elapses, the LoadMaster marks it UP and resets the Check Interval timer.
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Connection
Timeout and
. Retry
Resource IP Ct;_;‘lnl‘:il;tll':n Mt'“_" pts
responds to expires: EXPITE;
first ping and secoﬁ d i’n Resource
is marked UP. ping marked
sent. DOWN.
Check Interval Connection Check Interval
expires; LM Timeout expires; LM
sends ping. expires; third sends ping.
ping sent Resource
responds and is
marked UP.
4.4.2 Stickiness
Stickiness

Stickiness |60 Set Sticky Timeout

‘Stickiness’, also known as Global Persistence, is the property that enables all name resolution
requests from an individual client to be sent to the same resources until a specified period of time
has elapsed. For further information on Stickiness, refer to the GEO Sticky DNS Feature Description.

4.4.3 Location Data Update

Location Data Update

GeolP:20180327 Build 1 Copyright (c) 2018 MaxMind Inc AlL Rights Reserved
GeoCity:20180327 Build 1 Copyright (c) 2018 MaxMind Inc AlL Rights Reserved
GeolPv6:20180828 Build 1 Copyright (c) 2018 MaxMind Inc All Rights Reserved
GeoCityv6:20180828 Build 1 Copyright (c) 2018 MaxMind Inc ALl Rights Reserved

Geodata.patch | Choose File | No file chosen Install Update

The location patch contains the geographically-encoded IP to location data. Data files can be
obtained directly from Kemp using normal support channels. These files are a repackaged
distribution of MaxMind; the GeolP database.

The legacy MaxMind GeolLite database is only supported on
LoadMaster version 7.2.44 and below. The new MaxMind
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Geolite2 database is only supported on LoadMaster version
7.2.45 and above.

To obtain the latest release, contact support: https://kemptechnologies.com/support.

4.5 IP Range Selection Criteria

Add a new IP address

1p Adaress| |

This section allows a new IP address range to be defined.

IP Address Ranges configured

IP/IPv6 Address Range Coordinates Location Operation

10.154.11.150/32 Ireland

After adding an address, clicking Modify will open the modify settings screen. It is also possible to
delete a range after it has been added.

IP Address Coordinates Location

EHZ'E' ElElEl [Ireland v

10154 11.190/32

This section allows the definition of up to 64 IP ranges per data center.

IP Address

Specify an IP address or network. Valid entries here are either a single IP, for example 192.168.0.1,
or a network in Classless Inter-Domain Routing (CIDR) format, for example 192.168.0.0/24.

Coordinates
Specify the latitude and longitude of the location.
Location

Specify the location to be assigned to the address.
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Add a new custom location

|

Add Custom Location

This section allows you to add a custom location.

Custom Locations configured

Custom Location Name

Operation

Mew York

Existing custom locations can also be modified and deleted in this section.

4.6 IP Blacklist Settings

It is possible to download blacklist rules from Kemp to block access from IP addresses that are on
the blacklist. A whitelist can be manually specified that will override the blacklist.

This is a licensable feature. If you cannot see these options, or
if any fields are grayed out, please contact Kemp to upgrade

your license.

Automated IP Blacklist Data Update settings

Enable Automated GEO IP Blacklist data Updates [7]

Last Updated: g3 jun 2016 08:15:28 [l EE AL 0]
Enable Automated Installs ] when to Instatt [LLi0] - |
Manually Install GEO IP Blacklist data |@REEINIVE | st Installed: 01 Jun 2016 08:15:32
View GEO IP Blacklist data file

Show Changes

IP Whitelist Data settings

GEQ ACL white list is empty

Add New Address/Metwork

agaresspienwork [ ]
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Enable Automated GEO IP Blacklist data Updates

If this option is enabled, updates to the GEO IP blacklist are downloaded daily. By default, this
option is disabled.

Last Updated

The date when the last updates were downloaded is displayed. If the GEO blacklist data is more
than 7 days old, a message appears to inform you.

Download Now

Click this button to download the updates now.

Enable Automated Installs

Select this check box to enable the automatic daily install of updated rules at the specified time.
When to Install

Select the hour at which to install the updates every day.

Manually Install GEO IP Blacklist data

This button enables you to manually install the updates. This section also displays when the
updates were last installed. If the GEO blacklist data is not updated for more than 7 days, a
message appears to inform you.

View GEO IP Blacklist data file

Clicking the View button displays the current GEO IP Blacklist data file.
IP Whitelist Data Settings

This section displays the IP addresses that are currently on the whitelist.
Add New Address/Network

In this section, new addresses and networks can be added to the whitelist. The whitelist overrides
the blacklist.

4.7 Configure DNSSEC

Before you can configure DNSSEC, a zone must be defined. To define a zone, go to Global
Balancing > Miscellaneous Params and specify a Zone Name.
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Key Signing Key (KSK)

Generate KSK Files
Import KSK Files

Public Key

DS (SHA-1)
DS (SHA-2)

DNS Security Setting

Enable DNSSEC [

After the zone name is defined, the Key Signing Keys (KSKs) must be configured. You have two
choices - you can either:

* Import the KSK files by clicking Import and browsing to the file locations.

* Generate the KSK files by clicking Generate

Generate Key Signing Key Files

Algorithm [RSASHA256 v]

Key Size |2048 v

Cancel §§ Generate

On the generate screen, select the cryptographic Algorithm and Key Size.
The following algorithms are supported:

* NSEC3RSASHAl

* RSASHA256

* RSASHA512
The default is RSASHA256.

The supported key sizes are 1024, 2048 and 4096 bits. The default is 2048.
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Key Signing Key (KSK)

Generate KSK Files
Import KSK Files

Delete KSK Files

ZoneMameExample.com. IN DNSKEY 257 3 8
AWEAACAMMUDbONFp&sSXKXbCrBbMPEzd/+ADPKITYqDC90zOfNglOPvCa
fhIGELbvIQOd6uDGXC2pHVIHfoHXBIWAL/ I TpIGO& QW]+ SF14WUBUCL
USSYPH25ATFIOkyFbalwbPORSPpLHYS501K1UgiY4BR4YDpnf6BGSY6/
Usiq0AZEDZ/R10/i0LsI0JGIMBbYuSBnRalKVKa200Qt5stljaws7oytE
SrmWD7DoucDP7euPXkMyg05crl9p/afi6LIM1PsA5P1DYOW/SQIUOTmy
KG9EjzIHLa4nZKBhB7DogwMKdELgXx1d/xc3d9ulUtm4EdjvasSrskBlv+
LgPoHjkdx4k=

Public Key

ZoneMameExample.com. IN D5 21802 81
99DC4F92338AEB32AFB238A82A8409110309F727

ZoneMamekExample.com. IN D5 21802 8 2
4352D4C5684741DBBC5AD7D919308A187618344015B828C0EC3804B17885EF71E

DS (SHA-1)

DS (SHA-2)

After the KSK files have been generated/imported, the DNSSEC screen shows the KSK details and
gives you an option to delete the KSK files.

The final step is to enable DNSSEC by selecting the check box.

4.8 GSLB Statistics

The GSLB Statistics screen (accessible from under the Global Balancing section in the main menu)
is a centralized snapshot of the GSLB components that enable site resiliency and hybrid traffic
distribution.
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GSLEB Service Status

Boot time Tue, 12 Mar 2019 10:23:13 GMT

Last configuration Tue, 12 Mar 2019 08:27:38 GMT

FQDMN Statistics

Fully Qualified Domain Name IP Address Requests/s Total
www._abhijeettest.com. 1234 4] 17
Queries
Type Requests
A 11
AN 10
ANY &

DMNS Request Information

Type Description Requests
Requestvs IPv4 Requests Received. i7
Requestvé IPwv& Reguests Received. i0
ReqEdns0O Requests with DNS Extension Mechanisms Received. 7
ReqTCP TCP requests received. ]
Response DM5 Responses Sent 27
RespEDNS0 DMS Responses with DNS Extension Mechanisms Sent. o
QrySuccess DMS Queries resulted in a successful answer. i7
QrvAuthAns DMS Queries resulted in authoritative answer. 27
QryNxrrset DMNS Queries resulted in NOERROR responses with no data. 10
QryUDP UDP gueries received. 21

The following sections display on the GSLB Statistics screen:

« GSLB Service Status: Displays the Boot time (the start time of the bind device) and the Last
configuration (the date and time when the configuration was last modified).
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o FQDN statistics: Displays the FQDN configuration with IP address information.
o Queries: Displays the different DNS query types received.

« DNS Request Information: Displays the type of DNS requests with a description and request
count.

If you disable and re-enable GSLB, the GSLB statistics reset to
zero.
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5 Statistics

5.1 Real Time Statistics

Shows the activity for the LoadMasters within the system (Global), the Real Servers, the Virtual
Services and the WAF.

5.1.1 Global

| Global | Real Servers | Virual Services

Total CPU activity

User 0%

System 1%
Idle 99%
1/0 Waiting 0%
CPU Details [0 ] 1]

Memory Usage (Total 2003 MB)

Used 222 MB (11%) —

Free 1750 MB (89%)

Netwaork activity

Interface speed activity inbound

MBit/s MBit/s = outbound

eth0 10000 0.0

0.0
el 10000 0.0

0.0

Disk Usage

/var/log (7.20 G8) 0.02 G8 (0%)
Narflog/userlog (769 GB) 0.02 GB (0%)

Total CPU Activity

This table displays the following CPU utilization information for a given LoadMaster:

Statistic Description

User The percentage of the CPU spent processing in user mode

System  The percentage of the CPU spent processing in system mode

Idle The percentage of CPU which is idle

I/0O Waiting The percentage of the CPU spent waiting for /0 to complete

The sum of these four percentages equals 100%.
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Core Temperatures: The temperature for each CPU core is displayed for LoadMaster hardware
appliances. Temperature will not show on a Virtual LoadMaster statistics screen.

These values are only available using SNMP. For further information on SNMP Options, refer to the

SNMP Options section.
CPU Details: To get statistics for an individual CPU, click the relevant number button in CPU
Details.
CPU1 activity

User 2910

System 1%

Hw Interrupts 0%

SW Interrupts 0%

Idle g7, I

I/0 Waiting 0%

The CPU details screen has two additional statistics displayed - HW Interrupts and SW Interrupts.
Memory usage

This bar graph shows the percentage (MB) amount of memory in use and the amount of memory
free.

Network activity
These bar graphs show the current network throughput on each interface.
Disk Usage

This section provides an indication of the percentage (GB) used/free of the log partitions. Color-
coding is used to highlight different usage levels:

e 0% to 50%: green
o 50% to 90%: orange

e 90% to 100%: red
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5.1.2 Real Servers

 Bits |
Mame IP Address Status ‘(Iizt:r:s I;,s;!c 5 Mins 30 Mins 1 Hour :;ﬂ:: E:ﬁ:;:{ate [%] Conns/sec
1= 101541531 OUp ] ] ] ] ] ] ] ]
1= 101542042 OUp ] ] ] ] ] ] ] ]
3= 101542013 0Up ] ] ] ] ] ] ] ]
3 System Total Conns 0 ] ] ] ] ] 0 fsec

These graphs display the connections, bytes, bits or packets, depending on choice. The buttons in
the top right of the page toggle which values are displayed. The values displayed for the Real
Server comprise of the values for all the Virtual Services accessing the Real Server.

If the Real Server has been assigned to more than one Virtual Service, you can view the statistics
for each Real Server by Virtual Service by clicking the arrow (=) to the right of the number in the
first column. This expands the view to show the statistics for each Virtual Service on the Real
Server.

Because of the way that encrypted services are implemented, it
is not possible to view the packet statistics on an encrypted
Virtual Service.

Name: The Name column is automatically populated based on a DNS lookup.

IP Address: This column displays the IP address of the Real Servers, and the Virtual Service (if

expanded).

RS 172.22.4.20 Reguest/Response (ms) Round Trip Times (ms)
Real Server 17222420 Current Average 0/341 Current Average 0
Active Conns - Current Max 2 /3329 Current Max 0
Total Conns 1899 Current Min 0/107 Current Min 0
Total Bytes 995223622 Long Term Avg 1/324 Long Term Avg 0
Total Services 1 Long Term Max 2452 /7609 Long Term Max 0
Active Services 1 Long Term Min 0/62 Long Term Min 0
Functioning Services 1
Persist Entries 0

kemp.ax 124 Copyright 2002-2021, Kemp Technologies, All Rights Reserved



Web User Interface (WUI)

5 Statistics

< kemp

Clicking the links in the IP Address column will display another screen containing a number of
statistics specific to that Real Server.

Round trip times between the LoadMaster and Real Server are displayed. The performance of the
Real Servers is monitored with the following two measurements:

In the

How long the Real Server takes to respond to the request (first byte).
How long the Real Server takes to send all the data (last byte) - response time.

above graphic the Request/Response Current Max figures are 2 / 3329. This means that it

took the Real Server a maximum of 2ms to respond to the request (first byte) and a max of 3329ms
to send all the data and this is the measurement of the response time.

Round Trip Time (RTT) to the server cannot be measured if
using re-encrypt.

Request/Response times are not applicable if the service being
used is a HTTP-like service.

Clicking Reset Statistics in the Debug Options screen (System
Configuration > System Administration > System Log Files
> Debug Options) clears all the values.

For each RTT or request/response time, the following values are measured:

kemp.ax

Current Average: The average time (in milliseconds (ms)) over the last 5 seconds (or since the
last statistics reset).

Current Max: The current maximum time (in ms) - in the last 5 seconds (or since the last
statistics reset).

Current Min: The current minimum time (in ms) - in the last 5 seconds (or since the last
statistics reset).

Long Term Avg: The average time over the whole period since the Virtual Service started
handling traffic (or since the last statistics reset).

Long Term Max: The all-time maximum value (in ms) since the Virtual Service started
handling traffic (or since the last statistics reset).

Long Term Min: The all-time minimum value (in ms) (or since the last statistics reset).
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Values are only present if values have been recorded. For example, no Current Max displays if no
traffic has passed through the Virtual Service in the last five seconds or if the Virtual Service
cannot monitor the specific values.

Status: This shows the status of the Real Server.

Adaptive: This will only be displayed if an adaptive scheduling method has been selected for a
Virtual Service. This column will display the adaptive value.

Weight: This will only be displayed if the scheduling method is set to resource based (SDN
adaptive) in a Virtual Service. The information which is gathered from the controller determines
what the Adaptive value is set to. As the adaptive value goes up, the weight of the Real Server goes
down. If all adaptive values are the same, all weights are the same. When the adaptive values are
different the weights will change. The weight of the Real Servers determines where traffic is sent. If
a Real Server is configured in multiple Virtual Services, two numbers are displayed for the weight -
the first shows the average of the current weights over all Virtual Services that the Real Server is
configured in. The second shows the number of Virtual Services that the Real Server is configured
in. For example, a Weight of 972/2 means that the average weight of a Real Server which is
configured in two Virtual Services is 972.

Total Conns: The total number of connections made.

For Layer 4 UDP connections - the connection count always
shows as 0.

Last 60 Sec: The total number of connections in the last 60 seconds.
5 Mins: The total number of connections in the last 5 minutes.

30 Mins: The total number of connections in the last 30 minutes.

1 Hour: The total number of connections in the last hour.

Active Conns: The total number of connections that are currently active.

When using ESP, all connections going through the login
process are counted as active connections for the Virtual
Service. They are not counted as active connections for the
Real Server because they are not actual connections to the Real
Server. The WUI page displays the number of active
connections associated with the Real Servers, while SNMP
displays the number of active connections for the Virtual
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Service. The APl returns the same value as displayed in the
WUI. Without ESP, these values are identical. When using ESP,
the Virtual Service counts can be much higher than the final
counts going to the Real Servers, due to the above reason.

Current Rate Conns/sec: The current rate of connections per second.
[%]: The percentage of connections per second.
Conns/sec: A graphical representations of the connections per second.

System Total Conns: This row displays totals for each of the columns.

5.1.3 Virtual Services
[ Comneciions | Bytes | Bits |

Name  Virtual IP Address Protocol  Status 1‘:’?’; Last 60 Sec SMins  30Mins  1Hour  Active Conns g:ﬁ;;m’ ';;‘_']l:?"’m e

1 Splunk 1015411 91:443 tcp oup 4] 0 0 4] 4] 4] 0 o 101541190 1]

1 System Total Conns 4] 0 0 4] 4] 4] 0 /sec

These graphs display the connections, bytes, bits or packets, depending on choice. The buttons in
the top right of the page toggle which values are displayed. The percentage of distribution across
the Virtual Service's Real Servers are displayed.

Name: The name of the Virtual Service.

Virtual IP Address: The IP address and port of the Virtual Service.

VIP 172.21.4.11:80 Request/Response (ms) Round Trip Times (ms)
Address 172.21.4.11 Current Average 1/33 Current Average 0
Port 80 Current Max 1026 / 5484 Current Max 10
Protocol tcp Current Min 0/102 Current Min 0
Active Conns 7] Long Term Avg 25315 Long Term Avg 0
Total Conns 45095 Long Term Max 2555 /9881 Long Term Max 28
Total Bytes 23634841712 Long Term Min 0/61 Long Term Min 0
Real Servers 16
Persist Entries 0

Clicking the links in the Virtual IP Address column will display another screen containing a number
of statistics specific to that Virtual Service.
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Round trip times between the client and LoadMaster are displayed. The performance of the Virtual
Service is monitiored with the following two measurements:

« How long the Virtual Service takes to respond to the request (first byte).
« How long the Virtual Service takes to send all the data (last byte) - response time.

In the above graphic the Request/Response Current Max figures are 1026 / 5484. This means that it
took the Real Server a maximum of 1026ms to respond to the request (first byte) and a max of
5484ms to send all the data and this is the measurement of the response time.

Clicking Reset Statistics in the Debug Options screen (System
Configuration > System Administration > System Log Files
> Debug Options) clears all the values.

For each RTT or request/response time, the following values are measured:

« Current Average: The average time (in milliseconds (ms)) over the last 5 seconds (or since the
last statistics reset).

o Current Max: The current maximum time (in ms) - in the last 5 seconds (or since the last
statistics reset).

o Current Min: The current minimum time (in ms) - in the last 5 seconds (or since the last
statistics reset).

» Long Term Avg: The average time over the whole period since the Virtual Service started
handling traffic (or since the last statistics reset).

« Long Term Max: The all-time maximum value (in ms) since the Virtual Service started
handling traffic (or since the last statistics reset).

« Long Term Min: The all-time minimum value (in ms) (or since the last statistics reset).

Values are only present if values have been recorded. For example, no Current Max displays if no
traffic has passed through the Virtual Service in the last five seconds or if the Virtual Service
cannot monitor the specific values.

Address: The IP address of the Virtual Service.
Protocol: The protocol of the Virtual Service. This will either be tcp or udp.

Active Conns: The total number of connections that are currently active.
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When using ESP, all connections going through the login
process are counted as active connections for the Virtual
Service. They are not counted as active connections for the
Real Server because they are not actual connections to the Real
Server. The WUI page displays the number of active
connections associated with the Real Servers, while SNMP
displays the number of active connections for the Virtual
Service. The APl returns the same value as displayed in the
WUI. Without ESP, these values are identical. When using ESP,
the Virtual Service counts can be much higher than the final
counts going to the Real Servers, due to the above reason.

Total Conns: The total number of connections made.

Total Bytes: The total number of bytes transmitted.

Real Servers: The total number of Real Servers in this Virtual Service.
Persist Entries: The total number of persistence entries made.

WAF: The status, along with the other WAF statistics below, are displayed if WAF is enabled on the
Virtual Service.

Requests: The total number of requests handled by the WAF (shows all requests, whether they were
blocked or not). Two requests are recorded for each connection - one incoming and one outgoing
request.

Incidents: The total number of events handled by the WAF (that is, requests that were blocked).
Incidents/Hour: The number of events that have happened in the current hour (since xx.00.00).
Incidents/Day: The number of events that have happened since midnight (local time).

Incidents/Dayover: The number of times the event counter has gone over the configured warning
threshold today. For example, if the threshold is set to 10 and there has been 20 events, this
counter is set to 2. The warning threshold is set on a per-Virtual Service basis by filling out the
Hourly Alert Notification Threshold field in WAF Options in the Virtual Service modify screen. For
further information, refer to the Web Application Firewall (WAF) Options section.

System Total Conns: This row displays totals for each of the columns.
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5.1.4 WAF

Global
WAF Enabled VS Statistics

Mame Virtual IP Address Protocol Status Total Reg Total Events Events this hour Events Today  Events over Limit Today
1 Example Virtual Service 172.20.0.207:80 tcp -O o 0 1] 1]
1 WAF enabled V5 Total ] (1] 0 ] ]

These statistics refresh every 5 to 6 seconds. The following items are displayed on this screen:
Count: The left-most column displays the total number of WAF-enabled Virtual Services.
Name: The name of the WAF-enabled Virtual Service.

Virtual IP Address: The IP address and port of the Virtual Service.

Protocol: The protocol of the Virtual Service (tcp or udp).

Status: The status of the Virtual Service. For information on each of the possible statuses, refer to
the View/Modify (Existing HTTP Service) section.

Total Requests: The total number of requests handled by the WAF (shows all requests, whether they
were blocked or not). Two requests are recorded for each connection - one incoming and one
outgoing request.

Total Events: The total number of events handled by the WAF (requests that were blocked).
Events this hour: The number of events that have happened in the current hour (since xx.00.00).
Events Today: The number of events that have happened since midnight (local time).

Events over Limit Today: The number of times the event counter has gone over the configured
warning threshold today. For example, if the threshold is set to 10 and there has been 20 events,
this counter is set to 2. The warning threshold is set on a per-Virtual Service basis by filling out the
Hourly Alert Notification Threshold field in WAF Options in the Virtual Service modify screen. For
further information, refer to the Web Application Firewall (WAF) Options section.

5.2 Historical Graphs

The Historical Graphs screen provides a graphical representation of the LoadMaster statistics.
These configurable graphs provide a visual indication of the traffic that is being processed by the
LoadMaster.

In some cases, after upgrading the LoadMaster firmware from
version 7.1.35 to a newer firmware version, historical graphs
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may not display. To fix this, reset the statistic counters (System
Configuration > Extended Log Files > System Log Files > Debug
Options > Reset Statistics).

There are graphs for the network activity on each interface. There is also an option to view graphs
for the overall and individual Virtual Services and the overall and individual Real Servers.

The time granularity can be specified by selecting one of the hour, day, month, quarter or year
options.

In the case of the network activity on the interface graphs, you can choose which type of
measurement unit you wish to use by selecting one of the Packet, Bits or Bytes options.

For the Virtual Services and Real Servers graphs you can choose which type of measurement unit
you wish to use by selecting one of the Connections, Bits or Bytes options.

You can configure which Virtual Service statistics are being displayed by clicking the configuration
icon: in the Virtual Services panel. This opens the Virtual Services configuration window.

VS selection for history graphs

graph disabled graph enabled
01: 10.154.11.61:80 [Example] = 02: 10.154.11.62:80 [Example 2] =«

=
P

From here, Virtual Services can be added or removed from the statistics display.

You can disable these graphs by disabling the Enable Historical Graphs check box in the WUI
Settings screen.

A maximum of five Virtual Services can be displayed at the same time.

To close the dialog and apply any changes, please ensure to click the &S button within the window
itself.
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RS selection for history graphs

graph disabled graph enabled
10.154.11.63 . 10.154.11.64 a

=5
&

You can configure which Real Server statistics are being displayed by clicking the configuration

icon, in the Real Servers panel. This opens the Real Servers configuration dialogin a
separate window.

From here, Real Servers can be added or removed from the statistics display.

A maximum of five Real Servers can be displayed at the same time.

To close the dialog and apply any changes, please ensure you click the button within the

window itself.

By default, only the statistics for the Virtual Services and Real Servers displayed on the Statistics
page are gathered and stored. To view statistics for all Virtual Services and Real Servers, enable
the Collect All Statistics option in System Configuration > Miscellaneous Options > WUI Settings.

This option is disabled by default because collecting statistics
for a large number of Virtual Services and Real Servers can
cause CPU utilization to become very high.

The graphs in the LoadMaster WUI are auto-scaling and are shown using SI magnitude units. The
graph will show the prefix of the scaling factor used so the absolute value can be calculated if
needed.

The possible scaling factors and their prefixes are listed in the table below.

Symbol Prefix Factor
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P peta 10715
T tera 10712
G giga 10"9
M mega 1076
k kilo 1073
m milli ~ 107(-3)
u micro  107(-6)

To calculate the absolute “real” value, take the value shown in the graph and multiply it by the
scaling value.

Example

A value of 200 is shown in the connections per second graph with a scaling factor of “m”. As listed
in the table above, “m” stands for “milli”. Therefore, to find the absolute value of connections per
second for that time - the value of 200 needs to be multiplied by a factor of 107(-3):

* 107(-3) = 0.001
* 200 x 0.001 = 0.2 connections per second

This calculation shows that there is less than one connection per second and, due to the fact that
the connection rate is so low, if the graph shows the absolute number of connections it will just be
a straight line at zero and offers no useful information.
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6 SDN Statistics

To view the SDN statistics, go to Statistics > SDN Statistics in the main menu of the LoadMaster
WUI.
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SDM Controllers

ClusterID Inuse IPwv4 Port HTTPS Name Wersion Credentials Action

1 @ True 10.154.201.12 8443 True HP VAN 2.5.11.1149 True path info

SDN Metrics SDN-Adaptive Metrics
hour Packets hour
network traffic all Hosts adaptive parameters all Hosts
g.e | —_ == 5.0kt
-0.2 G 4.0 k
-0.4 G an
0.6 G 5 0k
Y 0.8 G T 20k
no.l1.e6 o k
’ 1.8
~ 126 o
s -l.40 o 0.0
o =
e ‘166G T -lok
-l.8 G =
2.0 6 g 20k
-2.2 06 -3.0 k
-2.4 6 . o _
11: @8 11: 20 11: 48 11: 88 11:20 11: 48
B RS 10.154,201.2 B cntrl 10.154.201.2
B RS 10.154,.201.3 B cntrl 10.154.201.3
H RS 10.154,.201.4 B cntrl 10.154,.201.4
M RS 10.154,201.5 B cntrl 10.154.201.5
O RrRs 10.154,201.2 0 weight 10.154.201.2
H RS 10.154,201.3 M weight 10,154,201.3
W RS 10.154.201.4 W weight 10.154.201.4
B RS 10.154,201.5 B weight 10.154.201.5
max avg min max avg min
B632.72 MBps 65,35 MBps 0,00 MBps cntrl 100 28 5
637,48 MBps 65,77 MBps 0,00 MBps cntrl 100 27 5
604,70 MBps 64,05 MBps 0,00 MBps cntrl 100 27 =)
604,73 MBps 54,14 MBps 0.00 MBps cntrl o4 25 5
11.21 MBps 4,54 MBps 0.0l MBps weight 1136 966 21
11.21 MBps 4,54 MBps 0.0l MBps welght 1196 982 21
11.22 MBps 4,52 MBps 0.0l MBps welght 1215 991 21
11.22 MBps 4,52 MBps 0,00 MBps welght 3940 105l B840
network traffic 10.154.201.2 adaptive parameters 10.154.201.2
network traffic 10.154.201.3 adaptive parameters 10.154.201.3
network traffic 10.154.201.4 adaptive parameters 10.154.201.4
network traffic 10.154.201.5 adaptive parameters 10.154.201.5

The Name, Version and Credentials are displayed if the
LoadMaster has successfully connected to the SDN Controller.

Statistics section
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Statistics will not be displayed unless the SDN Controller has
been added and is communicating with the LoadMaster. If the
Name, Version and Credentials are not displaying it means that
the LoadMaster is not connected to the SDN Controller. This
could mean that the configuration is not correct, or the SDN
Controller is down.

Two types of statistics are displayed on this screen - network traffic and adaptive parameters:

* Network traffic - this can display the number of bits and bytes transferred per second for each
of the Real Servers. The maximum, average and minimum number of bits/bytes per second are
shown.

* Adaptive parameters - this displays the adaptive value (ctrl) and the weight. As the adaptive
value goes up, the weight of the Real Server goes down.

6.1 Device Information

UID Name Type
00:00:54:91:35:1c:c5:30 ovsbrQ Default OpenFlow Switch
00:00:66:52:10:5ffb:45 ovsbrl Default OpenFlow Switch

Information about switches on a controller which has OpenFlow enabled can be viewed by clicking
the device info button.
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uiD Hame Type Vendor Product
w  00:00:54:97:35:1c:c5:30 ovsbrd Default OpenFlow Switch Nicira, Inc. Open vSwitch
1D Name State Mac
id=0x1 Name:enol State.[UP] Mac:54:9F.35:1C.c5:30
id=0x4 Namenetl State:[UP] Mac:fe:54:00:bc:1bic3
Interface Info id=0x7 Name:vnetl State:[UP] Mac:fe:54:00:8d:73.9b
id=0x8 Name:vnety State:[UP] Mac:fe:54:00:b1:4b:3b
id=0xa Name:patch-ovsbro State:[UP] Mac:Te:5d:ac60:9f 11
id=0xb Name:patch-ovsbr3 State:[UP] Mac:2a:32:8c:e7:4c:5b
id=0xfffffffe Name:ovsbrd State:[UP] Mac:54:9:35:1¢c:c5:30
1D VID Port Mac
10.154.50.25 00:0c:29b1:96:46
10.154.120.62 00:50:56:08:135:45

10154190197

00:50:56:b8:4d.7d

10.154.50.80 00:0c:29:64:83:1b
10.154.190.104 00:50:56:b8:¢7:31
10154190172 00:0c:2991269d
10.154.190.157 00:0c:29:d7:aa:5¢
101542530 00:50:56:b8b4:5d
10.154.190.145 00:50:56:08:54:d5
10154120115 00:50:56:08:19:67
10154190111 00:50:56:-b8:28:08
10.154.190.120 00:50:55:b8:2e:39
10.154.190.157 00:50:56:08:97 f6
10154190126 BO:3F:5d:08:92:.dé
Node Info 10.154.03 20:0c:c8:49:f6:4C

10.154.190.152
10.154.190.174

o0 00 0000000000000 0c000000000o00

[ I T T T e o S N I S S T T S = Y

00:0c:29:54:e8:2b
00:50:56:b8:b7:2e

10.154.190.115 00:50:56:68:78:6b
101545061 00:50:56:b8:a5:00
10154190151 00:50:56:08:1b:67
10154190118 00:50:56:08B7:5¢
10154190128 00:50:56:08:d4:84
101547525 00:50:56:b80c:3f
1015425102 00:50:56:b8:70:8c
10.154.190.190 00:10F3:38:4a:e4
10.89.0.44 00:0c:29:56ad:2f
10.154.190.150 00:0c:29:2bdV a3
10.154.50.167 00:0c:29:24:2e:49
10.154.50.81 00:0c:29:a1:6a:5b

Further information can be seen by clicking the plus (+) button to expand each of the devices.
6.1.1 Path Information

Path information can be viewed by clicking the path info button.

The LoadMaster and the SDN controller need to be directly
connected for the path information to be displayed.
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To view a graphical representation of the path, click the => or <= icon in the Dir column for the
relevant path.

10.231.100.5 - 00:10:f2:3aad e

25

00:64:34:64:a9:b7:04:80

24
24
m 00:64:40:a8:f0:87:04:80

zl:i
23
00:64:a0:1d:48:92:41.80
2
10.231.100.12 52:54:00:84:77:c2

This screen will display the LoadMaster, Real Server and any switches in between. The LoadMaster
and Real Server are represented in brown. The LoadMaster is at the top and the Real Server is at
the bottom.

The switches are represented in blue. The switch name will appear in the blue boxes if the SDN
Controller picks it up.

The Data Path Identifier (DPID) of each switch on the network is displayed on the right of the
switches. The DPID is how the controller identifies the different switches.

The Media Access Control (MAC) address of the LoadMaster and Real Server are displayed to the
right of those devices. The IP address of the LoadMaster and Real Server will also be displayed on
the left.

The colour of the paths are explained below:
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* Light green: Traffic is idle and the link is healthy.
* Red: The path is congested with traffic.
* Grey: The path between the LoadMaster and initial switch is shown as grey.

So, in the example screenshot above - the path between the Path2 and Switch2 switches is healthy
but the paths between Switch2 and Switchl and the Real Server are congested.

The colour of the path may change as the path gets more or less congested. There is an array of
red colours that can be displayed - the darker the red colour is, the more congestion is on the path.
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7 Real Servers

Real Server Status Operation
(] 10.154.11.183 @ Enabled
() 10.154.11.184 @) Enabled

This screen shows the current status of the Real Servers and gives the option to Disable or Enable
each Real Server. Each Real Server has corresponding buttons to disable (take an online server
offline) and enable the Real Server. You can also enable or disable multiple Real Servers at the
same time by selecting the relevant Real Servers, and clicking the relevant button at the bottom.

The status can be Enabled (Green), Disabled (Red) or Partial (Yellow) - meaning the Real Server is
enabled in one Virtual Service.

Caution

Disabling a Real Server will disable it for all Virtual Services
configured to use it. If itis the only Real Server available (that
is, the last one) the Virtual Service is effectively down and will
not pass any traffic.

Real Servers that have DNS names assigned to them appear above/below Real Servers without DNS
names. You can sort the list of Real Servers by clicking the Real Server or Status column headings.

kemp.ax 140 Copyright 2002-2021, Kemp Technologies, All Rights Reserved



Web User Interface (WUI)

8 Rules & Checking

< kemp

8 Rules & Checking

8.1 Content Rules
8.1.1 Content Matching Rules

Content Matching Rules
Name Type Options Header Pattern Operation
|vmwwkspm Regex R J— \ |

This screen shows rules that have been configured and gives the option to Modify or Delete.

In LoadMaster firmware 7.2.52 and above, it is possible to
Duplicate content rules. There is also an In Use column that
indicates if a content rule is assigned to any Virtual Services
(and how many it is assigned to). For further details about the
improvements made in 7.2.52, refer to the following article:
Content Rule Enhancements.

To define a new rule, click the Create New button. You must give the rule a name.

The Rule Name must be alphanumeric, unique, and cannot contain spaces. Rules are case
sensitive, thus two different rules can exist in the form of Rulel and rulel. It is not possible to
name a content rule default.

The options that are available depend on the Rule Type that you select. The available rules are as
follows:

Rule Types:
* Content Matching: matches the content of the header or body
* Add Header: adds a header according to the rule
* Delete Header: deletes the header according to the rule
* Replace Header: replaces the header according to the rule
* Modify URL: changes the URL according to the rule

* Replace String in Response Body: replaces text in the body according to the rule
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For further information on configuring rules, please refer to the document.
8.1.2 Content Matching

When the Rule Type selected is Content Matching the following describes the options available.

Create Rule

Rule Name pWA |

Rule Type |[Content Matching v

Match Type | Regular Expression ¥

Header Field |

Match String P’\'l.f'owa =

MNegation L/

Ignore Case [#

Include Hostin URL LJ

Include Queryin URL LJ

Fail On Match L]
Perform If Flag Set | [Unset] v

Perform If Flag is NOT Set | [Unset] ¥
Set Flag If Matched

Create Rule

Rule Name
The name of the rule.
Match Type:
* Regular Expression: compares the header to the rule
* Prefix: compares the prefix of the header according to the rule
* Postfix: compares the postfix of the header according to the rule
Header Field

The header field name must be matched. If no header field name is set, the default is to match the
string within the URL.

Rules can be matched based on the Source IP of the client by entering src-ip within the Header
Field text box. The header field is populated by the source IP of the client.

Similarly, rules can also be matched based on the HTTP Method used, for example GET, POST or
HEAD. The methods that are to be matched should be written in uppercase.

The body of a request can also be matched by typing body in the Header Field text box.

Match String
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Input the pattern that is to be matched. Both Regular Expressions and PCRE are supported. The
maximum number of characters allowed is 250.

For further information on Regular Expressions and PCRE, please refer to the Content Rules Feature
Description.

Negation

Invert the sense of the match.

Ignore Case

Ignore case when comparing strings.

Include Host in URL

Prepend the hostname to request URL before performing the match.
Include Query in URL

Append the query string to the URL before performing a match.
Fail On Match

If this rule is matched, then always fail to connect.

Perform If Flag Set

Only try to execute this rule if the specified flag is set.

Perform If Flag is NOT Set

Only try to execute this rule if the specified flag is not set.

Set Flag If Matched

If the rule is successfully matched, set the specified flag.

Using the Perform If Flag Set and Set Flag If Matched options, it is possible to make rules
dependent on each other, that is, only execute a particular rule if another rule has been
successfully matched. For more detailed instructions on ‘chaining’ rules, please refer to the Content
Rules Feature Description.

8.1.3 Add Header

When the Rule Type selected is Add Header the following describes the options available.
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Create Rule

Rule Name [ExampleHeaderRule
Rule Type |Add Header v

Header Field to be Added |

Value of Header Field to be Added |

Perform If Flag Set |Flag1 v
Perform If Flag is NOT Set |[Unset] v

Create Rule

Rule Name

This is a text box to enter the name of the rule.

Header Field to be Added

This is a text box to enter the name of the header field to be added.
Value of Header Field to be Added

Enter the value of the header field to be added. You can enter a maximum of 255 characters in this
field.

Perform If Flag Set
Only execute this rule if the specified flag is set.

The flag is set by a different rule. For further information on flags please refer to the Content
Matching section.

Perform If Flag is NOT Set
Only try to execute this rule if the specified flag is not set.
8.1.4 Delete Header

When the Rule Type selected is Delete Header the following describes the options available.

Create Rule

Rule Name [ExampleDeleteHeader |

Rule Type [Delete Header v

Header Field to be Deleted |

Perform If Flag et [Flag1 v
Perform If Flag is NOT Set |[Unset] v

Create Rule
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Rule Name

This is a textbox to enter the name of the rule.

Header Field to be Deleted

This is for a text box to enter the name of the header field to be deleted.
Perform If Flag Set

Only execute this rule if the specified flag is set.

The flag will have been set by a different rule. For a more detailed explanation of flags please refer
to the Content Matching section.

Perform If Flag is NOT Set
Only try to execute this rule if the specified flag is not set.
8.1.5 Replace Header

When the Rule Type selected is Replace Header the following describes the options available.

Create Rule

Rule Name [ExampleReplaceHeader |

Rule Type | Replace Header r

Hesder Fisld [Example

Match String |Examp|e

Value of Header Field to be replaced |

Perform If Flag et |Flag1 v
Perform If Flag is NOT Set | [Unset] ¥

Rule Name

This is for a textbox to enter the name of the rule.

Header Field

This is for a textbox to enter the header name field where the substitution should take place.
Match String

The pattern that is to be matched.

Value of Header Field to be replaced

This is for a textbox to enter the value of the header field to be replaced.
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Perform If Flag Set
Only execute this rule if the specified flag is set.

The flag is set by a different rule. For a more detailed explanation of flags please refer to the
Content Matching section.

Perform If Flag is NOT Set
Only try to execute this rule if the specified flag is not set.
8.1.6 Modify URL

When the Rule Type selected is Modify URL the following describes the options available.

Create Rule

Rule Name ExampIeModifyURLHeader |
Rule Type [Modify URL T

Match String  [Example

Modified URL |

Perform If Flag Set |Flag1 v
Perform If Flag is NOT Set | [Unset] v

Create Rule

Rule Name

This is for a textbox to enter the name of the rule.

Match String

This is a textbox to enter the pattern that is to be matched.
Modified URL

This is a textbox to enter the URL that is to be modified.
Perform If Flag Set

Only execute this rule if the specified flag is set.

The flag is set by a different rule. For a more detailed explanation of flags please refer to the
Content Matching section.

Perform If Flag is NOT Set

Only try to execute this rule if the specified flag is not set.
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8.1.7 Replace String in Response Body

When the Rule Type selected is Replace String in Response Body, the following options are
available.

Create Rule

Rule Name [ExampleReplaceStringinReg

Rule Type |[Replace String in Response Body ¥ |

Match String  ttp:/iyourdomain.com

Replacement text https:#yeurdomain.com

Ignore Case ¥

Perform If Flag Set  |[Unset] v
Perform If Flag is NOT et |[Unset] ¥

Rule Name

The name of the rule. The rule name must be unique.
Match String

The string to match.

Replacement text

The replacement string.

Ignore Case

Enable this check box to ignore the case of the strings when comparing.
Perform If Flag Set

Only execute this rule if the specified flag is set.

The flag will have been set by a different rule.
Perform If Flag is NOT Set

Only try to execute this rule if the specified flag is not set.

8.2 Check Parameters

To access the Check Parameters screen, go to Rules & Checking > Check Parameters in the main
menu of the LoadMaster WUI. The Check Parameters screen has two sections - Service Check
Parameters and either Adaptive Parameters or SDN Adaptive Parameters, depending on the
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Scheduling Method selected in the Virtual Services. If the Scheduling Method is set to resource
based (adaptive), the Adaptive Parameters section is displayed. If the Scheduling Method is set to
resource based (SDN adaptive), the SDN Adaptive Parameters section is displayed.

Refer to the relevant section below to find out more information.
8.2.1 Service (Health) Check Parameters

The LoadMaster utilizes Layer 3, Layer 4 and Layer 7 health checks to monitor the availability of
the Real Servers and the Virtual Services.

Service Check Parameters

Check Interval(sec)
Connect Timeout (sec)
Retry Count

Check Interval(sec)

With this field you can specify the number of seconds that will pass between consecutive checks.
Recommended and default value: 9 seconds

Valid values range from the <mininterval> (9) to the <maxinterval> (901).

The <mininterval>is Retry Count * Connect Timeout (sec) + 1, that is, a maximum value of 9 by
default.

The <maxinterval>is 901 [because that is what 60 (maximum Connect Timeout (sec)) * 15
(maximum Retry Count) + 1 is].

In the WUL, if the value of Check Interval is over 120 (because it is forced to this value by setting the
Connect Timeout (sec) and Retry Count), it cannot be changed by modifying the Check Interval(sec)
drop-down list. To change it, configure the other two options. Otherwise, the maximum value that
the interval can be set to is 120.

Connect Timeout (sec)

The HTTP request has two steps: contact the server, and then retrieve the file. A timeout can be
specified for each step; how long to wait for a connection, how long to wait for a response.

Default value:4 seconds

Valid values range from 4 to 60.
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Retry Count

This specifies the number of retry attempts the check will make before it determines that the server
is not functioning.

Default value: 2
Valid values range from 2 to 15.

In LoadMaster firmware version 7.2.52, the check Interval, Timeout, and Retry Count settings can
be configured on each Virtual Service or SubVS. Previously, these were just global settings. For
further details, refer to the following article: Per-Virtual Service Custom Health Check Settings.

8.2.2 Adaptive Parameters

Adaptive Parameters

Adaptive Interval (sec) 0

oad |

Reset values to Default

I

Adaptive URL

=

Port

(S0}
L |

Min. Control Variable Value (%)

Adaptive Interval (sec)

This is the interval, in seconds, at which the LoadMaster checks the load on the servers. A low
value means the LoadMaster is very sensitive to load, but this comes at a cost of extra load on the
LoadMaster itself. 7 seconds is a good starting value. This value must not be less than the HTTP
checking interval.

Adaptive URL

The Adaptive method retrieves load information from the servers using HTTP inquiry. This URL
specifies the resource where the load information of the servers is stored. This resource can be
either a file or program (for example Adaptive Agent) that delivers this information. The standard
location is /load. It is the servers’ job to provide the current load data in this file in ASCII format. In
doing so, the following must be considered:

An ASCI! file containing a value in the range of 0 to 100 in the first line where: 0=idle and
100=overloaded. As the number increases, that is, the server becomes more heavily loaded, the
LoadMaster will pass less traffic to that server. Hence, it ‘adapts’ to the server loading.

If the server becomes 101% or 102% loaded, a message is added to the logs.

The file is set to "/load" by default.
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The file must be accessible using HTTP.

The URL must be the same for all servers that are to be supported by the adaptive method.
This feature is not only of interest for HTTP-based Virtual
Services, but for all Services. HTTP is merely used as the

transport method for extracting the application-specific load
information from the Real Server.

Port
This value specifies the port number of the HTTP daemon on the servers. The default value is 80.
Min. Control Variable Value (%)

This value specifies a threshold below which the balancer will switch to static weight-based
scheduling, that is, normal Weighted Round Robin. The value is a percentage of the maximum load
(0-50). The default is 5.

8.2.3 SDN Adaptive Parameters

S5DMN Adaptive Parameters

Adaptive Interval (sec)

Average over <M-Avg> Load values

[} [}
- -

UseMin. Control Variable Value (%)

Use relative Bandwidth

LY

Current max. Bandwidth values Rx max: 2917 KBfs  Tx max: 2289 KB/s [ ] Reset values

Reset values to Default

Adaptive Interval (sec)

When using SDN-adaptive scheduling, the SDN controller is polled to retrieve the loading values for
the Real Server. This field value specifies how often this occurs.

Average over <N-Avg> Load values
Use this value to dampen fluctuations in the system.
UseMin. Control Variable Value (%)

Anything below the value set here is considered idle traffic and it does not affect the adaptive
value (which is displayed on the Real Servers Statistics screen), for example - in the screenshot
above anything below 5% is considered idle.

Use relative Bandwidth
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Use the maximum load observed on the link as link bandwidth. Kemp recommends enabling this
option.

Current max. Bandwidth values

This section displays the current received and transmitted maximum bandwidth values.

Reset values

This checkbox can be used to reset the current max. bandwidth values.
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9 Certificates & Security

The sections below describe the various screens in the Certificates & Security section of the
LoadMaster WUL.

9.1 SSL Certificates

Certificate Configuration Import Certificate | Add Intermediate

Common Virtual
Identifier Namels) sGMcesAsslgnment Operation

ExampleCertificate james Available Vs Assigned VSs | New CSR |
[Expires: Jul 10.154.11.61:80 « 10.154.11.62:80 =« Replace Ceriificate

Fifppeny | Save Changes |
2016 GMT] Save Changes Delete Ceriificate
Reencryption Usage

Administrative Certificates

Administrative Certificate | Certificate to Use v | JVECYOLGTE1CY

Shown above is the Manage Certificates screen. Details about the various options on this screen
are below:

Import Certificate - to import the certificate with a chosen filename.

Add Intermediate - refer to the Intermediate Certificates section for further information.
Identifier - is the name given to the certificate at the time it was created.

Common Name(s) - is the FQDN (Fully Qualified Domain Name) for the site.

Virtual Services - the Virtual Service with which the certificate is associated.
Assignment - lists of available and assigned Virtual Services

Operations -

* New CSR - generates a new Certificate Signing Request (CSR) based on the current certificate.

If the certificate has Subject Alternative Names (SANs),
generating a CSR in this way will not add the SANs. Instead,
generate the CSR manually. For further information on this,
refer to the Generate CSR (Certificate Signing Request) section.

* Replace Certificate - updates or replaces the certificate stored in this file.

* Delete Certificate - deletes the relevant certificate.
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* Reencryption Usage - display the Virtual Services that are using this certificate as a client
certificate when re-encrypting.

Administrative Certificates - the certificate you want to use, if any, for the administrative interface.

TPS Performance will vary based on key length. Larger keys
reduce performance.

9.2 Intermediate Certificates

Currently installed Intermediate Certificates

Name Operation

VeriSignCertpem

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen

Certificate Name | | Add Certificate

This screen shows a list of the installed intermediate certificates and the name assigned to them.

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | No file chosen

Certificate Name  [ExamplelntermediateCertific] [REIE G

If you already have a certificate, or you have received one from a CSR, you can install the
certificate by clicking the Choose File button. Navigate to and select the certificate and then enter
the desired Certificate Name. The name can only contain alpha characters with a maximum of 32
characters.

Uploading several consecutive intermediate certificates within a single piece of text, as practiced
by some certificate vendors such as GoDaddy, is allowed. The uploaded file is split into the
individual certificates.

9.3 Generate CSR (Certificate Signing Request)

If you do not have a certificate, you may complete the Certificate Signing Request (CSR) form and
click the Create CSR button. CSRs generated by the LoadMaster use SHA256.
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If Self-Signed Certificate Handling is set to EC certs with an EC
signature (in Certificates & Security > Remote Access), CSR
generation is restricted to the administrative (bal) user only. If
Self-Signed Certificate Handling is set to a different value, all
users (regardless of their permissions) can generate CSRs.

All Fields are optional except "Common Name®

2 Letter Country Code (ex. US) |:|

State/Province (Full Name - New York, not NY) |

City |

Company |

Organization (e.g., Marketing,Finance Sales) |

Common Name {The FQDN of your web server) |

Email Address |

SAN/UCC Names |

Generate ELliptic Curve Request ||

| Cancel | Reset | Create CSR |

2 Letter Country Code (ex. US)

The 2 letter country code that should be included in the certificate, for example US should be
entered for the United States.

State/Province (Entire Name - New York, not NY)

The state which should be included in the certificate. Enter the full name here, for example New
York, not NY.

City

The name of the city that should be included in the certificate.
Company

The name of the company which should be included in the certificate.

Organization (e.g., Marketing,Finance,Sales)
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The department or organizational unit that should be included in the certificate.
Common Name

The Fully Qualified Domain Name (FQDN) for your web server.

Email Address

The email address of the responsible person or organization that should be contacted regarding
this certificate.

SAN/UCC Names

A space-separated list of alternate names.

Generate Elliptical Curve Request

Select this check box to generate an Elliptical Curve (EC) request instead of an RSA request.
Display Private Key

This new option (introduced in LoadMaster firmware version 7.2.52 and LTS version 7.2.48.3)
appears only when the Certificates & Security > Remote Access > Self-Signed Certificate Handling
option is set to EC certs with an EC signature which means that an elliptical curve cipher is used
for both the certificate and the digital signature.

Once the above option is selected, a Display Private Key check box appears on the Certificates &
Security > Generate CSR WUI page.

o When Display Private Key is disabled (the default), the private key is not displayed in the WUI
after the CSR is created. The unsigned CSR is downloaded by the user as in previous
releases. Once it is signed by a Certificate Authority, the user uploads the signed certificate
to the LoadMaster - the difference from previous releases being that the user does not have
to also upload the private key, since LoadMaster maintains it internally when Display
Private Key is disabled. If the saved private key matches the new certificate, the certificate
gets imported and the saved private key is deleted. The stored private key is not encrypted
but there is no access to it from the outside and it cannot be seen or displayed.

« When Display Private Key is enabled, the LoadMaster behaves as in previous releases: the
private key is displayed to the user and must be uploaded to LoadMaster along with the
private key.

There is only one private key per machine and it is not shared between High Availability (HA) pairs.
This means the newly-generated certificate must be installed on the machine that the CSR was
generated on.

Alter clicking the Create CSR button, the following screen appears:
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The following is your 2048 bit unsigned certificate request. Copy the following, in its entirety, and send it to
your trusted certificate authority

————— BEGIN CERTIFICATE REQUEST-----
MIIC9zCCAICARAWEDEXCZAIBENVEAY TALVTMREWDWYDVOQI EwhOZ X C gy azER
MABGALUEBXMITMVIIFlvems G jAYBENVBACTEULFTVAZVEY JaGsvBGInalV zMRew
GWYDWVQOLEXRLEMS2baVEZ ZUETWFUYWA 1 bivudDEUMBIGAIUVEAXMLRXhNDXESZS5]
b2exkzApBgkghkiGoWeBCQEWHGPibGINT INARIVECHRLY2hub2xvZ211cySib2ow
£EEiMABGCSE5TIb3ADQEBAQUAAL IBDWANEEEK ADTEAQC+ohZ JEWKEQT 3 jd6yagNTk
SNUSEET2bhALLUGCDSMN++UC+3VmdromegspysleRF40arqkulaek zSQPHgMVEsh
yxveeLhoglHPVphPOEHEHAL iotC4SLORIE ABVINAIRT] LIVIfeTkacSeaxavEADE
6 1vohNoDtC2RHIOWF vawBhEZh2YZ ZpucPSMDOZRNUXEGISDINLICISSKN3Y jomYS0
ZERYIMFELIIZ8NEsMMIPATYX Y ZZOrTUIfunwfpRI0EXFENYE ML/ 73P412D1dNAT
1GMEFMxYehgabNXxL2 7wkUek4£992izL pyrvdwhscaQCbfd1BXz6IdxuFbpMIbMdYx
AEMBAAGEADANBEkghK1GIWeBAQSFAADCAQEANRWET0AX j+B6,/ t+K TMHTVWZ ZXFDF
7oHHQ I 7ROFtgkw+FFijKEATBhFHATOPMRQECEtWyY ShT@K 1acBn2fCI2lrastsuUuC
bg+wsxl/ crsvs+mo+veQ+p3IR3zHINPUINZESoFOQULLE BNbCRUTdZ+6ixxLZLOah
YFaNIIpnSgy2sT/yFYHaos4r JWuzLXukaphgyc LINWYPKFL/ £tDbrdDSrgPZfCdDyY
POOXUN2E6244HEFkn9ZCqfkateyTI9gVnPsidgapkUAVZAZk1 W7 ZNFGMW2CXKS
FFoa7URaPLWEI+VQry1balgh3/eMzLrvDB/OFD2LCv+9xk+KhAPS iDwWyxIQ==
————— EMD CERTIFICATE REQUEST-----

The following is your private key. Copy the following, in its entirety, and save as a .key file. Do this using &
text editor such as Notepad or VI (Do not use Microsoft Word - extra characters will be added making the key
unusable). Key will later be used during the certificate upleoad process. DO NOT lose or distribute this file!

————— BEGIN R5A PRIVATE KEY-----

MIIEPAIBAAKCAQEAVQINYXMChEES4385VYDESERTVENE /GLQNSThEg+Zjfurgyvtl
Tuk+ZucDavutekReEckapLomnpi+UD1gjFdomEsb3niTaktRz1ayTzhBuR3dYgLQ
UELGESewWNL1INZUSISSWSXIuSoukutMWlyAKIOpVaITaA7gtkRy TSBb2SAYRGY dm
MEEbqDepEeEUZTL/ KE/Q2TAXPDELpS2I6IMOTLikciZhRCCPFDFLDIOJWET12GH]
qa1In7tpeHeUfaIMeylciuz Iv+9z+NCwy X TeESRJNETMWHOYPWZ VY SUEIFHpOR e
[sy&Cq7+MIUNPUAM3ZdQVE+iHCBhWETOWZHY CQIDAQABADIBAQCE/ TLAGPDZAVEY
UokvUzgc 1XepakyMUUhBEWLEBDUV sATSPamf LKRCWKSABULE1ZGTeMrans awsShNy
iRU+i9FLkMAWSSXILFSIESpi4B3gHONTBO/ LWIVYYxCexed3rt+nae337eEkyrrH
afKqBPpNCIPjmZ4Ce2] jkvmaltrEFLHBhI0Z]/ 0T5Qtpouek+I5ySsZriuuolIorl
1VzZKEL1Te8cqZRTISqIbx12akk3C9QCuA/F+BIGFETN7 62 pHREPYEUY VEOSAZCTAY
HoaryfkanHtz3B/sRzaslfRmgzTmokecx3sayhf3SxerUeBxGSWNSQCr7eLRIRXTU
4bjoPxehACGBAPTr+B5 IVQyudeeinsfysbgX2 SUDX2SEMIMSSTS+XUKrogThC36XY
XTivobfZFUERERQhXMGjUDEZ sWhNEEILSPMSDRVFMILIvES jagezAaxHEgoR2kpph
IuGFTeuof / 3+Z5TUj fLr/OEZD9uiVRBPpHEHSS1WEZ 1 2 vgmg J2MVe1 93A0GEAM T
KFK1RZG7MMVEQLIFYrk+CSASVEEeVVdYhaE+XNveThSHKk1XqorrIkc Xxzhylguldo
Tuasqos+BAsbmIgx9LZ1CESKgHqHT 1934WFFAG1BNCERPIURGApNAT QUinkA+EKE
Ii/kACkRAYAGZENCT4EF /UdM3E L hold 7QSW2BTXXADGBAL IZS7CaaRWQSHUX Y TOR
1bl/ sNeSUVNDEdosThXngragFojqae+kGqkZtowXfpsx /bsqSdCHgoRE3I30WA 6V
CMGELilxsYczCulkz /wNIibzOV16BYFOGUNT7TSEEITkrbg2+REUIbzxuxehs,/ 00
qSWe21FIkBcAILSovbrZNERSACGAYDI 7 x8+346nhLaFF IWb+uPdhc TFr /L1 0D3SE
bFkssCiGihGlal)/sioBIRasdrCuLledI0Zaxe0qy/ QTovkeQskrouQungalIBwD
hes2ClegatUeZagsbskz1TFOZ2PILNGEj30W1 i8ex3MBUAY CNHETYPTDXE0Y AN
RLAUTHECEYBXd402+ESPNLL Yy 7uoXXCy IZdHgapMt+Maa iFmgscCEEXbnby3FtuxH

LOpMagkZ Yzlex2Uu]jiagxvuh2wl 1IH1GCE+WISGEBI8SFTIzaFht7eWdR2HZNK Y2
ml/R15hgtsEBdLLDESDENZTPrELNTEF+7RFRFFVDNDOEIV I+ 5qigQ==

The top part of the screen should be copied and pasted into a plain text file and sent to the

Certificate Authority of your choice. They will validate the information and return a validated
certificate.
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The lower part of the screen is your private key and should be kept in a safe place. This key should
not be disseminated as you will need it to use the certificate. Copy and paste the private key into
a plain text file (do not use an application such as Microsoft Word) and keep the file safe.

9.4 Backup/Restore Certs

Certificate Backup

Backup all VIP and Intermediate Certificates

Passphrase | |

Create Backup File

Retype Passphrase | |

Restore Certificates

Backup File | Choose File | No file chosen

Which Certificates | What to restore v |

Passphrase | | Restore Certificates

Backup all VIP and Intermediate Certificates: When backing up certificates, you are prompted to
enter a mandatory passphrase (password) twice. The parameters of the passphrase are that it must
be alpha-numeric and it is case sensitive with a maximum of 64 characters.

Caution: This passphrase is a mandatory requirement to
restore a certificate. You cannot restore a certificate without
the passphrase. If you forget it, there is no way to restore the
certificate.

Backup File: select the certificate backup file
Which Certificates: select which certificates you wish to restore

Passphrase: enter the passphrase associated with the certificate backup file
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9.5 Cipher Sets

Cipher Set Management

Cipher Set | Default v |

Available Ciphers feer | Assigned Ciphers Fier ]

Strength

Hame - Mame Strength =«

ECDHE-R5A-AE5256-GCM-5HASEL High
ECDHE-ECDSA-AES255-GCM-5HASE4  High
ECDHE-RSA-AES256-5HASE4 High
ECDHE-ECDSA-AES256-5HASE4 High
ECDHE-R5A-AES256-5HA High
ECDHE-ECDSA-AES256-5HA High
DH-D55-AES256-GCM-5HASE4 High
DHE-DS5-AES256-GCM-5HASES High
DH-RSA-AES256-GCM-5HAZES High
DHE-R5A-AES256-GCM-3HASES High
DHE-RSA-AES256-5HAZ56 High
DHE-DS5-AES256-5HA25E High
DH-RSA-AES256-5HAZ56 High
- DH-D55-AE5256-5HAZ56 High v

Save a5 |Defau|t | m

Cipher Set
Select the cipher set to view/modify.
The system-defined cipher sets are as follows:
o Default: The current default set of ciphers in the LoadMaster.

o Default_NoRc4: The Default_NoRc4 cipher set contains the same ciphers as the default
cipher set, except without the RC4 ciphers (which are considered to be insecure).
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« BestPractices: This is the recommended cipher set to use. This cipher set is for services that
do not need backward compatibility - the ciphers provide a higher level of security. The
configuration is compatible with Firefox 27, Chrome 22, IE 11, Opera 14 and Safari 7.

The ciphers in the Best Practices cipher set were updated in
LoadMaster firmware version 7.2.52. For further details,
including a list of the ciphers, refer to the following article: Best
Practices Cipher Set Updated.

« Intermediate_compatibility: For services that do not need compatibility with legacy clients
(mostly Windows XP), but still need to support a wide range of clients, this configuration is
recommended. It is compatible with Firefox 1, Chrome 1, IE 7, Opera 5 and Safari 1.

» Backward_compatibility: This is the old cipher suite that works with clients back to
Windows XP/IE6. This should be used as a last resort only.

o WUI: This is the cipher set recommended to be used as the WUI cipher set. The WUI cipher
set can be selected in the Admin WUI Access screen. For further information, refer to the
Admin WUI Access section.

« FIPS: Ciphers which conform to FIPS (Federal Information Processing Standards).

« Legacy: This is the set of ciphers that were available on the old LoadMaster firmware (v7.0-
10) before OpenSSL was updated.

o Null_Ciphers: Direct Access uses IP-HTTPS which applies its own layer of encryption.
o ECDSA_Default: This is a non-RSA version of the default cipher set.
o ECSDA_BestPractices: This is a non-RSA version of the best practices cipher set.

Refer to Appendix A of the SSL Accelerated Services Feature Description for a full list of the ciphers
supported by the LoadMaster, and a breakdown of what ciphers are in each of the system-defined
cipher sets.

Kemp can change the contents of these cipher sets as required
based on the best available information.

Two lists are displayed - Available Ciphers and Assigned Ciphers. These lists can be filtered by
typing some text into the Filter text boxes provided. iThe Filter text boxes will only allow you to
enter valid text which is contained in the cipher names, for example ECDHE. If invalid text is
entered, the text box will turn red and the invalid text is deleted.
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Ciphers can be dragged and dropped to/from the Available and Assigned lists as needed. Ciphers
which are already assigned will appear greyed out in the Available Ciphers list.

Changes cannot be made to a preconfigured cipher set. However, you can start with a
preconfigured cipher set - make any changes as needed and then save the cipher set with a new
custom name. Enter the new name in the Save as text box and click the Save button. Custom
cipher sets can be used across different Virtual Services and can be assigned as the WUI cipher set.

It is not possible to delete preconfigured cipher sets. However, custom cipher sets can be deleted
by selecting the relevant custom cipher set and clicking the Delete Cipher set button.

9.6 Remote Access

The sections below describe the different areas within the Remote Access screen in the LoadMaster
WUI.

9.6.1 Administrator Access

Administrator Access

Allow Remote SSH Access using: [ All Networks v port: |22 | Set Port

SSH Pre-Auth Banner ‘ //‘ Set Pre-Auth Message

Allow Web Administrative Access using: [ eth0: 10.35.48.22 | port: [443 |

Admin Default Gateway I:l

Allow Multi Interface Access [
Enable API Interface

Self-Signed Certificate Handling | RSA self-signed cerls M

Outbound Connection Cipher Set [ None - Outbound Default ]

Admin Login Method [ Password Only Access (default) ~ | Only Password mode is available if no Pre-Auth Banner is specified

Enable Software FIPS 140-2 level 1 Mode QS El0EREICRE RN Tl (=]

Enable Kemp Analytics

Allow Remote SSH Access

You can limit the network from which clients can connect to the SSH administrative interface on
LoadMaster.

Using

Specify which addresses that remote administrative SSH access to the LoadMaster is allowed.

Only the ‘bal’ user has rights to access the LoadMaster using
SSH.
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As of LoadMaster firmware version 7.2.48.4 Long Term Support
(LTS) and 7.2.53, RSA keys are no longer supported for SSH
access to the LoadMaster. If you are using RSA keys for SSH
access and you are upgrading to one of these versions (or
above) you must move to another key type.

Port

Specify the port used to access the LoadMaster using the SSH protocol.

SSH Pre-Auth Banner

Set the SSH pre-authentication banner, which is displayed before the login prompt when logging in
using SSH. This field accepts up to 5,000 characters.

Allow Web Administrative Access

Selecting this check box allows administrative web access to the LoadMaster. Disabling this option
will stop access upon the next reboot. Click Set Administrative Access to apply any changes to this
field.

Disabling web access is not recommended.

Using

Specify the addresses that administrative web access is to be permitted. Click Set Administrative
Access to apply any changes to this field. You need to reconnect to the WUI using the new address
after the change is applied.

Port

Specify the port used to access the administrative web interface. Click Set Administrative Access to
apply any changes to this field. You need to reconnect to the WUI using the new port after the
change is applied.

Admin Default Gateway

When administering the LoadMaster from a non-default interface, this option allows the User to
specify a different default gateway for administrative traffic only. Click Set Administrative Access to
apply any changes to this field.

Allow Multi Interface Access
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Enabling this option allows the WUI to be accessed from multiple interfaces. When this option is
enabled, a new option appears in each of the interface screens (System Configuration > eth<n>)
called Allow Administrative WUI Access. When both of these options are enabled, the WUI can be
accessed from the IP address of the relevant interface(s) and any Additional addresses configured
for that interface. Click Set Administrative Access to apply any changes to this field.

The certificate used by default to secure WUI connections
specifies the initial WUI IP address, and so will not work for
WUI connections on other interfaces. If you enable the WUI on
multiple interfaces, you will need to install a wildcard certificate
for the WUI. For more information on certificates, refer to the
SSL Accelerated Services, Feature Description.

Enabling the WUI on multiple interfaces can have a
performance impact on the system. There is a maximum of 64
network interfaces that can be tracked. There are a maximum
of 1024 total addresses where the system will listen on.

RADIUS Server

Here you can enter the address of the RADIUS server that is to be used to validate user access to
the LoadMaster. To use a RADIUS server, you have to specify the Shared Secret.

A Shared Secret is a text string that serves as a password between the LoadMaster and the RADIUS
server.

The Revalidation Interval specifies how often a user should be revalidated by the RADIUS server.
RADIUS Server Configuration

To configure RADIUS to work correctly with the LoadMaster, authentication must be configured on
the RADIUS server and the RADIUS Reply-Message must be mapped to LoadMaster permissions.

The Reply-Message values correspond to LoadMaster permissions as shown in the table below.

Reply-Message LoadMaster Permission

real Real Servers
VS Virtual Services
rules Rules
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backup System Backup
certs Certificate Creation
cert3 Intermediate Certificates
certbackup Certificate Backup
users User Administration
geo GEO Configuration

The values in the Reply-Message should map to the user permissions page in the WUI as per Figure
119, with the exception of “All Permissions”:

User Permissions Operation
KempUser Real Servers, Virtual Services, Rules, System Backup, Certificate Creation,
Intermediate Certificates, Certificate Backup, User Administration, GEO Control

To configure the Linux FreeRADIUS server, please insert the text below into the /etc/freeradius/users
file in the sections indicated within the file. The example below is to configure permissions for the
user ‘LMUSER’.

LMUSER Cleartext-Password := "1fourall"Reply-Message =
"real,vs,rules,backup,certs,cert3,certbackup,users"

The /etc/freeradius/clients.conf file must also be configured to include the LoadMaster IP address.
This file lists the IP addresses that are allowed to contact RADIUS.

When Session Management is enabled, the RADIUS Server
options are not available within this screen. Please refer to the
WUI Authentication and Authorization section for further
information on how to configure RADIUS Server when Session
Management is enabled.

Enable API Interface
Enables/disables the RESTful Application Program Interface (API).
Self-Signed Certificate Handling

Select the type of self-signed certificates that the system will use. The options are described below:
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« RSA self-signed certs: By default, these are RSA certificates that are signed with the Kemp
RSA root certificate.

o EC certs with a RSA signature: The LoadMaster can generate an EC certificate also signed by
the original RSA Kemp root certificate.

o EC certs with an EC signature: The LoadMaster can generate an EC certificate signed by the
Kemp EC root certificate. In this mode, any CSRs generated will also be EC.

If Self-Signed Certificate Handling is set to EC certs with an EC
signature, CSR generation is restricted to the administrative
(bal) user only. If Self-Signed Certificate Handling is set to a
different value, all users (regardless of their permissions) can
generate CSRs.

If Self-Signed Certificate Handling is set to an EC mode and
Random Number Generation (RNG) fails (for example, if the
hardware does not support it like on legacy systems) a
message will display on the home screen saying Could not start
CC mode - system disabled and the WUl is unusable. This also
generates a critical log message saying Cannot initialize RNG,
CC mode disabled and an authlog saying Failed to start RNG,
CC mode not started.

To get out of this mode, you must use the isetup menu (either
using the console or SSH). Navigate to Local Admin > Web
Address > Confirm switch out of CC mode. This option is only
shown when the LoadMaster is in this state. This allows the
system to work as usual (but not in Common Criteria (CC)
mode).

You should not switch from RSA self-signed certs to EC certs with an EC signature directly. If you do
this, connections will fail because there is no EC Kemp Certificate Authority (CA) certificate. To
work around this, you must first switch from RSA self-signed certs to EC certs with a RSA signature.
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Home

¥ Virtual Services
*» Global Balancing
b Statistics
Real Servers
» Rules & Checking
» Certificates & Security
P System Configuration

Help

Download Root Cert
Download ECC Root Cert

Then, download the new EC Kemp CA certificate by clicking Download ECC Root Cert in the
bottom-right of the WUI under the main menu after refreshing the page. After you have downloaded
the certificate, you can switch to EC certs with an EC signature with no loss of connection.
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Outbound Connection Cipher Set

Select the cipher set to use on outbound connections (OCSP, email, LDAP, and so on). This is global
for all outbound connections. For information on each of the cipher sets available, refer to the
Cipher Sets section.

Re-encrypt connections are not affected by the outbound
cipher set.

Admin Login Method

This option will only appear if Session Management is enabled.
For further information on Session Management, refer to the
Admin WUI Access section or the User Management Feature

Description.

Specify the login option for access to the LoadMaster WUI. The following options are available:

The Pre-Auth Click Through Banner in the Admin WUI Access
screen must be set for all Admin Login Method options to be
made available.

« Password Only Access (default): This option provides access using the username and
password only - there is no access using client certificates.

» Password or Client certificate: The user can log in using either the username/password or
using a valid client certificate. If a valid client certificate is in place, the username and
password is not required.

The client will be asked for a certificate. If a client certificate is supplied, the LoadMaster
will check for a match. The LoadMaster checks if the certificate is a match with one of the
local certificates, or checks if the Subject Alternative Name (SAN) or Common Name (CN) of
the certificate is a match. The SAN is used in preference to the CN when performing a match.
If there is a match, the user is allowed access to the LoadMaster. This works both using the
API and user interface.

An invalid certificate will not allow access.

If no client certificate is supplied, the LoadMaster will expect that a username and password
is supplied (for the API) or will ask the user to enter a password using the standard WUI login

page.
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« Client certificate required: Access is only allowed with the use of a client certificate. It is not
possible to log in using the username and password. SSH access is not affected by this (only
the bal user can log in using SSH).

« Client certificate required (Verify via OCSP): This is the same as the Client certificate required
option, but the client certificate is verified using an OCSP service. The OCSP Server Settings
must be configured for this to work. For further information on the OCSP Server Settings,
refer to the Cipher Sets section.

In LoadMaster firmware version 7.2.53 and above, the OCSP
server settings do not need to be configured in the LoadMaster
if the certificate has an Authority Information Access (AIA)
extension. For further details on the functionality introduced in
7.2.53, refer to the following article: PIV Smart Card Support.

Some points to note regarding the client certificate methods are below:

* The bal user does not have a client certificate. Therefore, it is not possible to log into the
LoadMaster as bal using the Client certificate required methods. However, a non-bal user can
be created and granted All Permissions. This will allow the same functionality as the bal user.

* There is no log out option for users that are logged in to the WUI using client certificates, as it
is not possible to log out (if the user did log out the next access would automatically log them
back in again). The session is terminated when the page is closed, or when the browser is
restarted.

For further information on client certificate WUI authentication, including step-by-step instructions
on how to configure it, please refer to the User Management, Feature Description on the Kemp
Documentation Page.

Enable Software FIPS 140-2 level 1 Mode

FIPS mode cannot be enabled if Session Management is
disabled. For further information on Session Management,
refer to the Admin WUI Access section.

Switch to FIPS 140-2 level 1 certified mode for this LoadMaster. The LoadMaster must be rebooted
to activate.

A number of warnings will appear before enabling FIPS. If FIPS
is enabled on a LoadMaster, it cannot easily be disabled. If FIPS
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has been enabled and you want to disable it, please contact
Kemp Support.

abal 3 Vers:7.2.48.2.18851.RELEASE [FIPS-1] (VMware)

When a LoadMaster is in FIPS level 1 mode - FIPS-1 will appear in the top-right of the LoadMaster
WUI.

FIPS level 1 has a different set of ciphers to a non-FIPS LoadMaster. There is a Default cipher set
and there are no other system-defined cipher sets to choose from.

If FIPS is enabled, you cannot use RADIUS authentication.

Enable Kemp Analytics

Enables statistical and usage data to be sent to Kemp for analysis. This data is strictly about
product usage, enabled capabilities, and statistics. No sensitive user data, or traffic of any kind is
either collected or communicated. For more information, visit https://kemp.ax/KempAnalytics.

9.6.2 GEO Settings

GEOQ Settings

Remote GEQ LoadMaster Access | | Set GEO LoadMaster access
GEO LoadMaster Partners [10.154.11.10 172.20.0.184 | [ el e
GEQ LoadMaster Port E Set GEO LoadMaster Port

GEO Update Interface [eth0: 10.154.11.60 ¥ |

Remote GEO LoadMaster Access

Set the addresses of the GEO LoadMasters that can retrieve service status information from this
LoadMaster. The addresses are space separated. When in HA mode, only the shared address needs
to be entered.

GEO LoadMaster Partners
GEO functionality comes as part of the GSLB Feature Pack and
is enabled based on the license that has been applied to the

LoadMaster. If you would like to get the GSLB Feature pack,
contact Kemp to upgrade your license.

kemp.ax 168 Copyright 2002-2021, Kemp Technologies, All Rights Reserved


https://kemp.ax/KempAnalytics

Web User Interface (WUI)

< kemp

9 Certificates & Security

Set the addresses of the partner GEO LoadMasters. The addresses are space separated. These GEO
LoadMasters will keep their DNS configurations in sync.

Before partnering GEO LoadMasters, a backup should be taken
of the relevant GEO LoadMaster which has the
correct/preferred configuration. This backup should then be
restored to the other LoadMasters that will be partnered with
the original LoadMaster. For more information and step-by-
step instructions, refer to the GEO, Feature Description.

Up to 64 GEO HA partner addresses can be added.

GEO LoadMaster Port
The port over which GEO LoadMasters will use to communicate with this LoadMaster unit.
GEO update interface

Specify the GEO interface in which the SSH partner tunnel is created. This is the interface that the
GEO partners will communicate through.

9.6.3 GEO Partners Status

This section is only visible when GEO partners have been set.

GEO Partners Status

101541110 [
172300184 [l

A GEO partner status of Green indicates the two partners can see each other.

A GEO partner status of Red indicates the LoadMasters cannot communicate. The reasons for this
include (among other possibilities); one of the partners is powered down, there may be a power
outage or a cable may be disconnected.

If there is a failure to update the GEO partner, the logs display an error message saying the GEO
update to the partner failed. The message displays the IP address of the partner.

9.6.4 WUI Authentication and Authorization

WUI Authorization Options
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Click the WUI Authorization Options button on the Remote Access screen to display the WUI
Authentication and Authorization screen. This option is only available when Session Management
is enabled.

WUI AAA Service Authentication Authorization Options

RADIUS Server ‘ |Pnrt | |
shared Secret [N
Backup RADIUS Server | | eort | |
RADILS Backup Shared Secret l:l
Rewvalidation Interval l:l
Send NAS Identifier
RADIUS NAS Identifier [Kemp_2 |

Send Vendor Specific

LDAP Endpoint |LDAP_TEST.COM | JLAELEGENNRL ST il [TE )]

ldaptestgroup;ldaptes
Remote User Groups Select groups Mested groups
LDAP tgroup2; P (W

Server Certificate Validation [

Local Users Use OMLY if other AAA services fail

Test AAA for User

The WUI Authentication and Authorization screen enables the administration of the available
authentication (login) and authorization (allowed permissions) options.

Authentication

Users must be authenticated before logging on to the LoadMaster. The LoadMaster allows
authentication of users to be performed using the RADIUS and LDAP authentication methods as
well as Local User authentication.

When all authentication methods are selected, the LoadMaster attempts to authenticate users
using the authentication methods in the following order:

1. RADIUS
2. LDAP
3. Local Users

For example, if the RADIUS server is not available then the LDAP server is used. If the LDAP server is
also not available, then Local User authentication methods are used.

If neither RADIUS nor LDAP authentication methods are selected, then the Local User
authentication method is selected by default.

Authorization
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LoadMaster allows the users to be authorized by either RADIUS or using Local User authorization.
The user’s authorization decides what level of permissions the user has and what functions on the
LoadMaster they are allowed to perform.

The RADIUS Authentication check box must be enabled to use
the RADIUS Authorization method. Authentication is for access
(to ensure the user has a valid username and password) and
authorization is used for permissions.

When both authorization methods are selected, the LoadMaster initially attempts to authorize the
user using RADIUS. If this authorization method is not available, the LoadMaster attempts to
authorize the user using the Local User authorization. Authorization using LDAP is not supported.

If neither RADIUS nor LDAP authentication methods are selected, then the Local User
authentication method is selected by default.

You must configure the RADIUS server that you are using to authorize the same user permissions
that appear on the WUI's user permissions page (with the exception of 'All Permissions'). The
Reply-Message returned by the RADIUS server indicates the permissions it is allowing. On a Linux
system, the message looks similar to the following:

LMUSER Cleartext-Password := "1fourall"Reply-Message =
"real,vs,rules,backup,certs,cert3,certbackup,users"

The preceding example is of a RADIUS user configuration on a RADIUS server deployed on a Linux
system. The LoadMaster determines the user's permissions from the "Reply-Message" (the
permissions are similar to the ones for a local WUI user on the LoadMaster).

The bal user is always authenticated and authorized using the
Local User authentication and authorization methods.
Disabling Local User authentication does not lock out the bal
user. Bal is an admin/super user and is allowed to log in to the
LoadMaster WUI even if Local User Authentication is disabled
on the LoadMaster.

RADIUS Server Configuration

RADIUS Server

The IP address and Port of the RADIUS Server that is to be used to authenticate user WUI access to
the LoadMaster.

Shared Secret
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This input field is for the Shared Secret of the RADIUS Server.

A Shared Secret is a text string that serves as a password between the LoadMaster and the RADIUS
server.

Backup RADIUS Server

The IP address and Port of the backup RADIUS Server that is to be used to authenticate user WUI
access to the LoadMaster. This server will be used in case of failure of the main RADIUS Server.

Backup Shared Secret

This text box is to enter the Shared Secret of the backup RADUS Server.
Revalidation Interval

Specifies how often a user should be revalidated by the RADIUS server.
Send NAS Identifier

If this check box is disabled (default), a NAS identifier is not sent to the RADIUS server. If it is
enabled, a Network Access Server (NAS) identifier string is sent to the RADIUS server. By default,
this is the hostname. Alternatively, if a value is specified in the RADIUS NAS ldentifier text box, this
value is used as the NAS identifier. If the NAS identifier cannot be added, the RADIUS access
request is still processed.

Sending the NAS identifier serves two purposes:

o It helps to classify the device type that is sending the request as opposed to simply sending
the host IP address which makes troubleshooting and consuming logs easier.

o It enables customized authentication responses to be sent back from the server based on the
identifier.

Send Vendor Specific

In LoadMaster firmware version 7.2.51 and above, there is an option to include the Kemp vendor
specific attribute in the RADIUS request sent to the server doing the authentication against the user
trying to log in to the LoadMaster WUI. For further details, refer to the following article: Send Kemp
Vendor Specific Attribute In RADIUS Requests.

RADIUS NAS Identifier

If the Send NAS Identifier check box is selected, the RADIUS NAS Identifier field is shown. When
specified, this value is used as the NAS identifier. Otherwise, the hostname is used as the NAS
identifier. If the NAS identifier cannot be added, the RADIUS access request is still processed.
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LDAP Endpoint

Select the relevant LDAP Endpoint to use. Click the Manage LDAP Configuration button to go to the
LDAP Configuration screen. For further information on LDAP endpoints, refer to the LDAP
Configuration section.

In LoadMaster firmware version 7.2.53, support for PIV smart
card authentication was added. As a result, a new Select
Certificate to User Mapping drop-down list was added to the
Certificates & Security > Remote Access > WUI Authorization
Options screen. For further details, refer to the following
article: PIV Smart Card Support.

If client users are being authenticated with client certificates, the Common Name (CN) is
normalized to lowercase. Therefore, the associated local user entries (with no password), which
may be required for permissions, should be in lowercase also.

Remote User Groups

Any remote user groups that are selected are displayed here. To select, clear, or order the groups,
click Select groups.

It is important to select and apply the group, or groups. If there
are no groups selected, no group checking is performed and
remote users can log in without a group check.

Select Remote User Groups

Groups Permissions Order

[ Exa mpleGroup? Certificate Creation, Intermediate Certificates, Certificate Backup

4] ExampleRemotelUserGroup Real Servers, Virtual Services, Certificate Creation, Intermediate

Certificates, Certificate Backup
Apply Selected Groups

The groups displayed on this screen are taken from the remote user groups set up in System
Configuration > System Administration > User Management. For more information, refer to the User
Management section.

When a user logs in, a check of the user groups on the Active Directory is performed if all the
following conditions are met:

o |f LDAP WUI Authentication is enabled

« A list of groups is defined
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» The user logging in is not locally defined or the Local Users option is disabled

You can change the order of the groups on this screen. The first group is checked first. On the first
group match, access is enabled and no further groups are checked. If no groups are matched, user
access fails and an appropriate log is reported in the syslog. If the user logs in using the group
check, the matched group permissions are granted.

Nested Groups

You can enable or disable user nested groups on the WUI Authentication and Authorization screen
by using the Nested groups check box.

Domain

Specify the domain to use if no domain is provided in the username when group WUI
authentication is in use. It is always used as the domain for group search if the Windows logon is
used in the format prefix\username.

The Domain field only appears if a group, or groups, are
assigned.

Server Certificate Validation

This check box only appears if StartTLS or LDAPS is the the LDAP Protocol for the selected LDAP
Endpoint.

There is a known issue that Server Certificate Validation does
not work with StartTLS.

When Server Certificate Validation is enabled, it ensures that the host name or IP address that was
used to initiate the secure connection resides in the Certificate Subject or Subject Alternative
Names (SAN) of the certificate.

Server Certificate Validation is disabled by default.

Local Users Configuration

Use ONLY if other AAA services fail

When selected, the Local Users authentication and authorization methods are used only if the
RADIUS and/or LDAP authentication and authorization services fail to respond/time out.

Test AAA for User
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To test a user’s credentials, enter their username and password in the Username and Password
fields and click the Test User button.

A message appears to inform you whether the user is validated or not. This is a useful utility to
check a user’s credentials without having to login or out.

9.7 Admin WUI Access

WUI Access Options

Supported TLS Protocols  [ssiya [ITLs1.0 ®ITLs1.1 ®Tis1.2 WiTis13
WUI Cipher set |WU| v

WUI Session Management

Enable 5ession Management ¥

Supported TLS Protocols

Check boxes are provided here which can be used to specify whether or not it is possible to
connect to the LoadMaster WUI using the following protocols; SSLv3, TLS1.0, TLS1.1, TLS1.2, or
TLS1.3. TLS1.1, TLS1.2, and TLS1.3 are enabled by default. It is not recommended to only have
SSLv3 selected because SSLv3 is only supported by some old browsers. When connecting to the
WUI using a web browser, the highest security protocol which is mutually supported by both the
browser and the WUI will be used.

If FIPS mode is enabled, the only available options are TLS1.1
and TLS1.2.

WUI Cipher set

Select the relevant cipher set to use for WUI access. For information on each of the cipher sets
available, refer to the Cipher Sets section.

WUI Session Management

WUI Session Management

Enable Session Management IZI
Require Basic Authentication IZI

Basic Authentication Password |Please sef password
Failed Login Attempts (valid values:1-999)
Idle Session Timeout (Valid values: 60-86400)
Limit Concurrent Logins m
Pre-Auth Click Through Banner | A|
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Session management is enabled by default on all LoadMasters initially deployed with LTS firmware
versions or above.

The level of user permissions determine what WUI Session Management fields can be seen and
modified. Refer to the table below for a breakdown of permissions.

User with ‘All User with ‘User Administration’ All other

Control Bal user e, .
Permissions permissions users
Session Management  Modify View View None
R ire Basi
equwe. a_SIC Modify View View None
Authentication
Basic Authentication
I Au cat Modify View View None
Password
Failed Login Attempts  Modify Modify View None
Idle Session Timeout  Modify Modify View None
Limit C t
! or.1curren Modify Modify View
Logins
Pre-Auth Click Through
8 Modify Modify View None
Banner
Currently Active Users  Modify Modify View None
Currently Blocked
y Modify Modify View None

Users

When using WUI Session Management, it is possible to use one or two steps of authentication.

If Enable Session Management check box is ticked and Require Basic Authentication is disabled,
the user only needs to log in using their local username and password. Users are not prompted to
log in using the bal or user logins.

If the Enable Session Management and Require Basic Authentication check boxes are both
selected, there are two levels of authentication enforced to access the LoadMaster WUL. The initial
level is Basic Authentication where users log in using the bal or user logins, which are default
usernames defined by the system.

The purpose of the user user is so that administrators can provide credentials of the user user to
people, instead of providing the bal credentials. The password for the user user, can be set by
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configuring the Basic Authentication Password text box. Only the bal user is permitted to set the
Basic Authentication Password.

Once logged in using Basic Authentication, the user then must log in using their local username
and password to begin the session.

Enable Session Management

Selecting the Enable Session Management check box enables the WUI Session Management
functionality. This will force all users to log in to the session using their normal credentials.

When this check box is checked, the user is required to login to continue to use the LoadMaster.
LDAP users need to login using the full domain name. For

example; an LDAP username should be test@kemp.com and
not just test.

Please Specify Your User Credentials

User | | Login

Password | |

After a user has logged in, they may log out by clicking the Logout button, , in the top right-
hand corner of the screen.

Once the WUI Session Management functionality is enabled, all the WUI Session Management
options appear.

Require Basic Authentication

If WUI Session Management and Basic Authentication are both enabled, there are two levels of
authentication enforced to access the LoadMaster WUI. The initial level is Basic Authentication
where users log in using the bal or user logins, which are default usernames defined by the system.

Once logged in with Basic Authentication, the user then must log in using their local username and
password to begin the session.

Basic Authentication Password

The Basic Authentication password for the user login can be set by typing the password into the
Basic Authentication Password text box and clicking the Set Basic Password button.
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The password needs to be at least 8 characters long and should be a mix of alpha and numeric
characters. If the password is considered to be too weak, a message appears asking you to enter a
new password.

Only the bal user is permitted to set the Basic Authentication password.
Failed Login Attempts

The number of times that a user can fail to login correctly before they are blocked can be specified
within this text box. The valid values that may be entered are numbers between 1 and 999.

If a user is blocked, only the bal user or other users with All Permissions set can unblock a blocked
user.

If the bal user is blocked, there is a ‘cool-down’ period of 10 minutes before the bal user can login
again.

Idle Session Timeout

The length of time (in seconds) a user can be idle (no activity recorded) before they are logged out
of the session. The valid values that may be entered are numbers between 60 and 86400 (between
one minute and 24 hours).

Limit Concurrent Logins

This option enables LoadMaster administrators to limit the maximum number of concurrent login
sessions logins a single user can have to the LoadMaster WUI at any one time.

The values that can be selected range from 0 to 9.

A value of 0 allows an unlimited number of logins.

The value entered represents the total number and is inclusive of any bal user logins.
Pre-Auth Click Through Banner

Set the pre-authentication click through banner that is displayed before the LoadMaster WUI login
page. This field can contain plain text or HTML code but not JavaScript. For security purposes, you
cannot use the ¢ (single quote) and “ (double-quote) characters. This field accepts up to 5,000
characters.

Active and Blocked Users

Only the bal user or users with ‘All Permissions’ set can use this functionality. Users with ‘User
Administration’ permissions set can view the screen but all buttons and input fields are greyed out.
All other users cannot view this portion of the screen.
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Currently Active Users

User Logged in since Operation
bal Tue Sep 8 14:57:20 UTC 2015 Force Iogﬂut

Currently Active Users
The user name and login time of all users logged into the LoadMaster are listed within this section.

To immediately log out a user and force them to log back into the system, click the Force logout
button.

To block a user from being able to log in to the system, click the Block user button. The user will

not be able to log back in to the system until they are unblocked or until the LoadMaster reboots.
Clicking the Block user button does not force the user to log off, to do this, click the Force logout

button.

If a user exits the browser without logging off, that session will remain open in the currently active
users list until the timeout has reached. If the same user logs in again, before the timeout is
reached, it would be within a separate session.

Currently Blocked Users
The user name and login time of when the user was blocked are listed within this section.

To unblock a user to allow them to login to the system, click the Unblock button.

9.8 OCSP Configuration

OCSP Server Settings

ocsp server J10.11.0.35 J Set Address |
OCSP Server Port 443
|

OCSP URL
Use 55L

Allow Access on Server Failure

=1

OCSP Server

The address of the OCSP server. This can either be in IP address or Fully Qualified Domain Name
(FQDN) format.

OCSP Server Port
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The port of the OCSP server.

OCSP URL

The URL to access on the OCSP server.

Use SSL

Select this to use SSL to connect to the OCSP server.
Allow Access on Server Failure

Treat an OCSP server connection failure or timeout as if the OCSP server had returned a valid
response, that is, treat the client certificate as valid.

OCSP Checking

Enable OCSP Checking !

OCSP Checking

Select the Enable OCSP Checking check box to enable the LoadMaster to perform OCSP checks on
certain outbound connections. This is disabled by default.

OCSP Stapling

Enable OCSP Stapling [

OCSP Refresh Interval [0 ]

Enable OCSP Stapling

Select this check box to enable the LoadMaster to respond to OCSP stapling requests. If a client
connects using SSL and asks for an OCSP response, this is returned. Only Virtual Service certificates
are validated. The system holds a cache of OCSP responses that are sent back to the client. This
cache is maintained by the OCSP daemon. When the OCSP daemon sends a request to the server, it
uses the name specified in the certificate (in the Authority Information Access field). If it cannot
resolve this name, then it uses the default OCSP server specified in the OCSP Server text box.

OCSP Refresh Interval
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Specify how often the LoadMaster should refresh the OCSP stapling information. The OCSP daemon
caches the entry for up to the amount of time specified here, after which it is refreshed. Valid
values range from 1 hour (default) to 24 hours.

9.9 LDAP Configuration

To get to the LDAP Configuration screen, expand Certificates & Security and click LDAP
Configuration. This screen provides a management interface for LDAP endpoints. These LDAP
endpoints may be used in three different areas:

o Health checks
e« SSO domains

o WUI authentication

LDAP Endpoints

Name Operation
LDAP_EXAMPLE

Add new LDAP Endpoint

I |

Any existing LDAP Endpoints are listed here, with an option to Modify and Delete. If an LDAP
endpoint is in use, it cannot be deleted.

There is also an option to add a new LDAP endpoint. Type a name for the endpoint and click Add.
Spaces and special characters are not permitted in the LDAP endpoint name.
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LDAP Endpoint EXAMPLE

LDAP Server(s) |10.154.11 103 10.154| Set LDAP Server(s)

LDAP Protocol [Unencrypted v]

Set Interval

Set Referral Count

Validation Interval

Referral Count

]

Set Timeout

W Set Admin User
W Set Admin User Password

Server Timeout |5

Admin User [ExampleUser

Admin User Password |....o

LDAP Server(s)

Specify a space-separated list of LDAP servers to be used. Port numbers can also be specified if
required. If you have multiple domains and are using Permitted Groups, sometimes it is necessary
to include the Global Catalog port number, otherwise the Permitted Groups will fail. The default
port is 3628. For example, 10.110.20.23:3268.

The LoadMaster uses OCSP to check the validity of the server certificates supplied by configured
LDAPS servers. If these checks fail, connections to the server are not permitted.

LDAP Protocol

Select the transport protocol to use when communicating with the LDAP server.

If you create an SSO domain with the Authentication Protocol
set to Certificates, ensure to set the LDAP Protocol to LDAPS in
the LDAP endpoint.

Validation Interval
Specify how often you should revalidate the user with the LDAP server.
Referral Count

The LoadMaster offers beta functionality to support LDAP referral replies from Active Directory
Domain Controllers. If this is set to 0, referral support is not enabled. Set this field to a value
between 1 and 10 to enable referral chasing. The number specified will limit the number of hops
(referrals chased).
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Multiple hops may increase authentication latency. There is a
performance impact that depends on the number and depth of
referrals required in your configuration.

You must have intimate knowledge of your Active Directory
structure to set the referral limit appropriately. The same
credentials are used for all lookups, and so on.

The use of Active Directory Global Catalog (GC) is the preferred
configuration as the primary means of resolution instead of
enabling LDAP referral chasing. A GC query can be used to
query the GC cache instead of relying on LDAP and the referral
process. Using Active Directory GC has little or no performance
drag on the LoadMaster. For steps on how to add/remove the
GC, refer to the following TechNet article:
https://technet.microsoft.com/en-us/library/cc755257
(v=ws.11).aspx

Server Timeout

Specify the LDAP server timeout in seconds. The default value is 5. Valid values range from 5 to 60.
Admin User

Type the username of an administrator user.

Admin User Password

Type the password for the specified administrator user.
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10 System Configuration

10.1 Network Setup

10.1.1 Interfaces

Describes the external network and internal network interfaces. The screen has the same
information for the eth0 and eth1 Ethernet ports. The example below is for eth0 on a non-HA (High
Availability) unit.

Network Interface 0

Interface Address (address[/orefix])  [10.35.48.16/24 Set Address

Use for GEQ Responses and Reguests
Export of Network Telemetry Enabled

HInK SIS Speed: 10000Mb/s, Full Duplex
MTU: (1500 Set MTU

Additional addresses (address[/prefix]y l:l Add Address
VLAN Configuration | VXLAN Configuration | Interface Bonding

Interface Address

Within the Interface Address (address[/prefix]) text box you can specify the Internet address of this
interface. When Allow Multi Interface Access is enabled in Certificates & Security > Remote Access,
and you set an IP address on another interface (other than eth0), a pop-up appears asking "Would
you like to enable admin WUI access for this interface?". Click OK to enable the Allow
Administrative WUI Access check box. If you click Cancel, the Allow Administrative WUI Access
check box remains disabled and WUI access is not granted on that interface until that option gets
enabled.

Cluster Shared IP address

Specify the shared IP address which can be used to access the cluster. This is also used as the
default source address when using Server NAT.

The clustering options are only available on LoadMasters which
have a clustering license and where clustering has been
configured. To add the clustering feature to your license,
please contact a Kemp representative. For further information
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on clustering, refer to the LoadMaster Clustering, Feature
Description.

Use for Cluster checks

Use this option to enable cluster health checking between the nodes. At least one interface must be
enabled.

Use for Cluster Updates

Select this option to use this interface to synchronize the configuration with all of the other nodes
in the cluster.

Speed

By default, the Speed of the link is automatically detected. In certain configurations, this speed is
incorrect and must be forced to a specific value.

Use for Default Gateway

The Use for Default Gateway check box is only available if the Enable Alternate GW support is
selected in the Network Options screen. If the settings being viewed are for the default interface
this option is grayed out and selected. To enable this option on another interface, go to the other
interface by clicking it in the main menu on the left. Then this option is available to select. Once
you select this option, the Default Gateway screen appears. Set the new default gateway. A
notification displays to inform you that the default gateway has changed.

If you reboot before setting the new default gateway, the
gateway is removed from the configuration.

Allow Administrative WUI Access

This option is only available when the Allow Multi Interface Access check box is enabled in
Certificates & Security > Remote Access.

When both of these options are enabled, the WUI can be accessed from the IP address of the
relevant interface, and any Additional addresses set up for that interface.

There is only one interface attached to all of these addresses
so there may be issues with this unless the certificate used is a
wildcard certificate. For more information on certificates, refer
to the SSL Accelerated Services Feature Description.
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There is a maximum of 64 network interfaces that can be
tracked and a maximum of 1024 total addresses where the
system will listen on.

Use for GEO Responses and Requests

By default, only the default gateway interface is used to listen for and respond to DNS requests.
This field gives you the option to listen on additional interfaces.

This option cannot be disabled on the interface containing the
default gateway. By default, this is ethO.

When this option is enabled, GEO also listens on any Additional addresses that are configured for
the interface.

Export of Network Telemetry

This indicates if network telemetry monitoring is enabled or disabled for this interface (depending
on what interfaces are selected on the Network Telemetry screen). For further details, refer to the
Network Telemetry section.

MTU

Within the MTU field you can specify the maximum size of Ethernet frames that will be sent from
this interface. The valid range is 512 - 9216.

The valid range of 512 - 9216 may not apply to VLMs as the
range will be dependent on the hardware the VLM is running
on. It is advised to check your hardware restrictions.

Additional addresses

Using the Additional addresses field allows the LoadMaster to give multiple addresses to each
interface, as aliases. This is sometimes referred to as a “router on a stick”. It allows both IPv4 and
IPv6 addresses in standard IP+CIDR format, so this can also be used to do a mixed mode of IPv4
and IPv6 addresses on the same interface. Any of the subnets that are added here will be available
for both virtual IPs and real server IPs.

HA

If the unit is part of a HA configuration, the following screen will be displayed when one of the
interfaces is clicked.
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Network Interface Management I-Y X [15100) 02:38:02 PM

Network Interface 0

Interface Address (address|/prefix])

HA Shared IP address |10.1564.11.70 Set Shared address
HA Partner 1P address [10.15411.10

Use for HA checks &
Use for GEO Responses and Requests &

Link Status  gpeed: 10000Mbys, Full Duplex I:|

MTU.

Additionsl addresses (addressi/prefix) [

This screen tells the user:
* This is the Master machine of the pair (top-rightof the screen)
* This LoadMaster is up and the paired machine is down (green and red icons)
* The IP address of this LoadMaster
* The HA Shared IP address. This is the IP address used to configure the pair.
* The IP address of the paired machine
* This interface is enabled for HA health checking
* This interface is used as the Default Gateway
* The speed of the link is automatically detected
* Any alternate addresses on this interface
Creating a Bond/Team
Before creating a bonded interface please note the following:

* You can only bond interfaces higher than the parent, so if you choose to start with ethl, you
can then bond eth2, eth3 and above, but you cannot bond eth0 (unless you start with eth0)

* Bond links first if you need VLAN tagging then add VLANSs after the bond has been configured

* To add a link to a bonded interface, any IP addressing must first be removed from the link to
be added

* Enabling the Active-Backup mode generally does not require switch intervention
* Bonding eth0 with ethl can lead to serious issues and is not allowed to occur
Click Interface Bonding to request the bond.

Confirm the bond creation by clicking Create a bonded interface.
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Acknowledge the warning dialogs.

Using the Web User Interface (WUI) select the System Configuration > Interfaces > bndx menu
option.

If you do not see the bndX interface, refresh your browser, then select the bonded interface and
click the Bonded Devices button.

Select the desired bonding mode.

Add the additional interfaces to this bond.

Configure the IP and Subnet Mask on the bonded interface.
Removing a Bond/Team

Remove all VLANs on the bonded interface first; if you do not remove them they will automatically
be assigned to the physical port at which the bond started.

Select the System Configuration > Interfaces > bndx menu option. If you do not see the bndX
interface refresh your browser, then select the bonded interface, then click the Bonded Devices
button.

Unbind each port by clicking Unbind Port, repeat until all ports have been removed from bond.

Once all child ports have been unbounded, you can unbond the parent port by clicking Unbond
this interface button.

Adding a VLAN

Select the interface and then select the VLAN Configuration button.

Add New VLAN

| |
| <-Back |

Add the VLAN Id value and select the Add New VLAN menu option.

Repeat as needed. To view the VLANS, select the System Configuration > Network Setup menu
option and expand the drop-down list.

Removing a VLAN
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Before removing a VLAN, please ensure that the interface is not
being used for other purposes, for example as a multicast
interface, WUl interface, SSH interface or a GEO interface.

To remove a VLAN select the System Configuration > Network Setup menu option and select the
appropriate VLAN ID from the drop-down list.

Once selected, delete the IP and then click Set Address. Once the IP has been removed you will
have the option to delete the VLAN, by clicking the Delete this VLAN button.

Repeat as needed. To view the VLANSs select the System Configuration > Interfaces menu option and
select the appropriate VLAN ID from the drop-down list.

Adding a VXLAN

Select the relevant interface and then click the VXLAN Configuration button.

Add New VXLAN

IIn."NI| |Grcup or Remote address |

Enter a new VXLAN Network Identifier (VNI) in the VNI text box. Enter the multicast group or remote
address in the Group or Remote address text box. Click Add New VXLAN.

To modify the VXLAN, go to System Configuration > Interfaces and select the VXLAN from the drop-
down list.

VXlan 2 (ethO)

Interface Address (address[/prefix]) | Set Address

WLAM Caonfiguration | Delete this WxLAMN

On this screen, the interface address of the VXLAN can be specified. The VXLAN can also be deleted
from this screen.

If HA is enabled, HA parameters can be set in the VXLAN:

* The HA Shared IP address. This is the IP address used to configure the HA pair.
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* Specify whether or not this interface is used for HA health checking

10.1.2 Host & DNS Configuration

Set Hostname

Hostname 1100 [§ Set Hostname

DNS NameServer (IP Address) Operation
8888
8.844

Add Nameserver

1P Address | |

DNS Search Domains Operation
Kemp LABINTRA ‘ |

Add Search Domain

Doma'ln| |

DNS Resolver Options

Enable DNSSEC Resolver [H}

Automatically Update DN5 Entries [«

DNS Update Interval E Set Update Interval

Reload DNS Entries for RS Errors |

Resolve DNS Names now Run Resolver Now

Host IP Address Host FQDN Operation
1015433233 example.com ‘

Add/Modify Hosts for Local Resolution

1P Address | | HostFoDN| W Add/Modify

Set Hosthame

Set the hostname of the local machine by entering the hostname in the Hostname text box and
clicking Set Hostname. Only alphanumeric characters are allowed.

Add NameServer (IP Address)
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Enter the IP address of a DNS server to resolve names locally on the LoadMaster in this field and
click Add. A maximum of three DNS servers are allowed.

It is not possible to delete the last remaining NameServer if the
DNSSEC client is enabled. You can disable the DNSSEC client on
the Host & DNS Configuration screen.

Add Search Domain

Specify the domain name to prepend to requests to the DNS NameServer in this field and click Add.
A maximum of six Search Domains are allowed.

Add/Modify Hosts for Local Resolution

These fields provide the ability to manipulate the host file from the LoadMaster WUL. Specify the IP
address and the host FQDN for the entry.

Enable DNSSEC Resolver

By default, the LoadMaster DNSSEC client is disabled. Only enable this option if needed. In some
circumstances, the DNSSEC validation takes a significant amount of time to fail. This can cause
the LoadMaster to appear to freeze or hang.

Selecting this option enables DNSSEC capabilities on the LoadMaster. You must add at least one
Nameserver before DNSSEC can be enabled. The LoadMaster must be rebooted after changing the
DNSSEC option to activate/deactivate the feature. When the setting is changed, it cannot be
changed again until the LoadMaster has been rebooted.

When using HA - the DNSSEC option must be configured on
both devices separately.

DNSSEC works with the following utilities in the LoadMaster:
* Vipdump
* Ping and ping6
* Syslog
* SNMP
* Wget
* NTP

* SMTP
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* Real Servers
Automatically Update DNS Entries

When this option is enabled, the LoadMaster attempts to automatically update any changed DNS
names (based on the DNS Update Interval):

* If the address is not found, or if it is the same as before - nothing is done (except a log entry is
generated).

* |If the address is different, the Real Server entry is updated with the new address, if possible.

* |If the new address is invalid for some reason, for example if it is a non-local address and the
Enable Non-Local Real Servers option is disabled, no changes are made and a log is generated.

DNS Update Interval

Set the update interval for DNS entries. Valid values range from 1 to 60 (minutes). The default value
is 60.

Reload DNS Entries for RS Errors

When this option is enabled, DNS entries are reloaded when health checks have errors and an
FQDN is associated with the Real Server IP address.

Resolve DNS Names now

Clicking the Run Resolver Now button forces a new resolution of DNS names. The behavior is the
same as the Automatically Update DNS Entries option, except this is a manual (not an automatic)
check.

10.1.3 Default Gateway
The network interface addresses must be set before configuring the default gateway.

The LoadMaster requires a default gateway through which it can communicate with the Internet.

The IPv4 default gateway must be on the 10.154.0.0/16 network

1Pv4 Default Gateway Address [10.154.0.1 M Set IPv4 Default Gateway

If both IPv4 and IPv6 addresses are being used on the LoadMaster, then both an IPv4 and IPv6
Default Gateway Address are required.

IPv4 and IPv6 default gateways must be on the same interface.
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10.1.4 Additional Routes

Fixed Static Routes

Add Mew Route

Destination | | Gateway | |

Further routes can be added. These routes are static and the gateways must be on the same
network as the LoadMaster. To segment traffic you can also leverage the Virtual Service level
default gateway.

10.1.5 Packet Routing Filter

Packet Routing Filter

Rejection method Drop (@) Reject ()
Restrict traffic to Interfaces D

Add Blocked Address(es)
IPAddressl | Commentl |

Add Allowed Address(es)

IPAddressl | Commentl |

Packet Routing Filter

If GEO is enabled, the Packet Routing Filter is enabled by default and cannot be disabled. If GEO is
disabled, the Packet Routing Filter is configurable - it can be either enabled or disabled. To disable
GEO, on a LoadMaster which has GEO functionality, in the main menu, select Global Balancing
and Disable GSLB.

If the filter is not activated, the LoadMaster also acts as a simple IP-forwarder.

When the filter is activated, it restricts traffic to the LoadMaster but client access to services
running on the interface addresses (SSH 22, HTTPS 443, SNMP 161, and DNS 53) is unaffected.
Enabling SNAT prevents you from blocking traffic to a Virtual Service that has the same IP address
as the LoadMaster's default gateway interface. This can affect Azure or any cloud platforms that
use a single IP address.
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The Reject/Drop blocked packets and Restrict traffic to
Interfaces fields will not be displayed if the Packet Routing
Filter is disabled.

Reject/Drop blocked packets

When an IP packet is received from a host, which is blocked using the Access Control Lists (ACLs),
the request is normally ignored (dropped). The LoadMaster may be configured to return an ICMP
reject packet, but for security reasons it is usually best to drop any blocked packets silently.

Restrict traffic to Interfaces
This setting enforces restrictions upon routing between attached subnets.
Add Blocked Address(es)

The LoadMaster supports a “blacklist” Access Control List (ACL) system. Any host or network
entered into the ACL will be blocked from accessing any service provided by the LoadMaster.

The ACL is only enabled when the Packet Filter is enabled. The whitelist allows a specific IP
address or address range access. If the address or range is part of a larger range in the blacklist,
the whitelist will take precedence for the specified addresses.

If a user does not have any addresses listed in their blacklist and only has addresses listed in their
whitelist, then only connections from addresses listed on the whitelist are allowed and
connections from all other addresses are blocked.

This option allows a user to add or delete a host or network IP address to the Access Control List.
In addition to IPv4 addresses - IPv6 addresses are allowed in the lists if the system is configured
with an IPv6 address family. Using a network specifier specifies a network.

For example, specifying the address 192.168.200.0/24 in the blacklist will block all hosts on the
192.168.200 network.

A static port Virtual Service, with an access list defined to block
particular traffic, will not work correctly if you also have a
wildcard Virtual Service on the same IP address. The wildcard
Virtual Service will accept the traffic after the static port Virtual
Service denies it.

It is recommended to use a separate IP address in this case to
avoid unexpected behavior resulting from this interaction.
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10.1.6 VPN Management

The VPN Management link/screen will only be available if the
LoadMaster is licensed for IPsec tunneling.

This is document covers the policy-based VPN functionality that
is available in the latest LoadMaster Long Term Support (LTS)
release. As of LoadMaster firmware version 7.2.53, the

VPN Management menu option changed to Policy Based VPN
and support was added for route-based VPNs. For further
details, refer to the following article:
https://support.kemptechnologies.com/hc/en-
us/articles/360056833372.

kemp

For further information on IPsec tunneling, including step-by-step instructions on how to set it up,

refer to the IPSec Tunnelling Feature Description.

Connection Endpoints Configuration

Connection Name

|AWS2

vCloudAir

tAzure

laws1

()peratjon
[ Delete |
[ Delete |

IEEEE

Connection Name

Specify a unique name to identify the connection.

Create

Create a uniquely identifiable connection with the specified name.
View/Modify

View or modify the configuration parameters for this connection.
Delete

Delete this connection.

All associated configuration will be permanently deleted. A
connection can be deleted at any time, even if itis running.
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10.1.6.1 View/Modify VPN Connection

Connection Details

Local IP Address [10.154.11.10 |

Local Subnet(s) [10.154.11.10/32 4
Remote IP Address [10.154.11.20 |
Remote Subnet(s) [18.154.11.3@/32 4

Perfect Forward Secrecy [

Connection Secrets

Local1D [10.154.11.10 |
Remote 1D |1[}.15-4.11.2[} |
Pre Shared Key(PSK) |

Save Secret Information

<-Back

When initially creating a connection, or when modifying a connection, the View/Modify VPN
Connection screen appears.

Local IP Address
Set the IP address for the local side of the connection.

In non-HA mode, the Local IP Address should be the LoadMaster IP address, that is, the IP address
of the default gateway interface.

In HA-mode, the Local IP Address should be the shared IP address. This will be automatically
populated if HA has already been configured. For more information on setting up tunneling in a HA
configuration, refer to the next section.

Local Subnet Address

When the Local IP Address is set the Local Subnet Address text box is automatically populated. The
local IP can be the only participant if applicable, given the /32 CIDR. Review the Local Subnet
Address and update it if needed. Ensure to click Set Local Subnet Address to apply the setting,
whether the address has been changed or not. Multiple local subnets can be specified using a
comma-separated list. Up to 10 IP addresses can be specified.

Remote IP Address
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Set the IP address for the remote side of the connection. In the context of an Azure endpoint, this IP
address is expected to be the public-facing IP address for the Virtual Private Network (VPN)
Gateway device.

Remote Subnet Address

Set the subnet for the remote side of the connection. Multiple remote subnets can be specified
using a comma-separated list. Up to 10 IP addresses can be specified.

Perfect Forward Secrecy

Activate or deactivate the Perfect Forward Secrecy option.

The cloud platform being used will determine what the Perfect
Forward Secrecy option should be set to. Perfect Forward
Secrecy is needed for some platforms but is unsupported on
others. To find out what will work with your cloud platform,
refer to the document.

Local ID

Identification for the local side of the connection. This may be the local IP address. This field is
automatically populated with the same address as the Local IP Address if the LoadMaster is not in
HA mode.

If the LoadMaster is in HA mode, the Local ID field will be automatically set to %any. This value
cannot be updated when the LoadMaster is in HA mode.

Remote ID

Identification for the remote side of the connection. This may be the remote IP address.
Pre Shared Key (PSK)

Enter the pre-shared key string.

Save Secret Information

Generate and save the connection identification and secret information.
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10.2 HA and Clustering

Confirm

) HA Mode

An HA configuration requires two LoadMasters, only one of
which is active and processing traffic at any time. The other
passive unit continuously monitors the health of the active unit
and will begin serving traffic when the active unit becomes
unavailable. Once you configure HA mode, clustering options
will be unavailable.

O Clustering

A Clustering configuration requires the following:

1. At least three LoadMasters (four or more are
recommended). All LoadMasters in a cluster actively
process traffic.

2. All hardware LoadMasters must be the same model
Virtual LoadMasters must have the same CPU, RAM and
disk storage assigned. You cannot mix hardware and
virtual LoadMasters in a cluster.

3. All LoadMasters should be set to use factory-default
settings, with the exception of networking.

Once you configure clustering, HA mode options will be
unavailable.

This section in the WUI is only called HA and Clustering if you have a LoadMaster license with
clustering enabled. If you do not have clustering, this section will be called HA Parameters and you
will not see the screen shown above. If clustering has been configured, this section will be called

Cluster Control.

This screen describes both HA Mode and Clustering. Select the relevant option and click Confirm to

continue.
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Once clustering is configured, the HA mode options will be
unavailable.

10.2.1 HA Mode

If you are using the LoadMaster in a cloud environment, refer
to the Azure HA Parameters or AWS HA Parameters section.

If you are using the LoadMaster for AWS product, refer to the
AWS HA Parameters

The role of the appliance can be changed by setting the HA Mode. If HA (First) Mode or HA
(Second) Mode is selected as the HA Mode, a prompt will appear reminding to add a shared IP.
Changing the HA Mode will require a reboot, so after the details are set, click the Reboot button
provided. Once the LoadMaster has rebooted, the HA menu option will be available in the System
Configuration section provided the role is not “Non HA Mode”. HA will NOT work if both machines
are specified the same.

When logged into the HA cluster, use the shared IP address to view and set full functionality to the
pair. If you loginto the direct IP address of either one of the devices the menu options are quite
different (see menus below). Logging into one of the LoadMaster directly is usually reserved for
maintenance.

Local Home

* Local Administration
= Interfaces

yethD »ethl

» Host & DNS Configuration Home
» Virtual Services

» Global Balancing

» User Management
» Default Gateway

» Statistics
» Update License S
» System Reboot » Rules & Checking
] Update Software } Certificates & Security
3
» Backup/Restore System Configuration
i Network Telemetry
» Date/Time
Help

» HA Parameters
» WUI Settings
» Log Files

» Extended Log Files

» Backup/Restore Certs.
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When a LoadMaster is in HA mode, the following screen appears when you select the HA
Parameters menu option.

HAMode |HA (First) Mode |
HA Timeout |9 Seconds v |

HA Initial Wait Time |0 ST @BCEVE (Valid Values: 0, 10-180)

HA Virtual ID |11 SRV (EINIDE (Valid Values: 1-255)

Use Broadcast IP address |

Switch to Preferred Server | No Preferred Server v |

HA Update Interface [eth0: 10.35.48.11 v |

Force Partner Update
Inter HA L4 TCP Connection Updates
Inter HA L7 Persistency Updates

00

HA Status

At the top of the screen, next to the time, icons are shown to denote the real-time status of the
LoadMaster units in the cluster. There will be an icon for each unit in the cluster. You can open the
WUI for the first or second HA unit by clicking the relevant status icon.

IX X [1b100] Master 03:10:04 PM

The possible icons are:

The unit is online and operational and the HA units are correctly paired.
Green (with IE
‘A) The A in the middle of the square indicates that this is the master (active)

unit.

The unit is online and operational and the HA units are correctly paired.

Green I:I
(without ‘A’) The absence of an ‘A’ in the middle of the square indicates that this is not
the master unit (standby).
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IE The unit is not operational. It may be offline or misconfigured. The unit is

Red/Yell
ed/Yellow not ready to take over. It may be offline or incorrectly paired.

When the unit reboots more than 3 times in 5 minutes it moves into a
pacified state. In this state the machine is only accessible using the direct
Blue machine WUI (not the shared WUI), and, it is not participating in any HA
activity, that is, no changes from the master are received and it will not
take over if the master fails. To remove the unit from the pacified state, log
in to the pacified LoadMaster through SSH or the console and reboot.

The machine is in an indeterminate state and may require a reboot to
return to operation. In some cases, this may mean Bboth machines are
Grey active, that is, both are set to master, and something has gone seriously
wrong. CALLall Kemp Support for assistance with this issue, if rebooting
does not solve it.

If the HA status squares are not appearing in the WUI, it probably means
No HA icons that HA is not enabled. Go to System Administration and select the HA
option. Ensure the HA Mode is set to either First or Second.

In HA mode each LoadMaster will have its own IP address used only for diagnostic purposes
directly on the unit. The HA pair have a shared IP address over which the WUI is used to configure
and manage the pair as a single entity.

Both HA1 and HA2 must be on the same subnet with the same
default gateway and be in the same physical site. They must
not be separated by an intra-site link and must use the same
gateway to return traffic.

HA Mode

If using a single LoadMaster, select Non-HA Mode. When setting up HA mode, one LoadMaster must
be set to HA (First) and the other HA (Second). If they are both set to the same option, HA will not
operate.

HA Timeout

The time that the Master machine must be unavailable before a switchover occurs. With this
option, the time it takes an HA cluster to detect a failure can be adjusted from 3 seconds to 15
seconds in 3 second increments. The default value is 9 seconds. A lower value will detect failures
sooner, whereas a higher value gives better protection against a DOS attack.

HA Initial Wait Time
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How long after the initial boot of a LoadMaster, before the machine decides that it should become
active. If the partner machine is running, then this value is ignored. This value can be changed to
mitigate the time taken for some intelligent switches to detect that the LoadMaster has started and
to bring up the link.

HA Virtual ID

When using multiple HA LoadMaster clusters on the same network, this value uniquely identifies
each cluster so that there are no potential unwanted interactions.

All LoadMasters on the network that are or will be configured
into HA pairs must be assigned unique HA Virtual ID numbers.

As of the 7.2.36 release, the LoadMaster selects a virtual ID based on the shared IP address of the
first configured interface (the last 8 bits). It is selected and displayed once both the shared address
and the partner address have been set. You can change the value to whatever you want (in the
range 1 - 255) or you can keep it at the value it already selected. Please ensure the virtual ID is
unique on each LoadMaster on the network.

Use Broadcast IP address

By default, the LoadMaster uses an IP multicast address when sending CARP packets. Enabling this
option forces the use of the IP broadcast address instead.

Switch to Preferred Server

By default, neither partner in a HA cluster has priority. So that when a machine restarts after a
switchover, the machine becomes the slave and stays in that state until forced to Master.
Specifying a preferred host means that when this machine restarts, it will always try to become
master and the partner will revert to slave mode. If a preferred server is specified, this will result in
a double failover event because if the master unit fails, the slave unit will take over as master and
when the preferred unit comes back up it will take over as master.

HA Update Interface
The interface used to synchronize the HA information within the HA cluster.
Hard Reboot on link Failure

In LoadMaster firmware version 7.2.53, a new option was introduced that allows you to specify
that a LoadMaster configured in HA reboots if any configured interface loses connectivity with the
network (that is, experiences a link failure). For further details, refer to the following article: HA
Interface Reboot Feature.

Force Partner Update
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Immediately forces the configuration from the active to standby unit without waiting for a normal
update.

Inter HA L4 TCP Connection Updates

When using L4 services, enabling updates will allow L4 connections to be maintained across a HA
switchover by sharing the connection table. This option is ignored for L7 services.

Inter HA L7 Persistence Updates

When using L7 services, enabling this option will allow persistence information to be shared
between the HA partners. If an HA failover occurs, the persistence information will not be lost.
Enabling this option can have a significant performance impact.

HA Multicast Interface

The network interface used for multicast traffic which is used to synchronize Layer 4 and Layer 7
traffic when Inter-HA Updates are enabled.

Use Virtual MAC Addresses

Enabling this option forces the MAC address to switch between a HA pair during a switchover
which is useful when gratuitous ARPs (used in communicating changes in HA IP addresses to
switches) are not allowed.

This option is only available for hardware LoadMasters.

10.2.1.1 Azure HA Parameters

This screen is only available in LoadMaster for Azure products.

Azure HA Mode | Master HA Mode | »

Switch to Preferred Server | No Preferred Host | »

Partner Name/IP |10.0.0.37 Set Partner Name/IP
Health Check Port |8444 Set Health Check Port

Health Check on All Interfaces

Azure HA Mode
Select the required HA mode for this unit. There are three options:

* Master HA Mode
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* Slave HA Mode
* Non HA Mode
If you are only using a single LoadMaster, select Non HA Mode.

When using HA mode, one machine must be specified as the Master and the second machine must
be specified as the Slave.

HA will not work if both units have the same value selected for
the Azure HA Mode.

Synchronization of Virtual Service settings only occurs from the
master to the slave. Changes made to the master will be
replicated to the slave. However, changes made to the slave are
never replicated to the master.

If the master unit fails, connections will be directed to the slave
unit. The master unit is the master and will never become the
slave, even if it fails. Similarly, the slave unit will never become
the master. When the master unit comes back up, connections
will automatically be directed to the master unit again.

MASTER (ACTIVE) 04:12:10 PM

You can tell, at a glance, which unit is the master, and which is the slave, by checking the mode in
the top bar of the LoadMaster.

Switch to Preferred Server
There are two possible values to select:

* No Preferred Host: Each unit takes over when the other unit fails. No switchover is performed
when the partner is restarted.

* Prefer Master: The HA1 (master) unit always takes over. This is the default option.
Partner Name/IP
Specify the host name or IP address of the HA partner unit.

Health Check Port
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Set the port over which the health check will be run. The port must be the same on both the
master and slave unit for HA to function correctly.

Health Check on All Interfaces

When this option is enabled, the health check listens on all interfaces. This is required when using
a multi-arm configuration. If this is disabled, the health check listens on the primary eth0 address
(this is the default behavior).

Local Home

* Local Administration
~Interfaces
¥ ethD
¥ Host & DNS Configuration
» User Management
¥ Default Gateway
» Update License
3 System Reboot
» Update Software
» Backup/Restore
¥ Date/Time
» Azure HA Parameters
» WUI Settings
» Log Files
* Extended Log Files
» Backup/Restore Certs.

If a unit is in standby mode, WUI access is restricted to Local Administration only. Full WUI access
is available if the unit is in an active or unchecked state.

10.2.1.2 AWS HA Parameters

This screen is only available in LoadMaster for Amazon Web Services (AWS) products.

AWS HA Mode | Master HA Mode |

Switch to Preferred Server | No Preferred Host :l

Partner Mame/1P 10,0.0.37 Set Partner Name/TP
Health Check Port _344-4 Set Health Check Port

Health Check on All Interfaces

AWS HA Mode
Select the required HA mode for this unit. There are three options:
* Master HA Mode

* Slave HA Mode
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* Non HA Mode
If you are only using a single LoadMaster, select Non HA Mode.

When using HA mode, one machine must be specified as the Master and the second machine must
be specified as the Slave.

HA will not work if both units have the same value selected for
the AWS HA Mode.

Synchronization of Virtual Service settings only occurs from the
master to the slave. Changes made to the master will be
replicated to the slave. However, changes made to the slave are
never replicated to the master.

If the master unit fails, connections will be directed to the slave
unit. The master unit is the master and will never become the
slave, even if it fails. Similarly, the slave unit will never become
the master. When the master unit comes back up, connections
will automatically be directed to the master unit again.

MASTER (ACTIVE) 04:12:10 PM

You can tell, at a glance, which unit is the master, and which is the slave, by checking the mode in
the top bar of the LoadMaster.

Switch to Preferred Server
There are two possible values to select:

* No Preferred Host: Each unit takes over when the other unit fails. No switchover is performed
when the partner is restarted.

* Prefer Master: The HA1 (master) unit always takes over. This is the default option.
Partner Name/IP
Specify the host name or IP address of the HA partner unit.
Health Check Port

Set the port over which the health check will be run. The port must be the same on both the
master and slave unit for HA to function correctly.
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Health Check on All Interfaces

When this option is enabled, the health check listens on all interfaces. This is required when using
a multi-arm configuration. If this is disabled, the health check listens on the primary eth0 address
(this is the default behavior).

Local Home

¥ Local Administration
v Interfaces
> eth0
» Host & DNS Configuration
» User Management
» Default Gateway
» Update License
» System Reboot
» Update Software
» Backup/Restore
» Date/Time
AWSHAParameters
» WUI Settings
» Log Files
» Extended Log Files
» Backup/Restore Certs.

If a unit is in standby mode, WUI access is restricted to Local Administration only. Full WUI access
is available if the unit is in an active or unchecked state.

10.2.2 Cluster Control

The Cluster Control option will only be available on LoadMasters which have a clustering license.
To add the clustering feature to your license, please contact a Kemp representative. For further
information on clustering, refer to the LoadMaster Clustering Feature Description.

Convert to Cluster

Create a new Cluster Create New Cluster

Add this LoadMaster to an existing cluster [:Tals o iUs (1= =15
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Create New Cluster: If setting up a new cluster, click this button.

Add to Cluster: Add this LoadMaster to an already existing cluster.

Convert to Cluster

Cluster Shared Address (10.154.11.91 Create a New Cluster

When the Create New Cluster button is clicked, the screen above will appear which prompts to set
the shared IP address of the cluster. The shared IP address is the address which will be used to
administer the cluster.

Reboot

Rebooting and switching to the Shared Address to finish the conversion to
Cluster mode

Please reconnect to 10.154.11.91

Continue

When the Create a New Cluster button is clicked, the LoadMaster reboots. A message will appear
asking to reconnect to the shared IP address that was just set.

Current Cluster Configuration

ID Address Status Operation
1101541190 @ Admin

IP Address [10.154.0.0 |

After creating a cluster, the Cluster Control screen in the WUI of the shared IP address will allow the
addition of LoadMaster nodes into the cluster.

A LoadMaster can only be added to a cluster when the cluster
is available and the LoadMaster is waiting to join the cluster.
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Refer to the LoadMaster Clustering Feature Description for
further information and steps.

ID Address Status Operation

110.154.11.90 @ Admin

2 10.154.11.80 @ up

The Cluster Control screen, in the shared IP address WUI, displays details for each of the nodes in
the cluster.

Show Options: Clicking the Show Options button will display the Cluster Parameters section which
contains two additional fields which can be used to set the Cluster Virtual ID and Node Drain Time.
For further information, refer to the LoadMaster Clustering Feature Description on the Kemp
Documentation Page.

ID: The cluster ID.

Address: The IP address of the LoadMaster node. If a second IP address appears in brackets after
the first one - the second IP address is the IP address of the interface port. Icons are displayed
depending on the status:

Icon Status Description

Admin The node is the primary control node.

Disabled The node is disabled - connections will not be sent to that node.
E Starting The node is starting (enabling).

Up The node is up.

Down The node is down.

The node has been disabled and the connections are being shut down in an
orderly fashion. Drain stopping lasts for 10 seconds by default. This can be
updated by changing the Node Drain Time value on the Cluster Control screen.
For more information, refer to the LoadMaster Clustering Feature Description.

Draining

Operation: The different operations that can be performed in relation to the notes:
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* Disable: Disable the node. Nodes that are disabled will first go through drain stopping. During
the drain stopping time, the connections are shut down in an orderly fashion. After the drain,
the node will be disabled and no traffic will be directed to that node.

* Enable: Enable the node. When a node comes up, it will not be immediately be brought into
rotation. It will only come online after it has been up for 30 seconds.

* Delete: Delete a node from the cluster. When a node is deleted it becomes a regular single
LoadMaster instance. If the LoadMaster is later added back in to the cluster, any configuration
changes that have been made in the shared IP address will propagate to the node LoadMaster.

* Reboot: When performing a cluster-wide firmware update, a Reboot button will appear on this
screen after uploading the firmware update patch. For step-by-step instructions on how to
perform a cluster-wide firmware update, refer to the LoadMaster Clustering Feature

Description.
Add New Node: Add a new node with the specified IP address to the cluster.

10.2.2.1 Cluster Parameters

Cluster Parameters

Cluster Virtual ID TS ] ( Valid Values: 1-255)
Node Drain Time L e R a] ( Valid Values: 1-600)

When the Show Options button is clicked, the Cluster Parameters section appears. This section
contains two additional WUI options - Cluster Virtual ID and Node Drain Time.

Cluster Virtual ID

When using multiple clusters or LoadMaster HA systems on the same network, the virtual ID
identifies each cluster so that there are no potential unwanted interactions. The cluster virtual ID
is set to 1 by default, but it can be changed if required. Valid IDs range from 1 to 255. Changes
made to an admin Loadmaster propagate across all nodes in the cluster.

Node Drain Time

When a node is disabled, the connections that are still being served by the node are allowed to
continue for the amount of seconds specified in the Node Drain Time text box. No new connections
will be handled by the node during this time. The Node Drain Time is set to 10 seconds by default,
but it can be changed if required. Valid values range from 1 to 600 (seconds).

During the drain time the status changes to Draining until the specified drain time elapses.

When the drain time has elapsed the status changes to disabled.
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10.3 System Administration

These options control the base-level operation of the LoadMaster. It is important to know that
applying changes to these parameters in a HA pair must be done using the floating management
IP. Many of these options will require a system reboot. When configuring these parameters, only
the active system in a pair is affected.

10.3.1 User Management

The content below describes the different user management WUI fields. For further information on
user management and WUI authentication, refer to the User Management Feature Description.

Change Password

Current Password | |

Mew Password | |

Re-enter Mew Password | | Set Password

The Change Password section can be used to change the appliance password. This is a local
change only and does not affect the password of the partner appliance in a HA deployment.

Minimum Password length

Minumum password length |8 v

Minimum Password length

Set the minimum password length for all local user passwords. After selecting a different value for
this field, you must refresh the page for the new value to be enforced.

Local Users

User Permissions Operation

ExampleUser Read Only

The Local Users section lists any existing local users. Two options are available for existing users:
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o * Modify: Change details for an existing local user, such as their permissions and
password. For further information, refer to the Modify User section.

o * Delete: Delete the relevant user.

Add User

User| |F‘asswc:-rd| Use RADIUS Server | [ICIVE g

New users can be added in the Add User section.

Usernames can be a maximum of 64 characters long. Usernames can start with a digit and can
contain alphanumeric characters, in addition to the following special characters:

=~/\-_+#@ / -

The minimum password length is defined by what is set in the Minimum password length field. All
characters are allowed.

The Use RADIUS Server option allows you to determine if RADIUS server authentication will be used
when the user is logging in to the LoadMaster. The RADIUS Server details must be setup before this
option can be used.

When RADIUS authentication is in use, the LoadMaster passes the user’s details to the RADIUS
server and the RADIUS server informs the LoadMaster whether the user is authenticated or not. For
further details on how to configure the RADIUS Server details please refer to the WUI
Authentication and Authorization section and the .

When Session Management is enabled, the Use RADIUS Server
option is not available within this screen. Please refer to the
WUI Authentication and Authorization section for further
information on how to configure RADIUS Server when Session
Management is enabled.

When Session Management is enabled, a check box called No Local Password will be displayed in
the Add User section. This option can be enabled if client certificate authentication will be used to
authenticate this user when they are accessing the LoadMaster. To enable client certificate
authentication, set the Admin Login Method in the Remote Access screen. For further information,
refer to the Remote Access section or the User Management Feature Description.
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API Keys

API Key Operation
0g5La4aWNTc43E3DDUIPRdadNIqS hHAEQzLpMZABMS g0z
8nv2c4tsBpl1w30i05TEQUUMKTbkPM2KAD16185x9kaz
DAJuxFXUWQD)sxYROepwFA4HTAPKU2BHAGOXDES M2 042
nZ0i41POmj9vMN 3eUIPGdCVIGLdx0HEpDUry9hq OPgz

When running APl commands, you can authenticate using an APl key. An API key is a unique
identifier used to authenticate a user.

The API Keys section on the User Management screen displays any API keys currently generated for
the logged in user. You can have up to 16 API keys per user - if you try to create more, the oldest is
silently deleted. The oldest API key is listed at the top.

To generate an API key for a specific user, go to the Modify screen for that particular user.

Remote User Groups

Group Permissions Operation
ExampleGroup2 Certificate Creation, Intermediate Certificates, Certificate
Backup
ExampleRemotelUserGroup Real Servers, Virtual Services, Certificate Creation,
Intermediate Certificates, Certificate Backup

Add Remote User Group

R | ~:: Cro»

The Remote User Groups section displays any remote user groups that have been created. The
group name and associated permissions are displayed. These groups can be selected for LDAP
WUI authentication in the following location: Certificates & Security > Remote Access > WUI
Authorization Options. For further information, refer to the WUI Authentication and Authorization
section.

It is important to select and apply the group, or groups. If there
are no groups selected, no group checking is performed and
remote users can log in without a group check.

You can add a new remote user group by entering a name and clicking Add Group.
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The following characters are permitted in the group name:
alphanumeric characters, spaces, or the following special
symbols: =~A,_+#,@/-.

Click Modify to edit the group permissions.

Permissions for User testuser

Real Servers

Virtual Services

Rules

System Backup
Certificate Creation
Intermediate Certificates
Certificate Backup

User Administration

GEO Control

All Permissions

000000

For further information regarding group permissions, refer to the User Management Feature
Description.

Extended Permissions

Allow Extended Permissions [

Enabling the Allow Extended Permissions option makes an additional permission called Add Virtual
Services visible on the user permissions screen. For details on this, refer to the User Management
Feature Description.
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10.3.1.1 Modify User

Permissions for User ExampleUser

Real Servers

Wirtual Services

Rules

System Backup
Certificate Creation
Intermediate Certificates
Certificate Backup

User Administration

GEO Control

ALl Permissions

DODONDODODODODDODDOO

In this screen you may set the level of user permissions. This determines what configuration
changes the user is allowed to perform. The primary user (bal) always has full permissions.
Secondary users may be restricted to certain functions.

For further information regarding user permissions, please refer to the User Management Feature
Description.

Change Password

New Password | |

Re-enter Mew Password | | Change Password

Use RADIUS Server

The Change Password section can be used to modify a user’s password. It is also possible to enable
and disable RADUIS server authentication for a user.

When Session Management is enabled, the Use RADIUS Server
option is not available within this screen. Please refer to the
WUI Authentication and Authorization section for further
information on how to configure RADIUS Server when Session
Management is enabled.

When Session Management is enabled, a check box called No Local Password will be displayed in
the Change Password section. This option can be enabled if client certificate authentication will be
used to authenticate this user when they are accessing the LoadMaster. To enable client certificate
authentication, set the Admin Login Method in the Remote Access screen. For further information,
refer to the Remote Access or the User Management Feature Description on the Kemp_
Documentation Page.
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Named users, even those without User Administration privileges, can change their own passwords.
When a named user clicks the System Administration > User Management menu option the Change
Password screen appears.

Current Password | |

Mew Password | |

Re-enter New Password | |

Set Password

From within this screen, users can change their own password. The minimum password length is
defined by what is set in the Minimum password length field. All characters are allowed, except
\”"’. Once changed, a confirmation screen appears after which the users will be forced to log back
in to the LoadMaster using their new password.

API Keys
API Key Operation
gMd2Ce1NExmuUgfBCecRVIX2cVYVPVt800Zvte 7 xpP8z Generate New APIKey

When running APl commands, you can authenticate using an API key. An API key is a unique
identifier used to authenticate a user.

The API Keys section on the Modify user screen displays any API keys currently generated for that
specific user. You can have up to 16 API keys per user - if you try to create more, the oldest is
silently deleted. The oldest API key is listed at the top.

To generate an API key for a specific user, click Generate New APIKey.

Local Certificate

Download Certificate

Generate Certificate Passphrase| |

Delete Certificate

In the Local Certificate section, a certificate can be generated for the user. A Passphrase can be
optionally set which is used to encrypt the private key. Once that certificate has been downloaded,
it can be used as a client certificate to allow password-less access to the LoadMaster API. Users
with ‘User Administration’ permissions are able to manage local certificates for themselves and
other users.
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To enable client certificate authentication to the LoadMaster, set the Admin Login Method in the
Remote Access screen. For further information, please refer to the Remote Access section or the
User Management Feature Description on the Kemp Documentation Page.

10.3.2 Update License

In LoadMaster firmware version 7.2.53, the Update License
screen was renamed to License Management and some other
enhancements were made to this screen. For further details,
refer to the following article: License Management
Enhancements.

This screen displays the activation date and the expiration date of the current license. You would
use the Update License function if your license has changed, for example if:

o You have renewed support
o You have renewed your license
« You have changed your license type

Before updating the license in the LoadMaster, you must either contact your Kemp representative,
or use the Upgrade option. After you have contacted Kemp or used the upgrade option, there are
two ways to update a license - using the Online method and using the Offline method. Refer to the
sections below to find out details about the screens for each method.

For more information and instructions, refer to the Licensing Feature Description.

A Kill License button may appear on the Update License screen:

o If your LoadMaster license is either a Permanent (PERM), Temporary (TEMP), or Service
Provider License Agreement (SPLA) license that was obtained from the Kemp Licensing Server
(either online or offline), then clicking the Kill License button will invalidate your license on
the Kemp licensing server and in the inventory of the Kemp ID that was used to license the
LoadMaster.

o If your LoadMaster license is a Service Provider License Agreement (SPLA) or Metered
Licensing Agreement (MELA) license that was obtained from a local Kemp 360 Central
instance in your configuration, then clicking the Kill License button will return the
LoadMaster license to the available license pool on Kemp 360 Central, and the LoadMaster
will return to an unlicensed state.
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Do not click Kill License unless instructed to by Kemp Support.

10.3.2.1 Online Method

License Update

[ Online Licensing v |

Kemp Identifier: jploggs@kemp.ax |

Password: [seeesess [ Update License [Kill License|
OrderIDl |
(optional):

To upgrade the license using the online method, the LoadMaster must be connected to the internet.
You will need to enter your Kemp ID and Password to license using the online method.

A reboot is recommended after updating the license.
Do not click Kill License unless instructed to by Kemp Support.

10.3.2.2 Offline Method

Current License

Uuid: 084e4095-8219-4007-97d5-71eb1f697b97
Activation date: June 30 2016
Licensed until: July 31 2016

License Update

Please obtain your new license from your KEMP representative or by visiting Get License

Offline Licensing ¥

Access Code: mmw14-txwSw-mrmhg-6k4hg

License: Update License

4

To upgrade the license using the offline method, you need to enter license text in the LoadMaster.
You can either get this from Kemp or using the Get License link.

A reboot is recommended after updating the license. If upgrading to an ESP license, a reboot is
required after the update.
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10.3.2.3 Debug Checks

If you try to license and there are any issues, a number of checks are performed automatically and
the results and associated error message are displayed.

@ Cannot centact Online Licensing server
9 Connection to Default Gateway: {172.21.42.1 - OK)
9 Connection to DN5: (No address specified - Failed)
@ Resolve Licensing Server FQDN: Stopped

G Connection to Licensing Server: Stopped

These checks perform the following tasks:
* Ping Default Gateway
* Ping DNS Servers

* Ping Licensing Server

10.3.3 System Reboot
Reboot
NG Shutdown
Reset To Factory Defaults _
Reboot

Reboot the appliance.
Shutdown

Clicking this button attempts to power down the LoadMaster. If, for some reason, the power down
fails, it will at a minimum halt the CPU.

Reset Machine

Reset the configuration of the appliance with exception of the license and username and password
information. This only applies to the active appliance in a HA pair.
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10.3.4 Update Software
Update LoadMaster Software

Software Update File: Choose File | No file chosen
werification File (Optional); Choose File | No file chosen Update Machine

You can download firmware patches from the Kemp Downloads page.

The Verification File field appears if the Update Verification Options field is set to Required or
Optional in System Configuration > Miscellaneous Options > WUI Settings (this is set to Required by
default).

By default, the integrity of a patch or add-on is verified at install time. This is done without the use
of a secondary XML verification file.

Setting the Update Verification Options to Required or Optional allows the use of a secondary XML
verification file to be uploaded at the same time as you are uploading a patch or add-on, which
allows you to verify the digital signatures used to sign the update file archive. The patch/add-on
will not be installed if the patch cannot be verified against the XML file.

If the Update Verification Options drop-down list is set to Required it is not possible to upgrade to
LoadMaster firmware 7.2.51 or above. It is also not possible to downgrade from 7.2.51 to a version
previous to that. To workaround this, set the Update Verification Options field to Optional or No
verification file - deprecated before downgrading or upgrading between the specified versions. For
further details, refer to the following article: Upgrade/Downgrade Notes Relating to Update Verification

Options.

Update Machine

After you have downloaded the firmware you can browse to the file and upload the firmware
directly into LoadMaster. The firmware will be unpacked and validated on LoadMaster. If the patch
is validated successfully you will be asked to confirm the release information. To complete the
update you will need to reboot the appliance. This reboot can be deferred if needed.

Update Cluster

The Update Cluster option will only be available on
LoadMasters which have a clustering license. To add the
clustering feature to your license, please contact a Kemp
representative. For further information on clustering, refer to
the LoadMaster Clustering Feature Description.
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The firmware on all LoadMasters in a cluster can be updated using the shared IP address by
clicking the Update Cluster button. For step-by-step instructions on how to perform a cluster-wide
software update, refer to the LoadMaster Clustering Feature Description.

Restore Software

If you have completed an update of LoadMasters firmware you can use this option to revert to the
previous build.

Installed Addon Packages

Package Version Installation Date Operation

Vmitoolsd 7.2.48.0417807DEV Fri Sep 27 01:56:14 2019 | ‘

Install new Addon Package

Addon Package File: Choose File | Mo file chosen
Verification File {Optional)]| Choose File | No file chosen Install Addon Package

Installed Addon Packages

Add-on packages can be installed in the Kemp LoadMaster. Add-on packages provide features that
are additional to those already included in the LoadMaster. Kemp plan on creating further add-on
packages in the future.

Add-On packages can be downloaded from the Kemp website: www.kemptechnologies.com

To install an add-on package, click Choose File, browse to and
select the file and click Install Addon Package. A reboot is
required for the add-on package to be fully installed. If an add-
on package of the same name is uploaded, the existing one will
be overwritten/updated.

The Verification File field appears if the Display Verify Update
Option is selected in System Configuration > Miscellaneous
Options > WUI Settings (this is enabled by default). By default,
the integrity of a patch or add-on is verified at install time. This
is done without the use of a secondary XML verification file.

Enabling the Display Verify Update Option allows the use of a
secondary XML verification file to be optionally uploaded at the
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same time. The patch/add-on will not be installed if the patch
cannot be verified against the XML file.

If an installed add-on package cannot be started, the text will
display in red and the hover text will show that the package
could not be started.

10.3.5 Backup/Restore

Create a Backup

Backup the LoadMaster [JOIEETCYEET N HIY

Restore Backup

Backup File | Choose File | No file chosen

LoadMaster Base Configuration
V5 Configuration

GED Configuration

ESP 550 Configuration [

Restore Configuration

oo [I

Automated Backups

Enable Automated Backups #|

When to perform backup ; Day of week
Backup Method
Remote user I:I
Private Key File (Unset) No file chosen
Remaote Pathname I:I

Test Automated Backups

Create Backup File

Generate a backup that contains the Virtual Service configuration, the local appliance information
and statistics data. License information and SSL Certificate information is not contained in the
backup.

For ease of identification, the Backup file name includes the LoadMaster’s hostname.

By default, the LoadMaster includes a Netstat output in backups taken. When this is included,
backups take longer to complete. You can stop the Netstat output from being included by disabling
the Include Netstat in Backups option in the Debug Options screen (System Configuration > Logging
Options > System Log Files > Debug Options).
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Restore Backup

When performing a restore (from a remote machine), the user may select what information should
be restored:

* VS Configuration
* LoadMaster Base Configuration
* GEO Configuration

* ESP SSO Configuration (This restores the SSO domains, LDAP endpoints and SSO custom image
sets. This does not restore the Virtual Service settings - use the VS Configuration option to
restore those.)

* A combination of the options

It is not possible to restore a single machine configuration onto
a HA machine or restore a HA configuration onto a single
machine.

It is not possible to restore a configuration with ESP-enabled
Virtual Services onto a machine which is not enabled for ESP.

Automated Backups

If the Enable Automated Backups check box is selected, the system may be configured to perform
automated backups on a daily or weekly basis.

For ease of identification, the Backup file name includes the LoadMaster’s hostname.

If the automated backups are not being performed at the correct time, ensure the NTP settings are
configured correctly. For further information, refer to the Date/Time section.

When to perform backup

Specify the time (24 hour clock) of backup. Also select whether to backup daily or on a specific day
of the week. When ready, click the Set Backup Time button.

In some situations, spurious error messages may be displayed
in the system logs, such as:

Dec 8 12:27:01 Kemp_1 /usr/sbin/cron[2065]: (system) RELOAD
(/etc/crontab)

Dec 8 12:27:01 Kemp_1 /usr/sbin/cron[2065]: (CRON) bad
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minute (/etc/crontab)

These can be safely ignored and the automated backup will
likely still complete successfully.

Backup Method
Select the file transfer method for automated backups:

» Ftp (insecure)

o SCp (secure)

o sftp (secure)
If using scp or sftp, the Private Key File must be supplied.
Remote user
Set the username required to access remote host.
Private Key File

If using scp as the backup method, the Private Key File must be provided. This is the SSH private
key generated using ssh-keygen on the remote scp server.

Remote password

The Remote password is used when the Backup Method is set to Ftp (insecure). Set the password
required to access remote host. This field accepts alphanumeric characters and most non-
alphanumeric characters. Disallowed characters are as follows:

* Control characters

* ‘ (apostrophe)

* " (grave)

* The delete character
Remote host

Set the IP address or hostname of the remote host to which you want the backup archives sent,
optionally followed by a colon and the port number. If no port is specified, the default port for the
selected protocol is used.

Remote Pathname
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Set the location on the remote host to store the file.
Test Automated Backups

Clicking the Test Backup button performs a test to check if the automated backup configuration is
working correctly. The results of the test can be viewed within the System Message File.

10.3.6 Date/Time

NTP host(s) [126.192.150.11 |
Show NTP Authentication Parametars [+
NTP Key Type
NTP Shared Secret | |

7o ey
SsetDate [31 v|[May v][2018 v ]
Set Time ::
Set time zone (UTC) |UTC '|

You can manually configure the date and time of LoadMaster or leverage an NTP server.
NTP host(s)

Specify the host which is to be used as the NTP server. NTP is a strongly preferred option for a HA
cluster. For a single unit it is at the user’s discretion. Clicking the Set NTP host button will refresh
the time based on the details configured.

If you do not have a local NTP server, refer to www.pool.ntp.org for a list of public NTP server
pools which can be used.

The time zone must always be set manually.

Show NTP Authentication Parameters/Disable NTP Authentication

The LoadMaster supports NTPv4 which uses cryptographic signing to query a secure NTP server.
This uses a simple authorization scheme which uses a shared secret and key to validate that the
response from the server is actually valid. Enable the Show NTP Authentication Parameters check
box to display the parameters that are needed to support NTP authenticated requests. If you select
the Show NTP Authentication Parameters checkbox and change any of the parameters, the name
of the check box changes to Disable NTP Authentication.

For the NTPv4 feature to work, a file must be created on the
server (/etc/ntp.keys), which has the following format:
<keyid> M <secret string>

<keyid> M <secret string>
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To enable the use of the key, specify the keyid in the trustedkey
line of /etc/ntp.conf, for example, if the keyid is 5 then you
have to specify “trustedkey5”. The trustedkey value can take
multiple values, for example trustedkey 12 3459 10).

NTP Key Type

Select either the MD5, SHA-1, or legacy SHA NTP key type.

NTP Shared Secret

The NTP shared secret string. The NTP secret can be a maximum of 20 ASCII characters long or 40
hexadecimal characters long.

NTP Key ID

Select the NTP key ID. The values range from 1 to 99. Different key IDs can be used for different
servers.

Set Date

Set the date on the LoadMaster.
Set Time

Set the time on the LoadMaster.
Set time zone

Set the time zone where the LoadMaster is located.

10.4 Logging Options

Logging of LoadMaster events can be both pushed and also pulled from the appliance. Itis
important to note that log files on LoadMaster are not historical, if the appliance reboots the logs
are reset. It is important to keep a record of events generated on LoadMaster on a remote facility.
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10.4.1 System Log Files

Disk Usage

/var/log 1%

Action

Boot.msg File

Warning Message File e
System Message File

<ls
Y E

3
g

Nameserver Log File

3
=

Nameserver Statistics

Audit LogFile

5
=

Action Selection

Clear Logs N®EEI@N
Save Logs

Debug Options

Disk Usage - This section provides an indication of the percentage used/free of the log partition.
Color-coding is used to highlight different usage levels:

o 0% to 50%: green
o 50% to 90%: orange

e 90% to 100%: red

Boot.msg File - contains information, including the current version, during the initial starting of
LoadMaster.

Warning Message File - contains warnings logged during the operation of LoadMaster.

System Message File - contains system events logged during the operation of LoadMaster. This
includes both operating system-level and LoadMaster internal events.

Nameserver Log File - show the DNS name server log.

Nameserver Statistics - show the latest name server statistics.
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IPsec IKE Log - show the IPsec IKE log.

The IPsec IKE Log button does not appear if VPN Management
is not configured under System Configuration > Network Setup
> VPN Management.

WAF Event Log - contains logs for most recently triggered WAF rules.

The WAF Event Log button does not appear if there are no WAF
event logs.

Audit LogFile - contains a log for each action which is performed by a user; either using the API or
the WUI. This will only function if session management is enabled. For further information on
session management, refer to the Admin WUI Access section.

Clear Logs - clears the warning and system message logfiles. You can either click Clear All to clear
all the system log files or click the arrow to select specific log files to clear.

Save Logs - you can use this option if you need to send logs to Kemp support as part of a support
effort. Click Save All to save all system log files to your computer and forward them to Kemp
support. Click the arrow to select specific log files to save.

For information on logrotate, refer to https://linux.die.net/man/8/logrotate. Alternatively, run man
logrotate on a Linux machine. To cross check that with the logrotate configuration on the
LoadMaster, look at the configuration files in /etc/logrotate.d/, especially syslog and userlogs.

10.4.1.1 Debug Options

The LoadMaster has a range of features that will help you and Kemp Support staff with diagnosing
connectivity issues. Clicking Debug Options brings up the screen shown below.
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Debug Options

Disable ALl Transparency
Enable L7 Debug Traces
Enable Extended LT Debug
Enable IRQ Pinning

Perform an [7adm

Enable WAF Debug Logging
Enable IRQ Balance

Enable TSO

Enable TCP SACK

Enable Layer 4 IPv6 Forwarding
Disable CLI VS Management
Enable Bind Debug Traces
Perform & PS

Perform Top

Include Top in Backups
Display Meminfo

Display Slabinfo

Perform an Ifconfig

Perform & Netstat

Include Netstat in Backups
Reset Statistic Counters
Flush OCSPD Cache

Enable SSOMGR Debug Traces
Flush 550 Authentication Cache
Linear 550 Logfiles

Start IPsec IKE Dasmon
Perform an IPsec Status
Enable IKE Debug Level Logs
MNetconsole Host

Ping Host

Pingé Host

Traceroute Host

Kill LoadMaster (335722)
Enable DHCPvé Client

Disable Transparency
Enable Traces

Enable Extended Debug
Enable IRQ Pinning

Enable Logging
Enable IRQ Balance
Enable TSO

Enable TCP SACK

Disable CLI VS Managemen

Enable Bind Traces

°Hd

<] =
-t}
(=9
El

Iterations Interval sec DShowThreads |:| Sort by Memaory usage

t

BRI Set Netconsole Host

M Ping |

a

|

| | interface [eth0

| | interface [Automatic v | [EIREA
| |

| |

O

WARNING - Kemp does not recommend using debug

commands during normal operation. They should ideally only
be used in conjunction with a Kemp Support Technician’s
recommendations.

Note: Debug commands have performance impacts on the
LoadMaster and may expose your system to additional security
vulnerabilities during the time they are running.

Disable All Transparency

Disables transparency on every Virtual Service and forces them to use Layer 7. Use with caution.
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This option is only for debugging and does not replace the
normal controls to enable and disable transparency on a per-
Virtual Service basis.

Using this option to disable transparency saves a copy of the
configuration file before disabling transparency. When
transparency is turned back on (not all Virtual Services may
have had transparency turned on before the change), the
original configuration is restored. Therefore, any changes to
the configuration during this time are lost. This includes
creating new Virtual Services.

Enable L7 Debug Traces

Generates log traffic in the message files. Due to the large amount of files being logged it slows
down L7 processing.

Enabling this option can consume more resources and it is
possible that some authorization parameters may be exposed.
Only enable this option if recommended by Kemp Support.

Enable Extended L7 Debug
Click Enable Extended Debug to enable L7 extended debug options.

In LoadMaster firmware version 7.2.53, the Enable Extended Debug option was enhanced. Enabling
this option may be needed when performing extensive testing. For further details, refer to the
following article: Extended Debug Enhancements.

Enabling this option can consume more resources and it is
possible that some authorization parameters may be exposed.
Only enable this option if recommended by Kemp Support.

Enable IRQ Pinning

Click the button to enable Interrupt Request Line (IRQ) pinning. This is disabled by default.

Only enable this option in consultation with Kemp Support.
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When you change the IRQ pinning option from off to on, IRQ
pinning is enabled on all network interfaces that are assigned
an IP address. When IRQ pinning is enabled and you add an IP
address to an unconfigured interface, that interface will not
have IRQ pinning enabled until you either toggle the IRQ
pinning off and back on again, or the system is rebooted.

Perform an [7adm

Displays raw statistics about the L7 subsystem.

Enable WAF Debug Logging

Enable WAF debug traces.

This generates a lot of log traffic. It also slows down WAF
processing. Only enable this option when requested to do so
by Kemp Technical Support. Kemp does not recommend
enabling this option in a production environment.

The WAF debug logs are never closed and they are rotated if
they get too large. WAF needs to be disabled and re-enabled in
all WAF-enabled Virtual Service settings to re-enable the debug
logs. Alternatively, perform a rule update, with rules that are
relevant for the Virtual Service(s).

Enable IRQ Balance

Enable this option only after consulting with Kemp support staff.

Enable TSO

Enable TCP Segmentation Offload (TSO).

Only modify this option after consultation with Kemp Technical
Support. Changes to this option will only take affect after a
reboot.

Enable TCP SACK
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Click this button to enable TCP SACK (Selective ACKnowledgement) processing. This is a global
setting that affects all Layer 7 Virtual Services. It only works if TCP SACK is enabled on a Virtual
Service client and the LoadMaster.

Enable Layer 4 IPv6 Forwarding

This option, when enabled (the default), supports IPv6 forwarding behaviour as supported on
LoadMaster versions previous to LoadMaster Operating System (LMOS) 7.2.50. When this option is
disabled, it supports the IPv6 forwarding behavior required by the IPv6 standards. If IPv6
forwarding behavior that conforms to the IPv6 standards is required in your deployment, you
should disable this option.

Enable/Disable CLI VS Management

Enable or disable the Command Line Interface (CLI) Service Management function.
Enable Bind Debug Traces

Enable bind debug trace logs for GEO.

Perform a PS

Performs a ps on the system.

Perform a Top

Performing a top command displays memory, CPU, and I/O usage for the LoadMaster. You can
specify the number of samples and an interval between them (the default is 10 samples and a 1
second interval). You can also show threads and/or sort by memory usage by selecting the
appropriate check boxes. By default the results are sorted by CPU usage.

Include Top in Backups

By default, the LoadMaster does not include a top output in backups. This can be enabled by
selecting this check box. When included in backups, top is run using the default parameters
(regardless of what is configured in the WUI) and is sorted by memory usage.

Display Meminfo
Displays raw memory statistics.

Display RAID Information

The Display RAID Information and Display RAID Disks
Information buttons only appear if a RAID controller is installed
on the LoadMaster.
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Display the Redundant Array of Independent Disks (RAID) controller details. Some example
information is below:

- ChipID............. ... 10

- Parent Controller Index: 255

- 0S Physical Name.......: /dev/sda
- Serial Number..........: 427491329
- AES Power on State.....: O

- Sata Ports.............: 2

- Raid Model Name..............: H/W RAID1

- Raid Serial Number...........: OUEYEXCXTQ53GE1BSOSN
- EzBackup Disk Support........: O

- Port Multiplier port.........: 0

- Raid Capacity.......cevvuno..: 953 (29 GB)

- Raid Capacity low word.......: O

- Rajd State.........vvvnuuu...: 1 (Active)

- Raid status..................: 3 (Normal)

- Raid Level........vvvvvvnnenn: 1 (Raid 1 (mirror))
- Mark Type........ccvvvvven...: O

- Active Member................: 15

- Active Level.................: 0

- Rebuild Priority.............: 3

- Standby Timer................: 0

- Total members in the RAID....: 2

Member disk O

- Ready......ciiiiiinee.r 1
- Lba 48 Bit Support.......: 1
- SATA Pagé......vvvveuu.n.: 0
= SATA POrt...oiiiiinnnnnt 0
- SATABase................: 0
- SATA Size........cvuuwna: 953
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-Ready......viiiiinnnnnaan 1
- Lba 48 Bit Support.......: 1
- SATA Pagé......vevveeuuan.: 0
- SATA POrt...vvuvvvnnnnnnnt 1
- SATABase................: 0
- SATA Size........cvvuvnat 953

Display RAID Disks Information

Display details about the RAID disks. Some example information is below:

- Disk Model Name..............:
- Disk serial Number...........:
- Disk Firmware version........:
- EzBackup Disk Support........:
- Port Multiplier port.........:
- Disk Capacity....cvvuvvnuenn.s
- POrt TYP@. v i it it iieeenannes
- Port Speed.........ciiiit
- Page
- Page
- Page
- Page O Raid Name.............:
- Page 0 Raid Serial Number....:
- Page 0 Raid Segment Base.....:
- Page 0 Raid Ez Backup Support:
- Page
- Page
- Page
- Page

Raid Serial Number....

0
0
0
0
0
0

- Page 0 Raid Size.............:
0
1
1
1
1
- Page 1
1

- Page 1 Raid Segment Base.....:
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- Page 1 Raid Size.............:
- Page 1 Raid Ez Backup Support:

- PortErrorStatus..............:

0

< kemp

- Disk Model Name..............:
- Disk Serial Number...........:
- Disk Firmware version........:
- EzBackup Disk Support........:
- Port Multiplier port.........:
- Disk Capacity......ccovvvn.u
= POrt TYPE. s ti e eannnnnnns
- Port Speed.........c.iiiiiaat
- Page
- Page
- Page 0 Member Index..........:
- Page 0 Raid Name.............:
- Page 0 Raid Serial Number....:
- Page 0 Raid Segment Base.....:
- Page 0 Raid Size.............:
- Page
- Page
- Page 1 MemberIndex...........:
- Page 1 Raid Name.............:
- Page 1 Raid Serial Number....:

- Page

0
0
0
0
0
0
0
- Page 0 Raid Ez Backup Support:
1
1
1
1
1
1 Raid Segment Base.....:
1

- Page 1 Raid Size.............:

- Page 1 Raid Ez Backup Support:

- PortErrorStatus..............:
Display Slabinfo

Displays raw slab statistics.
Perform an Ifconfig

Displays raw Ifconfig output.
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Perform a Netstat
Displays Netstat output.
Include Netstat in Backups

By default, the LoadMaster includes a Netstat output in backups taken. When this is included,
backups take longer to complete. You can stop the Netstat output from being included by disabling
this option.

Reset Statistic Counters

Reset all statistics counters to zero and delete any old graphs. This also deletes the Round Robin
Database (RRD) files but these files are automatically recreated when needed.

Flush OCSPD Cache

When using OCSP to verify client certificates, OCSPD caches the responses it gets from the OCSP
server. This cache can be flushed by pressing this button. Flushing the OCSPD cache can be useful
when testing, or when the Certificate Revocation List (CRL) has been updated.

Stop IPsec IKE Daemon

Stop the IPsec IKE daemon on the LoadMaster.

If this button is clicked, the connection for all tunnels will go
down.

Perform an IPsec Status

Display the raw IPsec status output.
Enable IKE Debug Level Logs
Control the IPsec IKE log level.
Flush SSO Authentication Cache

Clicking the Flush SSO Cache button flushes all Single Sign-On (SSO) records, resets all
authentication server statuses, resets the KCD domain (if relevant) and re-reads the configuration.
This has the effect of logging off all clients using Single Sign-On to connect to the LoadMaster.

SSO LDAP server timeout
Set the SSO LDAP server timeout value in seconds (default value is 5 seconds).

Linear SSO Logfiles
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By default, older log files are deleted to make room for newer log files, so that the filesystem does
not become full. Selecting the Linear SSO Logfiles check box prevents older files from being
deleted.

When using Linear SSO Logging, if the log files are not
periodically removed and the file system becomes full, access
to ESP-enabled Virtual Services will be blocked, preventing
unlogged access to the virtual service. Access to non-ESP
enabled Virtual Services are unaffected by the Linear SSO
Logfile feature.

Netconsole Host

If directed by a Kemp support engineer, you can use this feature to send critical kernel logs to a
syslog server in the event of the LoadMaster failing or crashing. A syslog server configured as the
Netconsole Host receives all critical kernel messages.

You can select which interface the Netconsole Host is set to using the Interface dropdown.

Please ensure that the Netconsole Host IP specified is on the
selected interface as errors may occur if it is not.

The Netconsole Host parameter can be set to either an IPv4 or
IPv6 address, the only restriction being that the Netconsole IP
address must be in the same address family as the
LoadMaster’s IP address on the selected Interface. In other
words, if the LoadMaster’s IP address on the selected Interface
is an IPv4 address, then the Netconsole Host IP address must
be an IPv4 address as well. If you want to use an IPv6 address
for Netconsole Host, then you must select an Interface on
which the LoadMaster has an IPv6 address.

Netconsole is not configurable on a bonded interface.

Ping Host

Performs a ping on the specified host. The interface which the ping should be sent from can be
specified in the Interface drop-down list. The Automatic option selects the correct interface to ping
an address on a particular network.
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The interface tries to determine if the address to ping is an IPv4 or IPv6 address and selects the
correct command to perform the ping. For an address in numeric form this is simple, however this
is not possible for non-numeric addresses so they will always be treated as an IPv4 address.

Ping6 Host

Perform a ping6 of a specific IPv6 host.
Traceroute Host

Perform a traceroute of a specific host.
Kill LoadMaster

Permanently disables all LoadMaster functions. The LoadMaster can be re-enabled by being
relicensed.

Please do not kill your LoadMaster without consulting Kemp
Technical Support.

The Kill LoadMaster option will not be available in LoadMasters
which are tenants of the Kemp Multi-Tenant LoadMaster.

Enable DHCPv6 Client

When this option is enabled, the DHCPv6 client will run on the primary interface. This provides the
capability to obtain an IPv6 address on boot. If you want DHCPv6 to be run on every boot, keep
this option enabled. However, this is a long running process and it keeps running in the
background when it is enabled so if you only need an IPv6 address to be assigned and you do not
need to renew and release the IPv6 address you should disable this option after the IPv6 address is

assigned.
TCP dump
Interface:
Start
Address:| |
Dptil:uns:| |
TCP dump
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A TCP dump can be captured either by one or all Ethernet ports. Address and port parameters, as
well as optional parameters may be specified. The maximum number of characters permitted in
the Options text box is 255.

You can stop and start the dump. You can also download it to a particular location. The results of
the TCP dump can then be analysed in a packet trace analyser tool such as Wireshark.

For more information, refer to the Packet Trace Guide Technical Note.

10.4.2 Extended Log Files

The Extended Log Files screen provides options for logs relating to the ESP and WAF features.

To get to the Extended Log Files screen - in the LoadMaster WUI, go to System Configuration >
Logging Options > Extended Log Files.

The WAF logs are not generated in real time - they can be up to
two minutes behind what the WAF engine is actually
processing.

Disk Usage

| Avarflog/userlog 0%

Action Selection
ESP Connection Logs
ESP Security Logs
ESP User Logs

WAF Audit Logs

Clear Extended Logs

Save Extended Logs
Disable Local Extended ESP Logs [J

Disk Usage - This section provides an indication of the percentage used/free of the log partition.
Color-coding is used to highlight different usage levels:

e 0% to 50%: green
e 50% to 90%: orange
e 90% to 100%: red

There are multiple log files relating to ESP stored on the LoadMaster. These are listed below the
Disk Usage section. These logs are persistent across LoadMaster reboots.
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You can select one of the View or Save Action buttons with the default filter options to apply the
action to the various log files (Connection Logs, Security Logs, and so on). For the Clear button, you
must first select which logs to clear using the Selection controls.

To access the Selection Controls, click one of the right caret icons |:| at the right of the buttons.
For example, clicking on the icon to the right of the Clear and Save buttons, displays these
controls.

-
i
e
st 1
...... o e
Em L iwponis
i LOTOr

You can filter the logs to clear or save by date, using the from and to controls, and also select a
subset of log files from the multiple pick list on the right.

» ESP Connection Logs: logs recording each connection.
o ESP Security Logs: logs recording all security alerts.

o ESP User Logs: logs recording all user logins.

In LoadMaster firmware version 7.2.51, ESP user logs were
expanded to be more useful and applicable to enterprise
customers with extensive logging infrastructure. User
Authentication, Authorization, and Accounting (AAA)
information is included in the logs, including the time of
request, username, domain, AAA server, AAA protocol type,
AAA result, and error message. For further details, refer to the
following article: Expanded ESP User Logs.

In LoadMaster firmware version 7.2.53, the ESP client session
logging was further enhanced. The LoadMaster logs:

- The initially created ESP session

- If an ESP session is deleted

For further details, refer to the following article: Enhanced ESP
Client Session Logging.

o WAF Audit Logs: recording WAF logs based on what has been selected for the Audit mode
drop-down list in the WAF Options section of the Virtual Service modify screen. The number
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listed in each log entry corresponds to the ID of the Virtual Service. To get the Virtual Service
ID, first ensure that the API interface is enabled (Certificates & Security > Remote Access >
Enable API Interface). Then, in a web browser address bar, enter
https://<LoadMasterlPAddress>/access/listvs. Check the index of the Virtual Service. This is
the number that corresponds to the number on the audit log entry.

To view the logs, please select the relevant options and click the relevant View button.

Some of the logs can be filtered by a number of methods. To filter log messages by date, select the
relevant dates in the from and to fields and click the View button.

When selecting dates for ESP logs, include the next date in the list to include all records for the
desired dates (because the next day file may contain logs for the previous date).

One or more archived log files can be viewed by selecting the relevant file(s) from the list of file
names and clicking View. You can filter the log files by entering a word(s) or regular expression in
the filter field and clicking View.

Clear Extended Logs
All extended logs can be deleted by clicking Clear.

Specific log files can be deleted by filtering on a specific date range, selecting one or more
individual log files in the log file list or selecting a specific log type (for example connection,
security or user) in the log file list and clicking the Clear button. Click OK on any warning messages.

Save Extended Logs

Click the arrow to expand the options. Select a file type (for example, connection) or enter a date
range. All extended logs can be saved to a file by clicking Save. This saves a file to your machine.

Specific log files can be saved by filtering on a specific date range, selecting one or more individual
log files in the log file list or selecting a specific log type (for example connection, security or user)
in the log file list and clicking Save.

Disable Local Extended ESP Logs

If Disable Local Extended ESP Logs is disabled (the default option), messages are written to the
extended ESP logs expediently and are not sent to any remote syslog servers that are defined.

If Disable Local Extended ESP Logs is enabled, no messages are written to the extended ESP logs
and messages are only sent to the remote logger (if one is defined). If a remote logger is not
defined, no logs are recorded.
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You can no longer configure the system to both populate the local extended ESP logs and send the
same messages to remote syslog servers, as it was in previous releases.

Clear Temporary WAF Remote Log Data
Clear the temporary WAF remote log data.
Save Temporary WAF Remote Logs Data
Save the temporary WAF remote log data.
10.4.3 Syslog Options

The LoadMaster can produce various warning and error messages using the syslog protocol. Syslog
messages include a full timestamp and the LoadMaster host name in every message. Syslog
messages comply with RFC5424. These messages are normally stored locally. Syslog messages
include a full timestamp and the LoadMaster host name in every message. Syslog messages comply
with RFC5424.

Syslog Hosts

Host Syslog Level

10.154.11.26
10.154.11.39
10154131126
10.154.153.94

Add Syslog Host

Syslog h05t| | | Select Severity v| Add Syslog Host

Syslog Port

Remote Syslog Port Set Port

Syslog Protocol

Remote Syslog Protocol

It is also possible to configure the LoadMaster to transmit these error messages to a remote syslog
server by entering the relevant IP address in the Syslog host text box, selecting the severity and
clicking Add Syslog Host. Syslog messages are transmitted securely using TLS to remote servers.

The LoadMaster uses OCSP to check the validity of the server certificates supplied by configured
syslog servers. If these checks fail, connections to the server are not permitted.

To delete a hosts entry, set the severity level to None.
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Six different error message levels are defined and each message level may be sent to a different
server. Notice messages are sent for information only; Emergency messages normally require
immediate user action.

Up to 10 individual IP addresses can be specified. If there were
more than 10 hosts configured in a previous LoadMaster
version, after upgrading - all entries are displayed but no more
can be added.

Examples of the type of message that may be seen are shown below:
» Emergency: Kernel-critical error messages
« Critical: Unit 1 has failed and unit 2 is taking over as master (in a HA setup)

Error: Authentication failure for root from 192.168.1.1

o Warn: Interface is up/down
o Notice: Time has been synced

o Info: Local advertised Ethernet address

One point to note about syslog messages is they cascade in an
upwards direction. Thus, if a host is set to receive WARN
messages, the message file includes messages from all levels
above WARN but none for levels below.

If you enter the same host address again, the old entry for the same host is replaced. There is no
need to have multiple entries for the same host because a single entry covers the syslog level that
is defined, plus all other levels that are of higher priority. So, you only need to include one entry
with the lowest level priority required.

You can also specify a non-standard port for syslog transfer by entering it into the Remote Syslog
Port text box and clicking Set Port:

« If the Remote Syslog Port is not configured, logging is done on UDP on port 514.
« If the Remote Syslog Port is configured as 601, logging is done on TCP on port 601.

« If the Remote Syslog Port is configured as any port other than 601, logging is done on
secured TCP, that is, over SSL on the configured port.
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To enable a syslog process on a remote Linux server to receive syslog messages from the
LoadMaster, the syslog must be started with the “-r” flag.

You can specify the protocol to use when connecting to a remote syslog server by selecting the
appropriate option in the Remote Syslog Protocol drop-down list.

Server Certificate Validation
This check box only appears when TLS is selected as the Remote Syslog Protocol.

When Server Certificate Validation is enabled, it ensures that the host name or IP address that was
used to initiate the secure connection resides in the Certificate Subject or Subject Alternative
Names (SAN) of the certificate.

Server Certificate Validation is disabled by default.
10.4.4 SNMP Options
With this menu, the SNMP configuration can be modified.

Enable SNMP [#]
Enable SNMP VI [

Username | |

Passwaord | |
Authentication protocol | SHA v |
Privacy protocaol | DES v |

SHMMP Clients |

Contact |

|
Community String |pub|ic |
|
|

Location |

Enable SMMP Traps [#)
SNMP Trap Sink1 | |

SNMP Trap Sink2 | |

Enable SNMP

This check box enables or disables SNMP metrics. For example, this option allows the LoadMaster
to respond to SNMP requests.

By default, SNMP is disabled.

There is a significant performance hit when SNMP is enabled.
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When the feature is enabled, the following traps are generated:

* ColdStart: generic (start/stop of SNMP sub-system)

* VsStateChange: (Virtual Service state change)

* RsStateChange: (Real Server state change)

* HaStateChange: (HA configuration only: LoadMaster failover)
When using SNMP monitoring of ESP-enabled Virtual Services
that were created using a template, ensure to monitor each
SubVS directly rather than relying on the master service. This is
because the Authentication Proxy sub-service will always be

marked as up and, as a consequence, so will the master
service.

The information regarding all LoadMaster-specific data objects is stored in the below enterprise-
specific MIBs (Management Information Base).

MIB file Related Data

IPVS-MIB.txt Virtual Server stats

B100-MIB.txt L7 LoadMaster configuration and status info

ONE4NET-MIB.txt Enterprise ID

CERTS-MIB.txt SSL certificate information

These MIBs (located on the Kemp documentation page -
http://kemptechnologies.com/documentation) need to be installed on the SNMP manager machine
to be able to request the performance/config-data of the LoadMaster using SNMP.

The description of the counters can be taken from the LoadMaster MIBs (the description clause).
Apart from just reading the MIB this can be done for Linux (and ucdsnmp) with the command:

snmptranslate -Td -OS <oid>
where <oid> is the object identifier in question.
Example: <oid>=.1.3.6.1.4.1.one4net.ipvs.ipvsRSTable.rsEntry.rSConns

snmptranslate -Td -Ov
.1.3.6.1.4.1.0ne4net.ipvs.ipvsRSTable.rsEntry.rSConns.1.3.6.1.4.1.12196.12.2.1.12
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rSConns OBJECT-TYPE

-- FROM IPVS-MIB

SYNTAXCounter32

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION"the total number of connections for this RS"

::= { iso(1) org(3) dod(6) internet(1) private(4) enterprises(1) one4net(12196) ipvs(12) ipvsRSTable(2)
rsEntry(1) 12 }

The Kemp OID is called one4net for legacy reasons.

The data object defined in the LoadMaster MIBS is a superset to the counters displayed by the WUI.

The data objects on the LoadMaster are not writable, so only
GET requests (GET, GET-NEXT, GET-BULK, and so on) should be
used.

You can retrieve SSL certificate information including the file name, certificate Subject Name,
certificate serial number, certificate start date, certificate end date, and certificate issuer
information using the CERTS-MIB.txt file. SNMP can display this information for up to 256
SSL certificates.

You can also retrieve disk space usage details using SNMP. The /var/log and /var/log/userlog
partition information is available.

Regarding the data partitions, these are not under the Kemp OID, they are under a standard OID.
The details are as follows:

o Path where the disk is mounted: .1.3.6.1.4.1.2021.9.1.2.1

o Path of the device for the partition: .1.3.6.1.4.1.2021.9.1.3.1

o Total size of the disk/partition (kBytes): .1.3.6.1.4.1.2021.9.1.6.1
o Available space on the disk: .1.3.6.1.4.1.2021.9.1.7.1

o Used space on the disk: .1.3.6.1.4.1.2021.9.1.8.1

o Percentage of space used on disk: .1.3.6.1.4.1.2021.9.1.9.1

« Percentage of inodes used on disk: .1.3.6.1.4.1.2021.9.1.10.1
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Enable SNMP V3

This check box enables SNMPv3 metrics. SNMPv3 primarily added security and remote
configuration enhancements to SNMP.

When this option is enabled, two additional fields become available - Username and Password.

The Username and Password must be set for SNMPv3 to work.

The password must be at least 8 characters long.

Authentication protocol

Select the relevant Authentication protocol - MD5 or SHA. SHA is recommended.
Privacy protocol

Select the relevant Privacy protocol - AES or DES. AES is recommended.

SNMP Clients

With this option, the user can specify from which SNMP management hosts the LoadMaster will
respond to.

If no client has been specified, the LoadMaster will respond to
SNMP management requests from any host.

SNMP Community String

This option allows the SNMP community string to be changed. The default value is “public”.
Allowed characters in the Community String are as follows: a-z, A-Z, 0-9, _.-@()?#%A+~!.
Contact

This option allows the SNMP Contact string to be changed. For example, this could be e-mail
address of the administrator of the LoadMaster.

SNMP Location

This option allows the SNMP location string to be changed.

This field accepts the following characters:
azA-Z09_.-;,=:{}@()?#% "N+~
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Do not enter a hashtag symbol (#) as the first character in the
Location.
SNMP traps

When an important event happens to a LoadMaster a Virtual Service or to a Real Server, a trap is
generated. These are sent to the SNMP trap sinks. If a change is made, the LoadMaster waits for all
changes to finish and then waits five seconds before reading it. At that point, all changes will have
stabilized and SNMP traps can then be sent. If there are any state changes within the five second
wait, the state changes are handled and then the wait is restarted.

Enable/Disable SNMP Traps

This toggle option enables and disables the sending of SNMP traps.
SNMP traps are disabled by default.
Send SNMP traps from the shared address

This check box is only visible when the LoadMaster is in HA
mode.

By default, SNMP traps are sent using the IP address of the master HA unit as the source IP address.
Enabling this option will send SNMP traps from the master HA unit using the shared IP address.

SNMP Trap Sinkl

This option allows the user to specify a list of hosts to which a SNMPv1 trap will be sent when a
trap is generated.

SNMP Trap Sink2

This option allows the user to specify a list of hosts to which a SNMPv2 trap will be sent when a
trap is generated.

10.4.5 Email Options

This screen permits the configuration of email alerting for LoadMaster events. Email notification
can be delivered for six predefined informational levels. Each level can have a distinct email
address and each level supports multiple email recipients. Email alerting depends on a mail server,
support for both an open relay mail server and a secure mail server is provided.
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= Subject: KEMPZ INFO Log Message
From: IMFO-Logger KEMPZ@kemptechnologies. com
Date: 342 PM
To: infof@kemptechnolodies com

Oot 22 19:42:16 EEMPZ logger: This is a test from the Load Master

A sample email alert is above. This is from the Info level. Syslog emails contain one or more lines
of syslogs (they are grouped together if possible).

Enable Email Logging |+

SMTP server | | ron ]

Server Authorization (Username) | |

Authorization Password | |

Local Domain | |

Connection Security | Mone v |

Emergency Recipients

Critical Recipients

Error Recipients

Warn Recipients

Motice Recipients

Info Recipients

Send Test Email to All Recipients

SMTP Server

Enter the FQDN or IP address of the mail server. If you are using FQDN please make sure to set the
DNS Server.

Port

Specify the port of the SMTP server which will handle the email events.
Server Authorization (Username)

Enter the email address to use as the ‘From’ address in the email headers.
Authorization Password

Enter the password if your mail server requires authorization for mail delivery. This is not a
required if you mail server does not require authorization.

Local Domain
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Enter the top-level domain, if your mail server is part of a domain. This is not a required
parameter.

Connection Security
Select the type of security for the connection;
* None
* STARTTLS, if available
* STARTTLS
* SSL/TLS
Set Email Recipient

In the various Recipients text boxes, enter the email address that corresponds with the level of
notification desired. Notifications will be sent for the level of severity, plus anything with a higher
severity - so there is no need to enter the email address in multiple text boxes as that will lead to
duplicate notifications being sent. For example, any email address entered into the Critical
Recipients text box will get critical emails, but will also get emergency emails.

Multiple email addresses are supported by a comma-separated list, such as:
Info Recipients: info@kemptechnologies.com, sales@kemptechnologies.com
Error Recipients: support@kemptechnologies.com

Clicking the Send Test Email to All Recipients button sends a test email to all the listed email
recipients.

= Subject: KEMPZ2 INFO Log Message
From: INFO-Logger KEMP2@kemptechnologies.com
Date: 3:42 PM
To: infoi@kemptechnologies .com

Oct 22 19:42:16 EENMPZ logger: This is a test from the Load Master
An example email alert is shown above. The Subject of the email contains the relevant highest

alert level. There can be multiple alerts in a single email - they are collated together for a period of
30 seconds to avoid flooding inboxes.
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10.4.6 SDN Log Files

File Action Selection

sdnstats . log
sdnstats_log-20150804.gz [T
sdnstats.log-20150808.9z
sdnstats.log-20150811.9z
sdnstats.log-20150814 gz
SDNstats Logs NI sdnstats log-20150817 gz
sdnstats.log-20150819.gz
sdnstats log-20150822 gz
sdnstats log-20150825.9z
sdnstats.log-20150828.9z -

3

fitter |

sdnstats.dbg a
SDNstats Traces [N sdnstats.dbg-20150807.gz ~

filzer |

from ﬁ sdnstats.dbg -
- . sdnstats.dbg-20150807.gz
————  [sdnstats.log
sdnstats. log-20150804.gz
Clear Logs [Ty sdnstats_log-20150808.9z
sdnstats log-20150811.9z
sdnstats log-20150814.9z
sdnstats.log-20150817.gz
sdnstats.log-20150819.9z
sdnstats log-20150822.gz

Save Logs

Debug Options

The SDN Log Files screen provides options for logs relating to the SDN feature. To view all of the
options click the |:| icons.

View SDNstats Logs
To view the SDNstats logs please select the relevant log files and click View.

The sdnstats.log file is the main, rolling log file. The .gz files are backups of logs for a particular
day.

One or more archived log files can be viewed by selecting the relevant file(s) from the list of file
names and clicking the View button. The log files can be filtered by entering a word(s) or regular
expression in the filter field and clicking the View button.

View SDNstats Traces
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This option is only available if SDNstats debug logging is
enabled (System Configuration > Logging Options > SDN Log
Files > Debug Options > Enable Debug Log).

To view the SDNstats logs please select the relevant log files and click View.

One or more archived log files can be viewed by selecting the relevant file(s) from the list of file
names and clicking View. The log files can be filtered by entering a word(s) or regular expression in
the filter field and clicking View.

Apr 19 16:26:32 gstatsv2.py:iter:491 One minute timer
Apr 19 16:26:37 gstatsvZ.py:run:586 Calling iter
Probing(1@.35.7.10,8443, https=True):

[HP VAN] SUCCESS [Version] 2.5.2@.1227

The traces show probing results - this indicates if the LoadMaster can successfully communicate
with the SDN controller.

Clear Logs
All SDN logs can be deleted by clicking the Clear button.

A specific range of log files can be filtered by specifying a date range using the from and to fields.
Specifying a date range will simply select the relevant log files that apply in the right-hand box.
Individual log files can still be selected/deselected as needed on the right.

Important: If the sdnstats.log file is selected, all logs in that file
will be cleared, regardless of what dates are selected in the
date range fields.

Save Extended Logs
All SDN logs can be saved to a file by clicking the Save button.

Specific log files can be saved by filtering on a specific date range and/or selecting one or more
individual log files in the log file list in the log file list and clicking the Save button.

10.4.6.1 Debug Options

To get to the SDN Debug Options screen, click the Debug Options button on the SDN Log Files
screen.
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HELIEEDRNEEN LWL Enable Debug Log

Restart SDMstats service

SDMstats mode | Mode 1 »
SDMstats HTTPLib timeout _ Set Timeout

Enable Debug Log
Enable SDNstats debug logging.

To view the SDN Statistics logs, open System Configuration > Logging Options > SDN Log Files,
select the log file you wish to view and click the View button.

Debug logging should only be enabled when troubleshooting
because it will impact performance of the LoadMaster.

Restart SDNstats service

When troubleshooting issues with SDN, the entire SDN service can be restarted. Restarting the
connection will not affect any traffic connections - it just restarts the connection between the
LoadMaster and the SDN controller.

If successful the Process ID will change to a new id.

The Process ID can be found by clicking the Debug button in System Configuration > Logging
Options > System LogFiles and clicking the ps button.

This will restart the connection to all attached SDN controllers.

SDNstats mode

There are two modes that can be used to gather the SDN statistics.

Disable SDNstats Debug Log  [NEE RN I 1)

Restart SDMstats service  Biz=]e g

5DNstats mode

The mode can be set by going to System Configuration > Logging Options > SDN Log Files > Debug
Options and setting the SDNstats mode.

The modes are described below:
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* Mode 1: When set to mode 1, the statistics are taken from the switch port that is connected to
the server and the statistics are relayed back to the LoadMaster.

* Mode 2: When set to mode 2, the information is taken from all of the switch ports along the
path.

SDNstats HTTPlib timeout

This field enables you to increase the amount of time to wait for the SDN controller to respond.
This can reduce the possibility of time outs caused by latency in the environment. Valid values for
this field range from 5 to 60.

10.5 Miscellaneous Options

10.5.1 WUI Settings

Only the bal user or users with ‘All Permissions’ set can use this functionality. Users with different
permissions can view the screen but all buttons and input fields are grayed out.

WUI Configuration

Enable Hover Help

Message of the Day | A| m
Set Statistics Display Size eI 1l (Range 10 - 100)
End User License [l a=LIN:\

Enable Historical Graphs
Collect All Statistics [

Update Verification Options | Required hd

Enable Hover Help
Enables blue hover notes shown when the pointer is held over a field.
Message of the Day (MOTD)

Type in text into the field and click the Set MotD button. This message will be displayed within the
LoadMaster Home screen.

If WUI Session Management is enabled, the MOTD is displayed on the login screen rather than the
Home screen.

The maximum allowed message length is 5,000 characters.
HTML is supported, but not required. Single quotes (‘) and
double quotes (“) are not allowed, though you can use the
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equivalent HTML character codes. For example, entering
&#34it&#39s allowed&#34 would result in a MOTD of “it’s
allowed”.

Set Statistics Display Size

This sets the maximum number of rows that can be displayed in the Statistics page. The allowable
range is between 10 and 100 rows being displayed on the page.

End User License

Click the Show EULA button to display the LoadMaster End User License Agreement.
Enable Historical Graphs

Enable the gathering of historical statistics for the Virtual Services and Real Servers.
Collect All Statistics

By default, this option is disabled. This means that only the statistics for the Virtual Services and
Real Servers that are configured to be displayed on the home page are collected. Enabling this
option will force the LoadMaster to collect statistics for all Virtual Services and Real Servers.

If there are a large number of Virtual Services and Real Servers
this option can cause CPU utilization to become very high.

Update Verification Options

This field is set to Required by default. The other options are Optional and No verification file -
deprecated. The different options are described below:
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Update LoadMaster Software

Software Update File: Choose File |No file chosen
Verification File: Choose File |No file chosen Update Machine

Restore Previous version

Previous version: 7.2.50.0.18359.DEV.20200203-0934 QMEGCE 0] GRSV E (=

Installed Addon Packages

Package Version Installation Date Operation

Vmtoolsd 7.2.49.1.18294.DEV Thulan 16 12:27:18 2020

Install new Addon Package

Addon Package File: Choose File | No file chosen
Verification File: Choose File |No file chosen Install Addon Package

« Required: A Verification File option is displayed in the Update Software screen for updating
the LoadMaster software and installing add-on packages. In this case, the verification file is
mandatory and you cannot update the LoadMaster software or install an add-on without
providing the verification file.

kemp.ax 256 Copyright 2002-2021, Kemp Technologies, All Rights Reserved



Web User Interface (WUI)

< kemp

10 System Configuration

Update LoadMaster Software

Software Update File: Choose File | Mo file chosen
Verification File (Opticnall:] Choose File | Mo file chosen Update Machine

Restore Previous version

Previous version: 7.2.50.0.18451 DEV.20200226-1739 Al ] R = 1=

Installed Addon Packages

Package Version Installation Date Operatior

Wmtoolsd 7.2.50.0.18422.DEY Wed Feb 19 02:36:18 2020

Install new Addon Package

&ddon Package File: Choose File | Mo file chosen
Verification File (Opticnal):] Choose File | Mo file chosen Install Addon Package

« Optional: A Verification File option is displayed in the Update Software screen for updating
the LoadMaster software and installing add-on packages. In this case, the verification file is
optional and you can update the LoadMaster software or install an add-on without
providing the verification file.
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Update LoadMaster Software

Software Update File: Choose File |No file chosen Update Machine

Restore Previous version

Previous version: 7.2.50.0.18359.DEV.20200203-0934 BRGS0 =R={0] il L=

Installed Addon Packages

Package Version Installation Date Operation

Vmtoolsd 7.2.49.1.18294.DEV Thulan 16 12:27:18 2020

Install new Addon Package

Addon Package File: Choose File |No file chosen Install Addon Package

« No verification file - deprecated: The Verification File option is not displayed in the Update
Software screen. In this case, you can update the LoadMaster software or install an add-on
without providing the verification file. This option is provided for compatibility with legacy
releases only and is deprecated.

The Verification File option provides an extra level of verification above the integrity checks that
are always performed on update and add-on images, by allowing a secondary XML verification file
to be uploaded at the same time that you are uploading a patch or add-on. This XML file is used to
verify the digital signatures associated with the update or add-on which will not be installed if the
patch cannot be verified against the uploaded XML file.

For FIPS machines - the Update Verification Options field is not shown because the uploading of a
secondary XML verification file is mandatory when uploading a patch or add-on.
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Allow connection scaling over 64K Connections
Always Check Persist

Add Port to Active Cookie

Conform to RFC

Close on Error

Add Via Header In Cache Responses

Real Servers are Lacal

Drop Connections on RS failure

Drop at Drain Time End

L7 Connection Drain Time (secs)
L7 Authentication Timeout (secs)
L7 Client Token Timeout {secs)
Additional L7 Header
100-Continue Handling

Allow Empty POSTs

Allow Empty HTTP Headers

Force Complete RS Match

Least Connection Slow Start
Share SubVs Persistence

Log Insight Message Split Interval
Include User Agent Header in User Logs
NTLM Proxy Mode

O

(=]
5
<

oooooano

(Valid values, 60 - 86400)
(valid values:30 - 300)
(valid values:50 - 300)

[RFC-7231 Compliant v]

ooo

0 | EEEEEE (valid values0 - 600)
EEARLES NN ENEIN (Valid values:1 - 100)

O

<

Allow Connection Scaling over 64K Connections

Under very high load situations, Port Exhaustion can occur. Enabling this option will allow the
setting of Alternate Source Addresses which can be used to expand the number of local ports

available.

If more than 64K concurrent connections are required, enable
the Allow Connection Scaling over 64K Connections option and
set the Virtual Service IP as the alternate address in the
Alternate Source Addresses input field. This allows each Virtual
Service to have its own pool of source ports.

Transparent Virtual Services are capped at 64K concurrent
connections. This limit is on a per Virtual Service basis.

If, after selecting this option, you set some Alternate Source
Addresses, you will not be able to deselect the Allow
connection scaling over 64K Connections option.

Always Check Persist
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By default, the L7 module will only check persist on the first request of a HTTP/1.1 connection.
Selecting Yes for this option will check the persistence on every request. Selecting Yes - Accept
Changes means that all persistence changes will be saved, even in the middle of a connection.

Add Port to Active Cookie

When using active cookies, the LoadMaster creates the cookie from (among other things) the IP
address of the client. However, if many clients are behind a proxy server, all of those clients come
from the same IP address. Turning this on adds the clients source port to the string as well, making
it more random.

Conform to RFC
This option addresses parsing the header of a HTTP request in conformance with RFC 1738.

The request consists of 3 parts: GET /pathname HTTP/1.1 and when "conform" is on, the
LoadMaster scans through the pathname until it finds a space. It then presumes that the next thing
is HTTP/1.x. If the pathname contains spaces and the browser is conformant to the RFC, the
pathname will have the spaces escaped to "%20" so the scan for a space will function correctly.

However, on some non-conformant browsers, spaces are not escaped and the wrong pathname is
processed. And since the system cannot find the HTTP/1.x, the LoadMaster will reject the request.

Turning off this feature forces the LoadMaster to assume that the pathname extends to the last
space on the line. It is then assumed that what follows is HTTP/1.x. So making pathnames with
spaces in them useable - however, it is non-conformant to the RFC 1738.

Close on Error

If the LoadMaster has to send back a failure report to the client, for example if a file is newer in the
cache; this forces the LoadMaster to close the connection after sending the response. You can
continue using the connection after sending a failure report, but some systems could become
confused. This option forces the close instead of continuing.

Add Via Header In Cache Responses

The relevant HTTP RFC states that proxies should add a Via header to indicate that something
came from the cache. Unfortunately, older LoadMaster versions did not do this. This check box is
used to enable backward compatibility with older versions (if needed).

Real Servers are Local

The LoadMaster has an automatic detection of local/non-local clients for the purpose of
transparency (selective transparency). This works well in most cases, but it does not work well if
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the client is actually a Real Server. Turning this option on helps the LoadMaster to determine that
a Real Server is actually local, therefore making selective transparency work.

When this option is enabled in a two-armed environment (with clients and Real Servers on the
second interface) the Real Servers are treated as if they are local to the clients, that is, non-
transparent. If the Real Servers are on a completely different network, then they cannot be local
and will always be treated as not local. Local is defined as being on the same network.

Enabling this option requires careful network topology planning and should not be attempted
before contacting the Kemp Support team.

Drop Connections on RS Failure

This is useful for Microsoft Outlook users whereby it closes the connection immediately when a
Real Server failure is detected.

Exchange users should always select this option. The Idle Connection Timeout option is also set to
86400 at the same time. For further information, refer to the Microsoft Exchange 2010 Deployment
Guide.

Drop at Drain Time End

If enabled, all open connections to disabled Real Servers will be dropped at the end of the Real
Servers Drain Stop Time or immediately if there are no persist entries associated with the Real
Server.

L7 Authentication Timeout (secs)

This option supports the integration with 3rd party, multi-factor, authentication solutions which
may have secondary processes such as SMS or telephone verification. This setting determines how
long (in seconds) the SSO form waits for authentication verification to complete before timing out.

L7 Client Token Timeout (secs)

The duration of time (in seconds) to wait for the client token while the process of authentication is
ongoing (used for RSA SecurlD and RADIUS authentication). The range of valid values is 60 to 300.
The default value is 120.

L7 Wait after POST(ms)

In LoadMaster firmware version 7.2.51, a new option was introduced called L7 Wait after POST(ms).
For further details, refer to the following article: L7 Wait After POST Option.

L7 Connection Drain Time (secs)
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L7 Connection Drain Time impacts only new connections. Existing connections continue relaying
application data to a disabled server until that connection is terminated, unless the Drop at Drain
Time End checkbox is selected.

Setting the L7 Connection Drain Time (secs) to 0 forces all the connections to be dropped
immediately when a Real Server is disabled.

If the service is operating at Layer 4, drain stop does not apply. In this case, the persistence record
is discarded, the connection is scheduled to an enabled and healthy server and a new persistence
record is created.

When you disable the Real Server, it does not close all connections immediately - it is a gentle
close down. New connections will not go to the Real Server during the drain time unless there is a
valid persistence record for it. When the drain time expires, if Drop at Drain Time End is selected,
all existing connections are forcibly removed. Otherwise, the connection remains open. The drain
stop timer does not impact existing connections unless Drop at Drain Time End is enabled.

The drain stop timer does not impact existing connections.
Additional L7 Header

This enables Layer 7 header injection for HTTP/HTTPS Virtual Services. Header injection can be set
to X-ClientSide (Kemp LoadMaster specific), X-Forwarded-For, or None. The default value is X-
Forwarded-For.

100-Continue Handling

Determines how 100-Continue Handling messages are handled. The available options are:
* RFC-2616 Compliant: conforms with the behavior as outlined in RFC-2616
* Require 100-Continue: forces the LoadMaster to wait for the 100-Continue message

* RFC-7231 Compliant: ensures the LoadMaster does not wait for 100-Continue messages. This is
the default value.

Modifying how 100 Continue messages are handled by the
system requires an understanding of the relevant technologies
as described in the RFCs listed above. It is recommended that
you speak with a Kemp Technical Support engineer before
making changes to these settings.

Allow Empty POSTs
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By default the LoadMaster blocks POSTs that do not contain a Content-Length or Transfer-
Encoding header to indicate the length of the requests payload. When the Allow Empty POSTs
option is enabled, such requests are assumed to have no payload data and are therefore not
rejected.

In version 7.1-24 and later releases, the supported Content-
Length limit has been increased to 2TB (from 2GB).

Force Complete RS Match

By default, when the LoadMaster is trying to locate a Real Server for use with content switching, it
tries to use the same Real Server as currently selected, even if the port is not the same. Enabling
this option forces the port to also be compared.

Least Connection Slow Start

When using the Least Connection or Weighted Least Connection scheduling methods, a period can
be specified globally using the Least Connection Slow Start field during which the number of new
connections are throttled and gradually increased to a Real Server which has come online and has
returned to the scheduling process. When any Real Server is brought back into service and the
Least Connection Slow Start is set to a non-zero value, the LoadMaster throttles new traffic to the
Real Server so that is it not potentially overwhelmed by a sudden stream of traffic. Under testing,
the observed Connections Per Second (CPS) rate limit is observed to grow slowly over the specified
time period until the full Real Server connection capacity is permitted. The slow start applies
regardless of the reason the Real Server was removed from the scheduling process (for example,
manually disabled, rate-limited, and so on).

The value of this Slow Start period can be between 0 (disabled - this is the default) and 600
seconds.

The Least Connection Slow Start feature can be used in conjunction with the Connection Rate
Limit feature that was introduced in LoadMaster firmware version 7.2.51. For further details on this,
refer to the following article: Real Server Rate Limit.

Share SubVS Persistence

By default, each SubVS of a Virtual Service has an independent persistence table. Enabling this
option will allow the SubVS to share this information. For this to work, the persistence mode must
be the same on all SubVSs within that Virtual Service. A reboot is required to activate this option.

The only Persistence Mode that cannot be shared is SSL
Session ID.
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When setting up shared SubVS persistence, there are some requirements to get this feature fully
functional:

* All Real Servers in the SubVS need to be the same
* The Persistence Mode needs to be the same across all SubVSs
* The timeouts need to be set with the same timeout value

If the above requirements are not correct, the persistence may not work correctly either within the
SubVS or across the SubVSs.

Log Insight Message Split Interval

The Log Insight Split Interval value controls how many syslog messages should be sent to each
server in the pool before moving to the next server. For example, if there are three Log Insight
nodes and the Log Insight Message Split Interval is set to 1 - a single message is sent to server A,
and then to server B and then server C before again distributing a message to server A.

Include User Agent Header in User Logs
When enabled, the User Agent header field gets added to the User Logs.
NTLM Proxy Mode

In LoadMaster firmware version 7.2.48.4 Long Term Support (LTS) and 7.2.53, the NTLM Proxy Mode
option was added to the LoadMaster. When upgrading from an older version of LoadMaster
firmware to one of these versions (or above) the NTLM Proxy Mode option is not enabled by default.
As a result, you must manually enable NTLM Proxy Mode after upgrading.

For all new deployments of LoadMasters after 7.2.48.4 LTS or 7.2.53, NTLM Proxy Mode is enabled
by default.

When NTLM Proxy Mode is enabled, NTLM authorization works against the Real Servers. If NTLM
Proxy Mode is disabled, the old insecure NTLM processing is performed.

Kemp highly recommends ensuring that NTLM Proxy Mode is
enabled.

When NTLM Proxy Mode is enabled globally, the Client Authentication Mode in Virtual Services is
called NTLM-Proxy. If NTLM Proxy Mode is disabled globally, the Client Authentication Mode in
Virtual Services is called NTLM.
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10.5.3 Network Options

<]

Enable Server NAT

Connection Timeout {secs) {Valid values:0, 60-86400)

Enable Non-Local Real Servers
Enable Altemate GW support
Enable TCP Timestamps
Enable TCP Keepalives

Enable Reset on Close

Subnet Originating Reguests
Enforce Strict IP Routing
Handle non HTTP Uploads
Enable Connection Timeout Diagnostics
Legacy TCP Timewait handling
Enable S5L Renegotiation

Oolooo0o0o0/0oDe

Force Real Server Certificate Checking

Size of SSL Diffie-Hellman Key Exchange | 2048 Bits v

Leg S5L errors | Fatal errors only V|

Opensslversion [Use current SSL library + TLS 1.3 v|
Use Default Route Only O

HTTP(S) Proxy | § Sei HTTP(S) Proxy

Enable Server NAT

This option enables Server Network Address Translation (SNAT). If this is disabled, the Real Server
IP address is used when connecting,.

If this is enabled, addresses that are of the same address family (IPv4/IPv6) as the primary address
of the default gateway are NATed to the “primary address”. If the Use Address for Server NAT is
enabled in the Virtual Service, the Virtual Service address will be used. For further information on
the Use Address for Server NAT option, refer to the Standard Options section.

If the source address is not in the same family as the primary address, then the address will be
SNATed to the first additional address which is on the same network as the default gateway for
that address family.

For example, if the primary address of the default interface is an IPv6 address, then IPv6 addresses
will be SNATed to that address. If the primary address is an IPv4 address, then IPv6 addresses will
be SNATed to the first additional address (IPv6) which is on the same network as the IPv6 default
gateway.

Similarly, if the primary address of the default interface is an IPv4 address, then IPv4 addresses will
be SNATed to that address. If the primary address is an IPv6 address, then IPv4 addresses will be
SNATed to the first additional address (IPv4) which is on the same network as the IPv4 default
gateway.

Connection Timeout (secs)
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The length of time (in seconds) that a connection may remain idle before it is closed. This value is
independent of the Persistence Timeout value.

Setting a value of 0 will reset the value to the default setting of 660 seconds.
Enable Non-Local Real Servers

Allow non-local Real Servers to be assigned to Virtual Services. This may be needed if the
LoadMaster can only have one interface and the Real Servers are on a different network to the
interface. This option is enabled by default.

Enable Alternate GW support

If there is more than one interface enabled, this option provides the ability to move the default
gateway to a different interface.

Enabling this option adds another option to the Interfaces screen - Use for Default Gateway.

The Enable Alternate GW support option will appear on a
different screen in GEO only LoadMasters.

Alternate default gateway support is not permitted in a cloud
environment.

Enable TCP Timestamps

The LoadMaster can include timestamps in the SYN on both connections from clients and
connections to Real Servers.

Note this may impact connections that are NATed and should
only be enabled on consultation with Kemp Customer Support.

Enable TCP Keepalives

By default the TCP keepalives are enabled which improves the reliability of TCP connections that
are long lived (SSH sessions). Keepalives are not usually required for normal HTTP/HTTPS services,
but may be required for FTP services, for example.

The keepalive messages are sent from the LoadMaster to the Real Server and to the client.
Therefore, if the client is on a mobile network, there may be an issue with additional data traffic.

Enable Reset on Close
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When this setting is disabled (the default), unencrypted and encrypted TCP connections to the
LoadMaster on both the client and server sides are closed using the standard TCP exchange of FIN
and ACK packets. In situations where a Virtual Service is under a high incoming connection load,
the ability to establish new connections to the Virtual Service can be improved by turning on
Enable Reset on Close; this tells the LoadMaster to close TCP connections with a single TCP RST
(reset) packet, rather than the normal TCP closing exchange.

Subnet Originating Requests

With this option enabled, the source IP address of non-transparent requests will come from the
LoadMaster’s address on the relevant subnet, that is, the subnet where the Real Server is located
or the subnet of the gateway that can route to the Real Server (if the Real Server is non-local and
configured to use static route). For more information on configuring a static route, refer to the
following Kemp knowledge base article: Creating a Static Route.

This is the global option/setting.

It is recommended that the Subnet Originating Requests option
is enabled on a per-Virtual Service basis.

When the global option is disabled, the per Virtual Service Subnet Originating Requests option
takes precedence, that is, it can be enabled or disabled per Virtual Service. This can be set in the
Standard Options section of the Virtual Services properties screen (if Transparency is disabled). For
more information on the per Virtual Service option, refer to the Standard Options section.

If this option is switched on for a Virtual Service that has SSL
re-encryption enabled, all connections currently using the
Virtual Service will be terminated because the process that
handles the connection must be killed and restarted.

Enable Strict IP Routing

When this option is selected, only packets which arrive at the machine over the same interface as
the outbound interface are accepted.

The Use Default Route Only option may be a better way to
achieve this.

Handle non HTTP Uploads
Enabling this option ensures that non HTTP uploads (such as FTP uploads) function correctly.

Enable Connection Timeout Diagnostics
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By default, connection timeout logs are not enabled. This is because they may cause too many
unnecessary logs. If you wish to generate logs relating to connection timeouts, select the Enable
Connection Timeout check box.

Legacy TCP Timewait Handling

Enable this option to revert to the legacy mode of reusing TCP timewait connections.

Only enable the Legacy TCP Timewait Handling option after
consulting with Kemp Support.

Enable SSL Renegotiation

By default, the LoadMaster allows a client to automatically renegotiate during an SSL transaction.
Unchecking this option causes SSL connections to terminate if a renegotiation is requested by the
client.

Force Real Server Certificate Checking

By default, when re-encrypting traffic the LoadMaster does not check the certificate provided by
the Real Server. This option forces the LoadMaster to verify that the certificate on the Real Server
is valid, that is, the certificate authority and expiration are OK. This includes all intermediate
certificates.

Disable Master Secret Handling

In LoadMaster firmware version 7.2.52, the Disable Master Secret Handling check box was added.
By default, the LoadMaster processes the Master Secret SSL Extension. This can cause problems for
some legacy clients so it is possible to optionally disable this functionality by selecting the Disable
Master Secret Handling check box. For further details, refer to the following article: Disable Master
Secret Handling.

Size of SSL Diffie-Hellman Key Exchange

Select the strength of the key used in the Diffie-Hellman key exchanges. If this value is changed, a
reboot is required to use the new value. The default value is 2048 Bits.

As of LoadMaster firmware version 7.2.53, you can select 4096 as a value in the Size of SSL Diffie-
Hellman Key Exchange drop-down list. For further details, refer to the following article: 4k SSL
Diffie-Hellman Key Exchange Size.

Log SSL errors
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Set the level of SSL error reporting in the logs. By default, the LoadMaster will not log common SSL
alerts. You can increase the verbosity of SSL error logging by setting this value to either of the
following:

« Fatal errors only - only fatal errors are logged
« Include Client errors - this setting logs all client errors reported to the LoadMaster.

« All errors - this setting logs all SSL errors observed in the LoadMaster, including all common
alerts and warnings that may or may not indicate an actual issue.

OpenSSL Version

By default, the LoadMaster uses the latest version of OpenSSL. This may cause performance
problems on heavily-loaded sites. It is possible using the OpenSSL version field to switch back to
the old library which should alleviate some of these problems. Using the old library means that
there is no support for TLS 1.3. Therefore, the TLS1.3 check box is no longer available in the

SSL Properties section of the Virtual Service modify screen.

If you switch from using the old library to using the current library in the OpenSSL Version field,
TLS1.3 is automatically re-enabled on all Virtual Services.

This option is not applicable for Cavium5 machines - those
cards do not support the old libraries. Therefore, this option is
not applicable following LoadMaster/Kemp ECS Connection
Manager models:

- LM-X25

- LM-X40 Rev 05

- LM-X40M

- LM XHC 25G/40G/100G

- ECS Connection Manager H3 Rev 02

- ECS Connection Manager H3M

- ECS Connection Manager H3 25G/40G/100G

For these LoadMaster models, the OpenSSL Version field is
available but the LoadMaster will continue to use the current
OpenSSL implementation even if the OpenSSL Version field is
set to Use older SSL library - no TLS 1.3.
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Switching the OpenSSL version causes a total SSL outage
during the switch. This operation should not be performed
during working hours.

Use Default Route Only

Forces traffic from Virtual Services that have default route entries set, to be only routed to the
interface where the Virtual Service’s default route is located. This setting can allow the LoadMaster
to be directly connected to client networks without returning traffic directly using the adjacent
interface.

Enabling this option affects all Virtual Services in the same
network.

HTTP(S) Proxy

This option allows clients to specify the HTTP(S) proxy server and port the LoadMaster will use to
access the internet.

10.5.4 AFE Configuration

Cache Configuration

Maximum Cache Size EEEETY (vatid values:1 - 409)

Cache Virtual Hosts

[l
File extensions that should not be cached: I:I
aspx jsp php .shtml [No Entry ¥

Compression Options

File extensions that should not be compressed: |:|
.asf .gif .gz .Jpeg jpg .mov.mp3 .mp4 .mpe .mpeg .mpag
Jpdf .png swf .tgz wav.wma wmv 2 .zip No Entry v

Intrusion Detection Options

Detection Rules | Choose File | No file chosen Install new Rules
Detection level | Default - Only Critical problems are rejected v |

Client Limiting

Client Connection Limiter [0 | |ETMIN (valid values:0 - 1000000)

Maximum Cache Size
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This defines how much memory can be utilized by the cache in megabytes. The Maximum Cache
Size defines how much of the main memory should be assigned to the cache. It can never be more
than one fifth of the total memory of the machine. Assigning more memory for the cache will
reduce the amount of memory available for connections and persist entries. In a system that is
correctly configured, there should be enough memory for a full cache and all connections that the
system that is expected to handle. If this is not the case, the system could run out of memory.

Cache Virtual Hosts

When this option is disabled, the cache presumes there is only one virtual host supported on the
Real Server. Enabling this option allows the cache to support multiple virtual hosts which have
different content.

File Extensions Not to Cache
A list of files types that should not be cached.
File Extensions Not to Compress
A list of file types that should not be compressed.
Detection Rules
Select the relevant detection rules and click the Install New Rules button to install them.
If you are implementing SNORT rules, please remember the following:
o The destination port must be SHTTP_PORTS
o A ‘msg’ may be optionally set
o The flow must be set to ‘to_server,established’
o The actual filter may be either ‘content’ or ‘pcre’
o Additional ‘http_’ parameters may be set

o The classtype must be set to a valid value

To get updated or customized SNORT rules, please refer to the
SNORT website: https://www.snort.org/.

Detection Level
Supports four levels of what to do when problems are encountered:

* Low - only logging with no rejection
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* Default - only critical problems rejected
* High - Serious and critical problems rejected
* Paranoid - All detected problems rejected

The four levels of severity are classified according to the classtype value in the SNORT rules
configuration file. If the severity is less than the configured value, a diagnostic is generated and the
call is dropped. The levels of severity correspond to the following values - Low = 1, Default = 2, and
High = 3. You can view the SNORT rule classtypes and their corresponding values in the table

below.
Classtype Value
not-suspicious 3
unknown 3
bad-unknown 2
attempted-recon 2
successful-recon-limited 2
successful-recon-largescale 2
attempted-dos 2
successful-dos 2
attempted-user 1
unsuccessful-user 1
successful-user 1
attempted-admin 1
successful-admin 1
rpc-portmap-decode 2
shellcode-detect 1
string-detect 3
suspicious-filename-detect 2
suspicious-login 2
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system-call-detect 2

trojan-activity 1

unusual-client-port-connection 2

network-scan 3
denial-of-service 2
non-standard-protocol 2
protocol-command-decode 3
web-application-activity 2
web-application-attack 1
misc-activity 3
misc-attack 2
icmp-event 3
kickass-porn 1
inappropriate-content 1
policy-violation 1
default-login-attempt 2
sdf 2

Client Limiting

It is possible to set a limit of the number of connections per second from a given host (limits up to
100K are allowed). After setting the "default limit" to a value, the system allows you to set different
limits for specific hosts/networks so you can limit a network and/or host.

If you set a network and a host on that network, the host should be placed first since the list is
processed in the order that it is displayed.

To turn client limiting off, set the Client Connection Limiter value to 0.
In LoadMaster firmware version 7.2.52, the Client Limiting

options were moved to System Configuration > Limiting. For
further details, refer to the Rate Limiting Feature Description.
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10.5.5 SDN Configuration
SDHN Controllers
ClusterlD ControllerlD Inuse
1 23 @ True
Add Mew

Add New

Add a new SDN controller connection.

Modify

Modify an existing SDN controller connection.
Delete

Delete an existing SDN controller connection.

10.5.5.1 SDN Controller Settings

SDMN-Controller Settings
Cluster 1
1Pv4 [10.154.201.12 N Set IPV4 |
Port
HTTPS  True
ser fan [ set User|
password | I Set Passwon|

When adding a new SDN controller connection, initially a screen will appear asking for the Cluster,
IPv4 address and Port. After an SDN controller connection has been added, the settings can be
updated by clicking Modify on the SDN Statistics screen.

Cluster

The cluster that the SDN controller will be a member of.
Keep the Cluster field set to the default value.

IPv4

The IPv4 address of the SDN controller.
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Port

The port of the SDN controller WUI.

The default Port for the HP VAN Controller is 8443.

The default Port for the OpenDaylight SDN controller is 8181.

HTTPS

Use HTTP/HTTPS to access the SDN controller.

User

The username to be used to access the SDN controller.
Password

The password of the user to be used to access the SDN controller.

10.5.6 Kemp 360 Central Activation Settings

Kemp 360 Central Address
Host: [10.35.40.72 |
Port: |443 |

& Last activation check: 07/30/19 09:52:08

Deactivate VLM instance

To view the Kemp 360 Central Activation Settings, click System Configuration > Miscellaneous
Options > Kemp 360 Central Activation Settings. If the LoadMaster is already licensed from Kemp
360 Central, the Kemp 360 Central IP address and port appear here. If blank, you can use the
controls on this page to provide the IP address and port of a Kemp 360 Central deployment from
which you want to request a license. By activating your LoadMaster here, it is automatically added
to Kemp 360 Central and the system can start obtaining statistics from it immediately.
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The Deactivation button removes the current license from the LoadMaster, returning the

LoadMaster to an unlicensed state. This stops any active traffic to the LoadMaster, and so should
be invoked with great caution.

For more information, refer to the Metered Licensing Management Installation Guide.
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Metwork Telemetry requires an external collector to collect the MetFlow / IPFIX application flow data. The
Kemp Flowrmon Collector is the ideal network monitoring appliance that captures, stores and processes flow
data, Including normalization, visualization and analysis.

The Kemp Flowmon Collector is available here, IR0 glleET]

Please provide the Kemp Flowmon Collector connection details and select the relevant interfaces Lo enable
this integration.

Network Telemetry not Installed m

Network telemetry requires an external collector to collect the NetFlow/IPFIX application flow
data. The Kemp Flowmon Collector is the ideal network monitoring appliance that captures,
stores, and processes flow data, including normalization, visualization, and analysis. You can
download the Kemp Flowmon Collector by clicking Download Flowmon Collector on the Network
Telemetry screen.

Network telemetry is available by default on all new LoadMaster deployments for firmware version
7.2.53 and above.

Enabling Network Telemetry may impact performance
throughputE

On Long Term Support (LTS) LoadMaster versions, or older versions of the LoadMaster that have
been patched to a newer version, you may need to enable the network telemetry feature. To enable
the network telemetry feature, click Network Telemetry in the main menu of the LoadMaster WUI
and click Install.
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Connection Details
1P address of Collector [10.35.48.15 Set Remote Address

Global Settings

Active Timeout Set Active Timeout
Inactive Timzout |10 Set Inactive Timeout

Export Protocol

Netflow va
IPFIX @

Advanced settings

Layer 7 values Layer 3/4 values Layer 7 values
{Netflow record) {IPFIX record) {IPFIX record)
MAC L3/L4 extendad DHCP MSSQL
ARP NPM DNS PostgressQL
VLAM Extended NPM HTTP MySQL
Email TLS main
NBARZ TLS client
Samba TLS certificate
VolP TLS A3

Extended VoIP VALAN

Activate export of Application Flow Data

Interface
eth

O
ethl

After you successfully install network telemetry on the LoadMaster, you should see a number of
fields to configure on the Network Telemetry screen. Details on each of these options are below:

kemp.ax

IP address of Collector: Define the destination IP address or Fully Qualified Domain Name
(FQDN) and port number of your IPFIX collector (for example, 1.1.1.1:2055 or
collector.local:3000). The IPFIX export runs over the UDP protocol and you must ensure that
the collector is reachable over the network from the LoadMaster. Once you configure the
collector IP address or FQDN you can validate the network connectivity by clicking Validate
and clicking OK. Validation is based on a plain ICMP ping message and it validates the IP or
FQDN (not the port).

Because the network telemetry is not encrypted it should only
be exported over a secure network. This is not a LoadMaster
limitation - this is because IPFIX is a plain text UDP packet
stream.

Active Timeout: Set the global active timeout value. The default value is 300.

Inactive Timeout: Set the global inactive timeout value. The default value is 30.
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o Export Protocol: The export protocol (IPFIX is currently the only selectable protocol).

» Advanced Settings: Enable/disable the check boxes here depending on what values you
would like to collect.

There are some check boxes in the Advanced settings section
that are not possible to change at present. These will be
configurable in a future release.

o Activate export of Application Flow Data: Select the relevant interface (or interfaces) to
collect data for.

The network interface screens (for example, System Configuration > Network Setup > Interfaces >
eth0) indicate if network telemetry monitoring is enabled or disabled for that interface (depending
on what interfaces are selected on the Network Telemetry screen).

In order to enable Network Telemetry on an interface, the
interface must have an IP Address. Interfaces configured with
Virtual LANs can not have Network Telemetry enabled unless
an IP Address is assigned.

When two LoadMasters are operating as a HA pair, the Network
Telemetry traffic will present from the physical address of the
LoadMaster and not the shared address. It is necessary to
create a profile for both the LoadMasters in the HA pair on the
Kemp Flowmon Collector.

For further details on network telemetry, refer to the Network Telemetry Feature Description on the
Kemp Documentation page.
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Documentation

Technical documentation for LoadMaster including technical notes, configuration guides and deployment guides are available on Kemp's Help Center.
Documentstion

Network Telemetry Documentation

Technical documentation for Network Telemetry including technical notes, configuration and deployment guides
Documentstion

Knowledge Base

Learn from Kemp Customer Support and your peers how to get the most out of your products and solve commaon challenges.
Knowledge Base

Customer Support

Engage with our customer support team to open a ticket or get help optimizing your application deployment.
Contact Suppaort

Software Updates

Get the latest information about firmware releases, hotfixes and new application templates.
Get the Latest

Feature Requests

Have an idea about how to make Kemp products better? We'd love to hear about it
Submit Featurs Request

Kemp 360

Learn how Kemp 360 can help you streamline application delivery automation, management, cutage prevention and time to resclution.
Kemp 360

The Help screen provides a consolidated location for access to external Kemp services.
Documentation

Access the Kemp technical documentation, including Deployment Guides, Installation Guides,
Feature Descriptions, Technical Notes, Overviews, Release Notes, and Interface Descriptions.

Network Telemetry Documentation
Access the documentation relating to the network telemetry feature.
Knowledge Base

Access Knowledge Base articles on a variety of subjects such as SSO/ESP, Fault Tolerance,
Operational Maintenance, Applications, Security, Platforms, Routing/Switching, and Content
Delivery.

Customer Support

Open a ticket with Kemp's Customer Support team.
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Software Updates

Get the latest information about firmware releases, hot fixes and new application templates.

Feature Requests

Take a look at existing feature requests submitted by other customers, and raise your own feature
request.

Kemp 360

Learn about our Kemp 360 products, which can help to streamline application delivery
automation, outage prevention, and time to resolution.
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