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Preface

This guide demonstrates how to install the KEMP Technologies, Inc. MS
Windows Adaptive Agent with Internet Information Server 7.0, the adaptive agent
is not coupled to IS 7. You can install the agent with a web server of choice as
long as it supports Common Gateway Interface (CGl).

Overview

A KEMP LoadMaster determines how to best distribute load among
available real servers by a variety of methods. These can include the availability
of the servers (by doing health checking), as well as both active connections and
connection rates to the real servers.

It may be beneficial however to also have information on the performance
characteristics of the real servers themselves. This is possible through the
“adaptive” load balancing method in the load balancer. In conjunction with an
agent, the LoadMaster can distribute traffic based on the load on the actual
server, which can include CPU load, disk load, and other performance metrics.

The LoadMaster Server Agent works by residing on a server and reporting
back to the LoadMaster on how loaded the server is. The metrics used to
determine the system's load are entirely configurable by the user.

The LoadMaster Agent simply reports a number, between 1 and 99, with 1
being the most idle, and 100 being the most busy. If the reported value is at 100,
the agent will automatic report back 101. The 101 value is treated as a failed
health check and will remove the server from the pool. The number is determined
by the parameters specified in the configuration file. It can include only one
performance metric (such as CPU utilization), or be a combination of up to eight
different metrics (such as CPU utilization, memory utilization, disk 1/0).

Pre-requisite

1. Transfer the agent to the server
2. Administrative access to the server

Outline

Create a “Imagent” user account

Install MS Windows Adaptive Agent
Install web server (1IS 7 default)
Configure web server

Configure MS Windows Adaptive Agent
Test/Troubleshoot

Repeat on each Real Server

Configure LoadMaster

N AWNE

Create MS Windows Adaptive Agent user account
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Create a dedicated user for executing the MS Windows Adaptive Agent. Create

a user named “Imagent” and make sure the user is a member of the
“Performance Monitor Users”.

1. Login as a Administrator

2. From the “Start” menu select the “Run” option. Enter the
“‘compmgmt.msc” and click “Okay”

3. Expand “Local Users and Groups”. Select “Action” from application menu
and then “New User”

L!_Computer Management g = Dlll
Fle Acton View Help
bl Al ) BERERN 7 ]
. Computer Management {Local) MName | Full Name | Description Actions
B [} system Tools A pdministrator Built-n account for administerir | cape ~
(@ Task Scheduler ¥, Guest Built-in account for quest acce:
@ Event Viewer More Actions 4
[@| Shared Folders
= _\&-_‘ Local Users and Groups
| Users
| Groups
@ Reliability and Perfarmanc
i Device Manager
Bl &5 Storage
t=4 Disk Management
::.(;; Services and %pllcauons MNew User...
Refresh
Export List...
View 3
Arrange Icons »
Line up Icons
Help
al | B ] H
|Creates anew Local User account.
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4. Setthe User Name as “Imagent”

newuser 2| x|

User name: ||ITIElgent

Full name: Ilmagent
Description: ILoad Master Agent
Password: I-uuu
Corfim password: Il'“""

| Weer must change password at nest logomn

¥ User cannot change passwond

¥ Password never expires;
[T Account is disabled

Help Create Close |

5. Once the “Imagent” user has been created, select the properties. Add the
user to the “Performance Monitor Users” group.
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Install Internet Information Server 7

As Administrator install Internet Information Server 7 following Microsoft
guidelines. Start by accessing the “Server Manager” console. From the “Start”

menu select the “Run” option. Enter the “CompMgmtLauncher” and click “Okay”.

You can start the process using the Windows 2008 Server Manager, the select

the “Add Roles”.

#%10.202.10.202 - Remote Desktop

[E. Server Manager

Fle  Action View Help

=181
[_[O1]

i Gerver Manager (T51)

5 Roles

& Features
Diagnostics

it Configuration

25 storage

~) security Information

Off for Users

) Roles Summary
~) Roles: 4of 16 installed

/&, Active Directory Domain Services
(i) DNS Server
Netwark Policy and Access Services

. Terminal Services
) Features Summary
~ Features: 3 of 35 installed
Group Policy Management
Remate Server Administration Tools

Role Admiristration Tools

ki Miberkare Dinmain Serviees Tanks

24 Last Refresh: 2/20/2009 12:53:50 M Configure refresh

Windows Firewall: Off

Windowss Updates: Mot configured
Last checked for updates: Never

Last installed updates: Never

1E Erhanced Security Configurstion O for Administrators
(ESCh:

R
= = E

Server Manager (T51)

a Get an overview of the status of this server, perform top management tasks, and add or remowe server roles and features

@ &0 to windows Firewal |- |
& Configure Updates

+ Check for New Roles

[ Run security Configuration wizard

[ Configure IE ESC

[ Roles Summary Help

3 Goto Roles
Fi Add Roles
i Remove Roles

[ Features Summary Help

b Add Features

#5 Remave Features
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Check the “Web Server (lIS)” check box and select the “Next >” button.

hdd Roles Wizard B

=
! ‘;+ Select Server Roles

Eiefore You Begin

Select one or more roles to install on this server.

& Roles: Description:
WWeb Server (II5) ] Active Directory Certificate Services Web Server (IIS) provides a refiable,
R, . X manageable, and scalable \Web
Role Services active Directory Domain Services (Installed)

application infrastruckure,
': Active Directory Federation Services

|: Ackive Directory Lightwsight Directory Services
Progress l: Active Directory Rights Management Services
Reslks ] application Server
l: DHCP Server

DMS Server (Installed)
|: Fax Server
[ File Services

Metwork Policy and Access Services (Installed)
l: Prink Services

Terminal Services (Installed)

Canfirmation

More about server roles

< Previous | Mext = I Tnistall Cancel

Make sure to install the “CGI” support by checking the box, look under
“Application Development” and select the “Next >” button.
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Add Roles Wizard
=
‘! "i” Select Role Services

Before You Begin Select the role services to install for Web Server (115):
Server Roles Role services: Description:
weh Server (T15) = [0 Web Server o] sl deﬁljes how a YWeb server passes
information ko an exkernal pragram.
E (B Comman HTTF Features Typical uses might include using a
P — [] static Content ‘Web form ko collect information and
[¥] Default Document then passing that infarmation to a CGI
Pragress [/] Directory Browsing script to be emailed somewhere else,
Because CGl is a standard, CGI scripks
I E HTTP Etrors : :
Resulks X can be written using a variety of
[ HTTP Redirection programming languages, The
= [@ application Development downside to using CGl is the
[] asp.MET performance overhead.
[C] MET Estensitility
[ asp
[¥] lcar

|: I5API Extensions
] 154P1 Filkers
] server Side Includes
= [E Health and Diagrostics
[¥] HTTP Lagging
[] Logging Todls
IZ Request Manitor
l: Tracing
!; Cuskom Loqg\ng LI

More about role services

< Previous I Mext > | Install | Cancel |

“vld Roles Wizard [ x|
&R
! * Confirm Installation Selections

Eiefore You Begin
To install the Fallowing roles, role services, or Features, click Install,
Server Roles

'i ) 2 informational messages below
Web Server (II5) =

Rale Services

This server might need to be restarted after the installation completes. =

~! Web Server (115}

Frogress { I- Find out mare about Windows System Resource Manager (WSRM) and how it can help optimize
"~ CPUusage

Web Server

Common HTTP Features
Static Content
Default Document:
Directory Browsing
HTTP Errors

Application Development

&l

Results

Health and Diagnostics
HTTP Logging
Request Monitar

Security
Reequest Filkering

Performance -
Static Conkent Compressian

Management Tools Jid

Prink, e-mail, or save this information

< Previous | Texk = | Install I Canicel |

Verify your installation of IS by browsing http://localhost

Install MS Windows Adaptive Agent
1. Login as a Administrator

2. Create a folder named “load” in the default IIS web root, commonly
C:\inetpub\wwwroot
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3. Uncompress the agent files; copy only Lmperfagent.exe and LMperfagent-
config.txt into the “load” directory.
4. Start Internet Information Services (11S) Manager

5. Select the 1IS Groui “ISAP| and CGI Restrictions”
“E Internet Information Services (IIS) Manager =& x|

@@3\ [ 83 » wmsnocaracu »

| @ < @ -

File View Help

€-i|7 e

-~ Start Page

E...Ga WIN-KNOIGQTTAQU (WIN-KNOJ
:-[} Application Pools
[1-[6] Sites

?ég WIN-KNOJGQTTAQU Home

Group by: Area - E-
s =
b g e
Authentication CGL Compression Default
Document

ey =

& &

Error Pages Handler HTTP

Mappings Respo.

Logging MIME Types Modules

35' = e *% g

Qutput Server Worker
Caching Certificates Processes
Management ﬂ

1| | »

Ready

= | Features view |\ 2 Content View

Lostart| | % M @ @ [ ntemnet Information ..

Open Feature
Manage Server
Restart

Start

Stop

View Application Pools:
View Sites.

@ e

Online Help

H vty

| [===ziz|  Tuesday, March 31, 2009

Ejip W3n 3:58PM |

6. Under Actions add a new extension, select the Lmperfagent.exe file and

set the descn:tlon to “Lm: erfa% ent”.
Elntemet Information Services (IIS) Manager

= ﬂ|x|

6‘ o |9 » wmsmoxomau

@« @

File WView Help

G-I |7 |8
---q'j Start Page
E---Gﬂ WIN-KNOIGQTTAQU (WIN-KNOJ

i-- |2} Application Pools
[#- & Sites

| | 3
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Qgg ISAPI and CGI Restrictions

Use this feature to specify the ISAPI and CGI extensions that can run on
the Web server,

Group bv; o Grovnina -
ISAPI or CGI path:
IC:‘qnemuh‘wwwmot‘.lnad\LMpErfagent.exE
Description:
|meen'agent

¥ Allow extension path to execute

[ 1 con |

1| i

Features View [/ Content View

Configuration: localhost’ applicationHost.config

C7start| | 5o B @& & || nternet information ..

@ The ISAPT extensions module is
not installed. You can specify
ISAPI extensions that are
allowed to run, but they will not
be able to run until the ISAPL
extensions module is installed.

Add...
Edit Feature Settings...

@ rep

Online Help

%

Egn W %00PM
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7. Locate the “load” directory under the tree navigation under the “Default

Web Site”, select the folder and convert it to an application.

@-H|” |8

i:% Stark Page

E*‘j TS1 (ROP\Administr atar)
-2} Application Pools

&) Sites

=€) Default b Site

Group by: Mo Grouping

@) ISAPI and CGI Restrictions

|Jse this Feature to specify the ISAPT and CGI extensions that can run on the Web server,

-

Description =

| Restrickion

| Path

LiMperfagent

Iulutalln?

| aspret_client

£

Explore

Edit Permissions. .

Convert ko .ﬁ.pplica[‘gn |

Add Application. ..
Add wirtual Directory,.,

Manage Falder »

Refresh

Switch bo Content View

Allowed
Allowed

Chinetpubisnyrootload\LMperfagent exe

Coindows ystem3Z RpoProxyirpoprocy, dil

8. When adding the new application make sure to configure the “Connect as”

K

to be use the
“Imagent” user.
(“Imagent”
user should
have been
created as part
of the pre-
requites)
Verify the
authentication
is correct by
using the “Test
Settings”
feature.

Add Application

cProsyrpoproey. di

Site mame;  Default Web Sike
Path: !
Alias: L
IIDad IE

Example; sales

Pheysical path:

IC:'I,inetpub'l,wwerDt'l,IDad

Pass-through authentication

Test Setkings. .. ’

Connect As

Path credentials:

%' Specific user:

Ilmagent

\U

™ application user {pass-through authentication)

Ok |

el

Cancel

'Fmperfage”t'exe

|

K Cancel |
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9. Locate the “Default Web Site” and then select the “Handler Mappings”

feature.

?E Internet Information Services (IIS) Manager

=l

@_63 [0 b WINKMOIGQTTAQU b Sites » Default WebSite b

FEECICE

File View Help

@7 |8
-5 Start Page
-85 WINHNOIGQTTAQU (WIN
.;i Application Pools
-/ &] Sites
-4 Default Web Site
3 load

4| | 3

Ready

0 Default Web Site Home

Group by:  Area = e

2 @m 9 .

I
Authentication CEI Compression Default

Directory Error Pages
Browsing

0 e A

Logging MIME Types Modules Qutput

8

S5L Settings

Document

[= | Features View |/ 2 Content View
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;.’*smrt| | % m € @ || mternet Information ... @ IS 7.0 Detailed Error - 4.,

Open Feature
42| Explore

Edit Permissions. ..

Edit Site
Bindings. ..
[=] Basic Settings...
View Applications
View Virtual Directories

Manage Web Site (€]
2 Restart
B Start
B Stop
Browse Web Site
Browse *:80 (http)

Advanced Settings. ..

Configure
Limits...

@ Hep

Online Help

= Tuesday, March 31, 2009

(G s %10 PM_
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10. Select the “CGl-exe” mapping and then select “Edit Feature Permission

...” option and enable “Execute” permission.
"-'E Internet Information Services (IIS) Manager - |ﬁ' |5|
& e

@JQ_} [@ } WINHKNOIGQTTAQU P Sites b Default Web Site

File View Help

: Handler Mappings
uﬁ'l—_llzl |& q PPINg Add Managed Handler. ..
-5 Start Page i
Eaﬂj WIN—KN(EJIJGQ'ITAQU WIN Use this feature to spedfy the resources, such as DLLs and managed code, Add SrpResss
1) Application Pool that handle responses for spedfic request types. Add Wildcard Script Map. ..
- ication Pools i
E---Q Sites Group by: State - Add Module Q...
E1-€D Default Web Site N < T i Edit...
W load e Edit Feature Permissions Flxl—
[El Disabled Rename
CEl-exe Permissions: K Remg
V¥ Read Edit Feature Permissions
Enabled aer t To Inherited
OPTIONSY! View Ordered List...
TRACEVer! @ Help
StaticFile
Cancel Online Help

1] | 0
| [ e TR

Configuration: localhost’ applicationHost. config , <location path="Default Web Site"> €
{‘5&' | % m @ @ || intemet Information .. & 115 7.0 Detaied Error - 4... | By ®y *13M |
11.Test using http://localhost/load/L Mperfagent.exe the web page will display

a value between 0 and 99
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Configure LoadMaster

In the LoadMaster Web User Interface, select the Rules and Checking link in the
left navigation, and then the “Check Parameters” menu. In there, you'll find the
configuration options for adaptive metrics.

Home

Virtual Services Adaptive Parameters

Real Servers Adaptive Interval {sec) lﬂ

Rules & Checking adaptive URL I,-"Ioad— St URL
fnntent Rules vort I3 —

Statistics Min. Contral VWariable Yalue (%) lﬂ

Certificates
Min. Weight Adjustment Value (%) |5 'l
System Configuration

Fesetvalues to Default |

Service Check Parameters

Check Interval{sec) |14

Connect Timeout {sec) I? 'l
Retry Count |2 'l

Reset values to Default |

Adaptive Interval determines how often the adaptive value is pulled. The
Adaptive URL tells the LoadMaster where to find the value, and port specifies
which port the web server is answering on. If your webroot for “/” is
C:\Inetpub\wwwroot\sitel\, and your agent located in
C:\Inetpub\wwwroot\load\LMperfagent.exe”, then you would change Adaptive
URL to /load/LMperfagent.exe.

When you enter the Adaptive URL, hit enter, and the changes will be saved.
The Min. Control Variable Value is a percentage that specifies a threshold below
which the balancer will switch to static weight-based scheduling, i.e. normal
Weighted Round Robin. The value is a percentage of the maximum load, but
maximum value permitted is 50. The default is 5. The Min. Weight Adjustment Value is a percentac
value is 10, then the weight will never be set to below 10. A value of 5 is
recommended, and the maximum value is 50.

Virtual Service Configuration

Once the global settings are configured and the agent installed on the real
servers, you can enable adaptive load balancing on a per-virtual service basis.
In the properties for each virtual service, you'll see an option for scheduling
method. Select “resource based (adaptive)” to enable adaptive load balancing.

Scheduling Methad |resu:|ur|:e based (adaptive) j
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Troubleshooting

Common pitfalls arise around permission. Login with the “Imagent” user and try
running the agent via the command line.

Start the Command Windows and change to the “load” directory. Execute
LMperfagent.exe

Expected value is between 0 and 101.

1. Normal range 0O to 99
2. Disable Real Server 101

Potential Error Codes:

-1 = Unable to open local LMperfagent-config.txt file
-2 = Unable to open performance query

-3 = Error collecting performance query data

-4 = Error closing performance query

Check the memberships of the “Imagent” user and verify the access level is high
enough. Make sure the configuration file for the agent can be read by the
“Imagent” user and is located in the “load” directory.

Configuration File

If you look at the configuration file (either the txt file in a text editor, or the
xls file in a spreadsheet editor), you'll see that each metric has its own line, and
each line consists of five different fields.

The first field is the weight that the specified metric has on the overall
performance value reported. The second field is the top range of the value
reported by that metric. For example, if you were to measure system memory in
terms of megabytes, and the system had 2 GB of internal memory, the maximum
value would be 2048. If the memory utilization was 1024, then the value reported
would be “50”, since the memory is 50% utilized.

The third field is weather the value is an up or down value. A good
example to illustrate the difference between and up or down metric would be a
metric that reports memory. If the metric reports memory available, then it would
be a “down” metric. As the metric value goes down, value reported would go up.
A system with 2048 MB of RAM that reports 0 memory available would be a fully
utilized system, so it would report 101.

If instead the metric reported memory utilized, a value of 2048 MB of RAM
would mean no RAM was being used, and the value reported would be 1. If the
memory utilized shot up to to 2048, then the value reported would be 101.

The fourth field is the hard limit value. Setting a value will cause the agent to
override all other metrics, and ignores their weights, and report a 100% loaded
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condition if this threshold is reached. An example would be for CPU utilization. If
you have CPU weighted to 50%, and you have disk I/O and pages per second
each weighted at 25%, you can have a situation where disk I/O and pages per
second are nearly at zero, but CPU hits 100%. In that situation, the agent would
report 50% utilization to the LoadMaster. If you had a hard limit set for 100 for
CPU, if CPU hit 100, then the agent would report 101.

And the fifth field is the metric itself. A list of available metrics can be
found in the example configuration file. Additional information is available in the
README file
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